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YeM 3aHMMAIOCDb

Bonble 5 neT 3acbinak N NPOChbINakCb C MbICTIAMU O Kubernetes.

OonbIT

C 2011 3aHMMatoCb pa3paboTKoMN.
C 2017 paboTato B KOMNaHNM «DnaHT».
KoHCTaHTUH AKCEHOB C 2020 pykoBoautenb paspabotkm Deckhouse Kubernetes Platform.

PykoBoauTenb pa3paboTKu

Deckhouse Kubernetes Platform C ueM pa60Ta|o 60nblUe BCcero

™ konstantin.aksenov@flant.com a
) github.com/konstantin-axenov kubernetes (:) Deckhouse

Kubernetes Platform
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—— BEKOH

Q

OnpepeneHune ayTeHTUPUKaLUNU

MpuHLUMN pa6oTbl ayTeHTUPUKaumm B Kubernetes

Mpo6seMbl U cnocobbl ANAarHOCTUKM

I I <

HoBble “pnun” B Kubernetes gna ayteHTudukauum
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UYTo Takoe ayTeHTudukauma? LEKOH

C npeBHUX BpeMEH nepep NtoabMuy CToA1a AOBOJIbHO CITOXKHaA
3apa4a — y6eanTbca B AOCTOBEPHOCTU BaXKHbIX COOBLLEHUNI.

AyTeHTUPUMKALIMG — NPOLLECC, B XOAE KOTOPOro

Mbl MOXXeM y6e,D,MTbCFI B MOAJIMHHOCTU Yero-nmoéo. ﬂl

NMpuMepnbl:

e [IpoBepKa NacrnopTa B a3pPOonopTy

e [1BEPHOM 3aMOK
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UTto Takoe ayTeHTUdunkKauumsa (IT version)? LEKOH

MpoLuecc nonyvyeHMda QocTyna K cepBUcCy nytem
OTMPaBKWU paHee BblgaHHbIX “O0OKa3aTenbCcTB".

Npumepbl:

e BBOA normHa 1 napons B popmy.

e [MpunoxxeHusa onga ayteHTUGUKaLUmU
Ha MO6UNIbHOM TenedoHe.

e KHoMka “BownTtun yepes Google”.

PaccMoTpuM, YTO 3TO TaKoe, Ha nNpuMepe
nssectHoro cepsuca — Kubernetes API.

MepBasg B Poccum koHdpepeHuusa no BE3onacHoctn KOHTeMHEpPOB 1 KOHTENMHEPHBIX Cpes 6



Kubernetes BEKOH

o BHyTpu Kubernetes HeT cywiHoCcTU “nonb3oBaTenb”.

BMecTo aToro Kubernetes nonaraerca Ha pa3finydHble
NCTOUYHUKUN ayTEHTUPUKALLUA, T QaYTEHTUPUKATOPDI.

AyTeHTUdUMKaTOp BO3BpALLAET HaM NMoNib30BaTe/IbCKUe aTpuUbyThbl:

o M4
e [pynnbl
e YHUKaNbHbIN MOEHTUPUKATOP

e DKCTpa (KapTa OONOMHUTENbHbIX aTPUBYTOB)

PaccMOTpuUM cyulecTByloLwmne ayTeHTUPUKaTopbl.
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BapuaHTbl ayTeHTUdMKaLUMN BEKOH

e [1lna cepBUCOB

o Service Account Tokens

o Bootstrap Tokens

e [1na o6blvHbIX NOJIb30OBaTeNnen

o Static Token File

o X509 Client Certs

o OpenlD Connect Tokens

o Authenticating Proxy

o Webhook Token Authentication
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X509 Client Certs

B ceptudmkarte onpe.u,éneHbl nonb3oBaTtenb (Common Name) 1 rpynna (Organization)

team-developers
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X509 Client Certs

Authentication Request # Validation
o : . L
4 |
User e API
Certificate
Certificate Authority
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NMocne ayTeHTUdUKaUNM

B knacrtepe cyu.l,eCTByrbT. ClusterRole nnu Role

node-reader

"watch"
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NMocne ayTeHTUdUKaUNM

e RoleBinding unnu ClusterRoleBinding cBa3aHbl ¢ Role u ClusterRole
e B none subjects ykazaH cnncok, kotopbl MOXeT cogepxkaTb kind User, Group unu ServiceAccount

node-reader

team-developers

node-reader
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NMocne ayTeHTUdUKaUNM

MpoBepsaeM, UTO BCE NOSyUYMNIocChb

[get watch list]
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'YOU SAID ALLIL
n:ininwnsnvmfﬁu
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NnyHasg 6onb BEKOH

e Deckhouse Kubernetes Platform o4eHb 4acTo MCNONb3YyIOT
B 3aKPbITbIX OKPYXXEeHUNAX
e [marHocTupoBaTb Npobsemy npmuxoamtcsa no pororpadmn

istion:~S kubectl get nod
rror from server (Forbidd i
il en): nodes i i :
ISTion:~$ kubectl get ns TR e

Error from se i
: rver (Forbidden): :
@bastion:~s ): namespaces is forbidden:

E

User "

User
LLon:~5 kubectl get pods

Error from server (F i
orbidden): i i
Ll )i pods is forbidden: User "test(@
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JInyHaga 605b

Hapo HavTu rpynnbl Nosib3oBaTens, KOTopble Mbl MOTy4YMv OT NpoBangepa:

e Hoy nonb3osaTtend He pa6oTaeT kubectl ‘ | :
e Jlorv MOrnm OTPOTUPOBATLCS, HAARO O6BACHUTD, UTO HYXXHO caenaTb logout/login

test@test.test
team/echo

team/charlie team/foxtrot
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NnyHasg 6onb BEKOH

e HeonpepenéHHocTb B kubeconfig
e Kakom 6yoeTr npuUopUTET Yy METOO0B ayTEHTUPUKALUNNT
e Kak Takoe gouarHoCcTUupoBaTb?

users:
- name: aks
user:
token: MY_TOKEN
client-certificate-data: MY_CRT
client-key-data: MY_KEY
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HoBble BO3MOXHOCTHU

o KEP 3325 peluaeTt npobnemy
e B1.26 B Alpha, B 1.27 B Beta, B 1.28 nnaHupyeTcsa B Stable

team-developers
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https://kep.k8s.io/3325

HoBble BO3MOXHOCTHU

SelfSubjectReview API
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HoBble BO3MOXHOCTHU

SelfSubjectReview API

"team-developers"
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Kak BKNoYUTb Whoami

o --feature-gates=APISelfSubjectReview=true
o --runtime-config=authentication.k8s.io/vlalphal

o kubectl alpha auth whoami

o --runtime-config=authentication.k8s.io/vlbetal

MepBas B Poccumn koHdepeHuusa no BEsonacHoctn KOHTenHepoB n KOHTENHEPHbIX cpea

BEKOH
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Bonpoc, KOTOpbiiA My4YaeT Bcex BEKOH

Kakon Bna ayteHTudUKaumm
ON9 nosib3oBaTesien Bbl6paTh?

Yto nyuLle: cepTtuduUKarbl
NN CePBUCHDbIE aKKayHTbI?
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BapuaHTbl ayTeHTUdMKaLUMN BEKOH

e [1lna cepBUCOB

o Service Account Tokens

o Bootstrap Tokens

e [1na o6blvHbIX NOJIb30OBaTeNnen

o Static Token File

o X509 Client Certs

o OpenlD Connect Tokens

o Authenticating Proxy

o Webhook Token Authentication
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BapuaHTbl ayTeHTUdMKaLUMN BEKOH

e [lnA cepBUCOB
o—SerwreeAccountFokens
—Beotstraptokens

e [1na o6blvHbIX NOJIb30OBaTeNnen

o Static Token File

o X509 Client Certs

o OpenlD Connect Tokens

o Authenticating Proxy

o Webhook Token Authentication
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BapuaHTbl ayTeHTUdMKaLUMN BEKOH

e [lnA cepBUCOB
e—Service-Acecountfokens
c—PBeetstraptokens

e [1na o6blvHbIX NOJIb30OBaTeNen

o—StatieFoken+He  Henb3a ncnonb3oBaTb Anga production (CIS Benchmark)
o X509 Client Certs

o OpenlD Connect Tokens
o Authenticating Proxy
o Webhook Token Authentication
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BapuaHTbl ayTeHTUdMKaLUMN BEKOH

e [lnA cepBUCOB
e—Service-Acecountfokens
c—PBeetstraptokens

e [1na o6blvHbIX NOJIb30OBaTeNen

o—StatieFoken+He  Henb3a ncnonb3oBaTb Anga production (CIS Benchmark)

o—X509-ClHent-Certs CNo)KHO BblMyCKaTb, HEBO3MOXXHO OTO3BaTb cepTUPUKAT
o OpenlD Connect Tokens

o Authenticating Proxy
o Webhook Token Authentication
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BapuaHTbl ayTeHTUdMKaLUMN BEKOH

e [1na cepBUCOB
o—ServeeAccountFokens
c—PBeetstraptokens

e [1na o6blYHbIX NOJIb30OBaTeNen

o—StatieFoken+He  Henb3a ncnonb3oBaTb anga production (CIS Benchmark)

o—xX509-ClHent-Certs CNo)KHO BblMyCKaTb, HEBO3MOXXHO OTO3BaTb cepTUPUKAT

—Opentb-Connectfokens
ratd ..
WebhookTFol rat] ...
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Structured Authentication Config BEKOH

B pa6ote

e MOXXHO ncnonb3oBaTb He Tonbko OIDC ID JWT
e [IMHaMMYecKoe M3aMeHeHMEe KOHPUrypaumm
e OpHoOBpeMeHHOE NoAgKtYeHME HECKOMNBbKMX MPOBanaepoB

e Wcnonb3oBaHme CEL (Common Expression Language)

o MpaBuna Banugauum npum ayteHTUdUKaumm
o [MpaBuna nsBnevyeHmna MHopmMaLumm o nosib3oBaTtene ns claim’os TokeHa
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https://kep.k8s.io/3331

Structured Authentication Config
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NpaBsuna nssneyeHus nHdopmMaLmm o nonb3oBaTtene
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LGEKOH

NMpaBuna Banugaumm npm ayteHTMdmKaumm

Mpedukc system: 3apesepBUpPOBaAH ANA BHYTPEHHEro
ncnonb3oBaHUsA B Kubernetes, Bbl 00MKHbI Y6eaUTbCH, UTO

y Bac He NCMNOMb3YIOTCA MONb30BaTENN UMK Fpynnbl,
MMeHa KOTOpPbIX HAUUHAKOTCA C system:

system:masters
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NMpaBuna Banugaumm npm ayteHTMdmKaumm

Mpedukc system: 3ape3epBUPOBaH A9 BHYTPEHHErO

‘ ncrnonb3oBaHMA B Kubernetes, Bbl LOMKHbI y6eAUTbCS, UYTO
y Bac c/ly4aHo He UCMOoMb3YyTCa Nosb3oBaTeNn UKW rpynnsol,
MMeHa KOTOPbIX Ha4YMHaloTCA C system:
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NMpaBuna Banugaumm npm ayteHTMdmKaumm

Mpedukc system: 3ape3epBUPOBaH A9 BHYTPEHHErO

‘ ncrnonb3oBaHMA B Kubernetes, Bbl LOMKHbI y6eAUTbCS, UYTO
y Bac c/ly4aHo He UCMOoMb3YyTCa Nosb3oBaTeNn UKW rpynnsol,
MMeHa KOTOPbIX Ha4YMHaloTCA C system:
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NMpaBuna Banugaumm npm ayteHTMdmKaumm

na peweHna ectb crneayroume BapmaHThl
e 3apaTb NpeduKc Yepes napaMeTp --oidc-groups-prefix
e Hanpumep, B Dex y KOHHEKTOPOB €CTb UNLTP A4 rpynn

- my-group
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MNpaBuna Banuaauum Nnpm ayteHTMdUKaumm
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NpaBuna Banupauum npm ayteHTudUKaumm

userInfo.groups.all(group, !group.startsWith('system:'))
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Kubernetes SIG Auth Deep Dive KubeCon EU 2023 BEIKOH

Enhancements AN

Europe 2023

- 3325 API to get current user attributes, kubectl whoami (beta v1.27, targeting stable v1.28)

- 3331 Structured OIDC Configuration (in design, targeting alpha v1.28)

UcCcTOUHUK:
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https://static.sched.com/hosted_files/kccnceu2023/35/SIG-Auth%20Deep%20Dive%20CloudNativeCon%20EU%202023.pdf

KoMy nocTtaBuUTb TanK LEIKOH

Q YyacTHUK paboyen rpynnbl

"
) Q% Kubernetes sig-auth
\\\\ Q Maintainer npoBangepa

ayTeHTUdUKaumnm Dex

MakcuM Habokux dex

() github.com/nabokihms
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https://github.com/dexidp/dex
http://github.com/konstantin-axenov

MaTepuanbl LEKOH

Q OokyMeHTauua Kubernetes

& DOokymMeHTauusa no Mmoaynio ayteHTUMdUKaumm B Deckhouse
& Bupeo noknapa Kubernetes SIG Auth Deep Dive

Q Mpe3eHTaumna Kubernetes SIG Auth Deep Dive
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https://kubernetes.io/docs/reference/access-authn-authz/authentication/

Cnacumbo
3a BHUMaHue

KOHTaKTDbI:

& konstantin.aksenov@flant.com

@ konstantin_aksenov

D) deckhouse.ru



