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What is Kubernetes?
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Admission Controller Phases

LS

Mutating Object Schema Validation ETCD
ML ]_) ’ et \_) } Admission Validation Admission Persistence ‘

Registered Modified Registered Modified
Webhook Request Webhook Request

Webhook Code Webhook Code
Implementation Implementation
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Kubernetes Policy Engines

» Kyverno
I
« OPA Gatekeeper ' < \

O 0O

* jsPolicy

« Kubewarden

Open Policy Agent

« jsPolicy (O KUBEWARDEN



Kyverno

ﬂ,eKﬂapaTMBHbll\/ll noaxoa B HanMCaHmm v yripasiaeHnn noJiMTMKaMun

Pe3ynbTaThl NOANTUK XpaHAaTcs B oTaenbHbiXx CRD pecypcax — PolicyReport n ClusterPolicyReport

Banuaaumsa, MyTauus n reHepaums pecypcos

MNopaepxxmnBaeT Bce Kubernetes resources, Bkitoyass CRD
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Banunaauus
000

apiVersion: vl
kind: Pod
metadata:
name: priv-exec-pod
labels:
app: pentest
spec:
contatiners:
- name: priv-pod
image: ubuntu
securityContext:
privileged: true
command: [ "/bin/sh", "-c", "--" ]
args: [ "while true; do sleep 30; done;" ]

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes 10



Bannaauusa — Privileged containers

spec:
validationFailureAction: audit
background: true
rules:
- name: privileged-containers
match:
any:
- resources:
kinds:
- Pod
validate:
pattern:
spec:
=(ephemeralContainers):
- =(securityContext):
=(privileged): "false"
=(initContainers):
- =(securityContext):
=(privileged): "false"
containers:
- =(securityContext):
=(privileged): "false"

@U NTRY Poccuiickoe peleHune gna 3alwmTbl KoHTeHepoB 1 Kubernetes



MyTaunsa — Add AppArmor Annotations

apiVersion: vl
kind: Pod
metadata:

name: hello-apparmor
spec:

contatiners:

- name: hello

image: busybox:1.28

@ UNTRY Poccuitckoe pelieHue ONA 3aWMTbl KOHTeMHepoB 1 Kubernetes
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MyTaunsa — Add AppArmor Annotations

apiVersion: vl
kind: Pod
metadata:
name: hello-apparmor
annotations:
container.apparmor.securityv.beta.kubernetes.ito/hello:
spec:
containers:
- name: hello
image: busybox:1.28

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes

runtime/default
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MyTaunsa — Add AppArmor Annotations

spec:
rules:
- name: apparmor-runtime-default
match:
any:
- resources:
kinds:
- Pod
preconditions:
all:
- key: "{{request.operation || 'BACKGROUND'}}"
operator: Anyln
value:
- CREATE
- UPDATE
mutate:
foreach:
- list: request.object.spec.containers|]
patchStrategicMerge:
metadata:
annotations:
container.apparmor.security.beta.kubernetes.io/{{element.name}}:

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes

runtime/default
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[eHepauns — Add Network Policy for DNS

spec:
rules:
- name: add-netpol-dns
match:
any:
- resources:
kinds:
- Namesnace
generate:
apiVersion: networking.k8s.1i0/v1
kind: NetworkPolicy
name: allow-dns
namespace: "{{request.object.metadata.name}}"
synchronize: false

data:
spec:
podSelector:
matchLabels: {}
policyTypes:
- Egress
egress:
= 0§
- namespaceSelector:
matchLabels:
name: kube-system
ports:
- protocol: UDP
port: 53

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes
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[lpoBepka noanucu obpasa

spec:
validationFailureAction: enforce
background: false
rules:
- name: verify-1image
match:
any:
- resources:
kinds:
- Pod
verifyImages:
- 1mageReferences:
- "ghcr.io/kyverno/test-verify-imagex"
mutateDigest: true
atteskors:
- entries:
- keys:
publicKeys: |

MFkwEwYHK0ZIzjOCAQYIK0oZIzjODAQcDQQAE8NXRh950IZbRj8Ra/N9sbqOPZrfM
5/KAQNO/KjHcorm/J5yctVd71EcnessRQjU917hmKO6JWVGHpDgulyakZA==

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes
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HecTaHaapTHOE NpUMeHeHune

« Github + Trivy + Cosign + Kyverno

« BpeMeHHble NCKOYEHUS N3 NOSUTUK
 [leTpoB He MOXeT aennoutbcs nocne 18:00
« OTP code

« OTP code c kBoTamu

« External Data Sources

» Kyverno CLI

» Kyverno-json
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Github + Trivy + Cosign + Kyverno

Scan job

* Nicnonb3yem Trivy ans ckaHMpoBaHusi obpasa

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes

scan:
runs-on: ubuntu-20.04
permissions:
contents: read
outputs:
scan-digest: ${{ steps.calculate-scan-hash.outputs.scan_digest }}
stens:
- name: Scan for vulnerabilities
uses: aquasecurity/trivy-action@ldb49f532692e649dc5dc43c7c0444dac4790137
with:
image-ref: ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}:latest
format: cosign-vuln
ignore-unfixed: true
output: scan.json

- name: Calculate scan file hash
id: calculate-scan-hash
run: |
SCAN_DIGEST=$(sha256sum scan.json | awk '{print $1}')
echo "::set-output name=scan_digest::$SCAN_DIGEST"
echo "Hash of scan.json is: $SCAN_DIGEST"

- name: Upload vulnerability scan report
uses: actions/upload-artifact@3cea5372237819ed00197afe530f5a7ea3e805c8
with:
name: scan.json
path: scan.json
if-no-files-found: error

20



Github + Trivy + Cosign + Kyverno

Scan job
* Nicnonb3yem Trivy ans ckaHMpoBaHusi obpasa

e Cuntaem xaw

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes

scan:
runs-on: ubuntu-20.04
permissions:
contents: read
outputs:
scan-digest: ${{ steps.calculate-scan-hash.outputs.scan_digest }}
Siteps:
- name: Scan for vulnerabilities
uses: aquasecurity/trivy-action@ldb49f532692e649dc5dc43c7c0444dac4790137
with:
image-ref: ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}:latest
format: cosign-vuln
ignore-unfixed: true
output: scan.json

- name: Calculate scan file hash
id: calculate-scan-hash
run: |
SCAN_DIGEST=$(sha256sum scan.json | awk '{print $1}')
echo "::set-output name=scan_digest::$SCAN_DIGEST"
echo "Hash of scan.json is: $SCAN_DIGEST"

- name: Upload vulnerability scan report
uses: actions/upload-artifact@3cea5372237819ed00197afe530f5a7ea3e805c8
with:
name: scan.json
path: scan.json
if-no-files-found: error
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Github + Trivy + Cosign + Kyverno

00
Scan jOb scan:
runs-on: ubuntu-20.04
* Ncnonb3yem Trivy Ana ckaHMpoBaHust 0bpasa PErmissions:
contents: read
outputs:
e Cuntaem xaul scan-digest: ${{ steps.calculate-scan-hash.outputs.scan_digest }}
SiEeps:
- name: Scan for vulnerabilities
« 3arpy>aem apTecbaKT nocne CKaHMpoBaHUA B uses: aquasecurity/trivy-action@ldb49f532692e649dc5dc43c7c0444dac4790137
with:
Haw workflow image-ref: ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}:latest

format: cosign-vuln
ignore-unfixed: true
output: scan.json

- name: Calculate scan file hash
id: calculate-scan-hash
run: |
SCAN_DIGEST=$(sha256sum scan.json | awk '{print $1}')
echo "::set-output name=scan_digest::$SCAN_DIGEST"
echo "Hash of scan.json is: $SCAN_DIGEST"

- name: Upload vulnerability scan report
uses: actions/upload-artifact@3cea5372237819ed00197afe530f5a7ea3e805c8
with:
name: scan.json
path: scan.json
if-no-files-found: error

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes 22



Github + Trivy + Cosign + Kyverno

Attest job

« CkaumBaeM apTedakT 13 npeabiayluen axobbl o

HalleM CKaHUpPOBaHUU

- name: Download scan
uses: actions/download-artifact@fb598a63ae348fa914e94cd0ff38f362e927b741 # v3.0.0

with:
name: scan.json

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes
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Github + Trivy + Cosign + Kyverno

Attest job

« CkaumBaeM apTedaKkT 13 npeabiayLlen axobbl o

HalleM CKaHUpPOBaHUU

« Y6exkxpaeMcs B TOM, UTO X3l HE U3MEHWUICS

- name: Verify scan
run: |
set -euo pipefatil
echo "Hash of scan.json should be: $SCAN_DIGEST"
COMPUTED_HASH=$(sha256sum scan.json | awk '{print $1}')
echo "The current computed hash for scan.json is: $COMPUTED_HASH"
echo "If the two above hashes don't match, scan.json has been tampered with."
echo "$SCAN_DIGEST scan.json" | sha256sum --strict --check --status || exit -2

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes
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Github + Trivy + Cosign + Kyverno

Attest job

« CkaumBaeM apTedakT 13 npeabiayluen axobbl o

HalLEeM CKaHMPOBAaHUK
« Y6exkxpaeMcs B TOM, UTO X3l HE U3MEHWUICS

 JlornHnmcs B GitHub Container Regisrty —
MMEHHO TaM Mbl byaeM XpaHuTb signed

attestation
00

- name: Log in to GHCR
uses: docker/login-action@49edl52c8eca’/82a232dede0303416e81f356¢c37b # v2.0.0
with:
registry: ${{ env.REGISTRY }}
username: ${{ github.actor }}
password: ${{ secrets.GITHUB_TOKEN }}

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes 25



Github + Trivy + Cosign + Kyverno

Attest job

CkaumBaeM apTedaKkT 13 npeaplayen pxkobbl o

HalLEeM CKaHMPOBAaHUK
« Y6exkxpaeMcs B TOM, UTO X3l HE U3MEHWUICS

 JlornHnmcs B GitHub Container Regisrty —
MMEHHO TaM Mbl byaeM XpaHuTb signed

attestation

* Wcnonb3ys keyless signing ot Cosign
noanuncoiBaeM obpas 1 3aMeHsieM NoAanucb, ecnu

OHa YyXe cyLlecTByeT
o0

- name: Attest Scan
run: cosign attest --replace --predicate scan.json --type vuln ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}:latest
env:
COSIGN_EXPERIMENTAL: "true"

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes



Github + Trivy + Cosign + Kyverno

verifyImages:
- imageReferences:
- "ghcr.io/chipzoller/zulu:*"
attestors:
- entries:
- keyless:
subject: "https://github.com/chipzoller/zulu/.github/workflows/*"
issuer: "https://token.actions.githubusercontent.com

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes
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BpeMeHHble UCKNIDYEHUSA U3 NMOJIUTUK

. falcon-dev
g PolicyException
#
o) \
[ 2)

PolicyException

1

g S
Kt

T | G, +4 hrs
o O o\».
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YTO ANg 3TOro HY>KHO?

» BblgaTb gononHuTenbHble npusunernn Kyverno

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes

# allow a Kyverno generate rule to create ClusterCleanupPolicies
apiVersion: rbac.authorization.k8s.10/v1
kind: ClusterRole
metadata:
labels:
app.kubernetes.io/instance: kyverno
app.kubernetes.io/name: kyverno
app: kyverno
name: kyverno:create-cleanups
rules:
- apiGroups:
- kyverno.io
resources:
- clustercleanuppolicies
verbs:
- create
- get
- list
update
- delete

# allow the Kyverno cleanup controller to remove PolicyExceptions
apiVersion: rbac.authorization.k8s.10/v1l
kind: ClusterRole
metadata:
labels:
app.kubernetes.io/component: cleanup-controller
app.kubernetes.io/instance: kyverno
app.kubernetes.io/name: kyverno-cleanup-controller
name: kyverno:cleanup-controller-polex
rules:
- apiGroups:
- kyverno. io
resources:
- policyexceptions
verbs:
- list
- delete

30



YTO ANg 3TOro HY>KHO?

« Co3paTb reHepaTuBHyo nonnTtuky ans co3aaHus ClusterCleanupPolicy

generate:
apiVersion: kyverno.io/v2alphal
kind: ClusterCleanupPolicy
name: polex-{{ request.namespace }}-{{ request.object.metadata.name }}-{{ random('[0-9a-z]{8}') }}
synchronize: false

data:
metadata:
labels:
kyverno.io/automated: "true"
Spec:
schedule: "{{ time_add('{{ time_now_utc() }}','4h') | time_to_cron(@) }}"
match:
any:
- resources:
kinds:
- PolicyException
namespaces:
- "{{ request.namespace }}"
names:

- "{{ request.object.metadata.name }}

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes
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[leTpoB He MoXeT aennioutbcs nocne 18:00

« Co3gaeM MyTUPYIOLLYIO MNOMUTUKY, KOTopas byaet nobasnser nenbn no aBTopy Mepaxa

jane sonya

greg peter
apiVersion: kyverno.io/vl é;% é;%
kind: ClusterPolicy . . .

metadata:

name: add-labels

spec: \\\N K///
background: false ‘

rules:

- name: add-author
match:

any:
- resources:
kKinds:
= Ll
mutate:
patchStrategicMerge:

metadata: @
labels:

corp.org/author: "{{request.githubprauthor}}"

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes
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[leTpoB He MoXeT aennioutbcs nocne 18:00

« Jobasnsem pxoby B CI

- name: Write author
run: |
curl -sLO https://github.com/kyverno/kyverno/releases/download/${{ env.VERSION }}/kyverno-cli_${{ env.VERSION
}}_linux_x86_64.tar.gz
tar -xf kyverno-cli_${{ env.VERSION }}_ 1linux_x86_64.tar.gz
./kyverno version
for f in $(1ls ./incoming)
do
if [[ "$f" = *\.yaml ]]
then
echo "Adding authorship to incoming/$f"
./kyverno apply author.yaml -r incoming/$f --set request.githubprauthor=${{github.event.pull_request.user.login}} -o
outgoing/temp.yaml
sed '/~[[:space:]]*$/d' outgoing/temp.yaml > outgoing/$f
rm incoming/$f
rm outgoing/temp.yaml
fi
done

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes
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[leTpoB He MoXeT aennioutbcs nocne 18:00

« Co3gaeM BanuampyoLLyto NOAUTUKY, KoTopas byaeT npuBa3biBaTbCA NoO nenbnam u

OorpaHn4ymMBaTb I£l,eI'IJ'IOl\/lI Nno BpEMEHU

match:
any:
- resources:
selector:
matchLabels:
corp.org/author: petrov
validate:
message: "Petrov pls stop"
deny:
conditions:
all:
- key: "{{ time_after('{{time_now_utc() }}','2023-01-12T00:00:00Z"') }}"
operator: Equals
value: true

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes
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OTP code

API Server Kyverno ConfigMap

CREATE bad Deployment
I ———.

AdmissionReview of bad Deployment

Checks policy

—

Denied, OTP code ‘foo
Adds code ‘foo" to list
Denied, OTP code ‘foo"

Adds label “otp: foo' to Deployment

—

CREATE bad Deployment with “otp: foo
AdmissionReview of bad Deployment with : foo®

Checks policy

)

Checks if code “foo" is valid

Allowed

Code ‘foo’ consumed
I —..,

Allowed, Deployment created
-—

Delete Deployment
e

CREATE bad Deployment again with ‘otp: foo®
e

AdmissionReview of bad Deployment
—

Checks code *foo’ but is consumed
e —

Denied, OTP code ‘foo" consumed
-—

Denied, OTP code ‘foo
D —————.

API Server Kyverno ConfigMap

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes



OTP code

» Co3gaem ConfigMap, oH 6yaeT BbiCTynaThb XypHasnoM ¢ OTP kogamu

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes

apiVersion: vl
kind: ConfigMap
metadata:
name: otp
namespace: platform
data:
codes: |-
- ua8v92pg
- 9akvm207

38



OTP code

« Co3gaeM nonuTuky, Kotopast byaeTt nposepsitb, Ucnonb3osaH in OTP koA, a Takxke MHTepeCyoLyo Hac

Banaaunio, HaNnpuMep — NpoBepka ucnosib3oBaHna Host Namespaces

- name: otp
configMap:
name: otp
namespace: platform
preconditions:
all:
- key: "{{ request.object.metadata.labels.otp }}"
operator: AnyNotIn
value: "{{ parse_yaml(otp.data.codes) }}"
validate:
message: The code {{ request.object.metadata.labels.otp }} is invalid or has already been used

deny: {}

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes
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OTP code

« Co3/1aeM eLlé oaHy NonuTUKY, KoTopas ByaeT NpoBepATh, BanuaHoe N 3HadeHne OTP ncnonb3yetcs B Deployment,

ecnv aa, 7o uameHseMm ConfigMap, npoctaBnsem timestamp n username No/sb30BaTeNsl, KOTOPbIA €ro UCMOb30Ban
(XX

preconditions:
all:
- key: "{{ request.object.reason }}"
operator: Equals
value: PolicyViolation
- key: "{{ contains(request.object.message, 'one-time pass code') }}"
operator: Equals
value: true
context:
- name: otp
variable:
jmesPath: split(request.object.message,'""') | [1]
mutate:
targets:
- apiVersion: vl
kind: ConfigMap
name: otp
namespace: platform
patchStrategicMerge:
data:
codes: |-
{{ @}
- {{ otp }}

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes
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OTP code

@U NTRY Poccuiickoe pelueHne ans sawutbl KoHTeMHepoB 1 Kubernetes
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OTP code c kBoTaMn



OTP code ¢ kBOTamMu

B npepaplayluen Bepcum nosb3oBaTeslb MO HEOrPaHNUYEHHO 3anpallnBaTh KOAbl

B 3TOM Bepcumn nobaBneHbl KBOTbI HA Bbla4y KOOB, KOTOPbIE MOXKHO Bbl/IaBaTb Ha ONpeaeneHHbIN
nepvoa, HanpuMep Ha Mecsl,

000
mutate:
targets:

- apiVersion: vl
kind: ConfigMap
name: otp
namespace: platform

patchStrategicMerge:
data:
chipz "5"
mark: "2"

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes
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External Data Source

[MToMMMO caMoro pecypca, Haji KOTOpbIM CpaboTaeT NOANTUKA, MOXKHO MCMOJIb30BaTb BHELLHME UCTOYHUKM AaHHbIX

ConfigMaps

Kubernetes API Server Calls

Service Calls

Image Registries

@U NTRY Poccuiickoe pelieHne ana 3aWwnTbl KOHTeHepoBs 1 Kubernetes



External Data Source: ConfigMaps

apiVersion: vl
kind: ConfigMap
metadata:
name: some-config-map
namespace: some-namespace
data:
env: production

oB un Kubernetes
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External Data Source: ConfigMaps

000
context:
- name: dictionary
configMap:
name: some-config-map
namespace: some-namespace
mutate:
patchStrategicMerge:
metadata:
labels:

my-environment-name: "{{dictionary.data.env}}

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes

47



External Data Source: Kubernetes API Server Call

context:

- name: serviceCount
apiCall:

urlPath: "/api/vl/namespaces/{{ request.namespace }}/services"
jmesPath: "items[?spec.type == 'LoadBalancer'] | length(@)"
validate:
message: "Only one LoadBalancer service is allowed per namespace"
deny:
conditions:
any:
- key: "{{ serviceCount }}"

operator: GreaterThan
value: 1

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes



External Data Source: Service Calls

context:
- name: result
apiCall:
method: POST
data:
- key: namespace
value: "{{request.namespace}}"

service:

url: http://sample.kyverno-extension/check-namespace
caBundle: |-

validate:
message: "namespace {{request.namespace}} is not allowed"
deny:
conditions:
all:
- key: "{{ result.allowed }}"
operator: Equals
value: false

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes
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External Data Source: Image Registries

validate:
message: "“Images run as root are not allowed."
foreach:
- list: "request.object.spec.containers"
context:
- name: imageData
imageRegistry:
reference: "{{ element.image }}"
deny:
conditions:
any:
- key: "{{ imageData.configData.config.User ||
operator: Equals
value: ""

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes

1 l}}ll
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@/UNTRH

Kyverno CLI



Kyverno CLI

« MoxkHo ncnonb3oBaTb B CI/CD nannnavHax B NpOLIECCE CO3AaHNS PECYPCOB, YTOObI yOeanTbCs B MX COOTBETCTBUM

NMOJINTUKaM A0 pa3BEPTbIBAHUA

apiVersion:
cli.kyverno.io/vlalphal
kind: Test

metadata:

name: disallow_latest_tag

policies:

- disallow_latest_tag.yaml

resources:

- resource.yaml

results:

- policy: disallow-latest-tag
rule: require-image-tag
resource: myapp-pod
kind: Pod
result: pass

- policy: disallow-latest-tag
rule: validate-image-tag
resource: myapp-pod
kind: Pod
result: pass

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes

00
$ kyverno test .

Executing disallow_latest_tag...
applying 1 policy to 1 resource...

Test Summary: 2 tests passed and 0 tests failed

| | | |
| # | poLICY U | RESOURCE | RESULT
|—| | | |
| 1 | disallow-latest-tag | require-image-tag | default/Pod/myapp-pod | Pass
| 2 | disallow-latest-tag | validate-image-tag | default/Pod/myapp-pod | Pass
|—I | | |
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Kyverno-json
+—Qverne-FoRbke-ARSKubernetes

« MoxkHO ucnonb3oBaTb Kak CLI, web-npuno)xeHune, a Takke MHTerpupoBaTh K cebe, ncnonb3ys Go 6ubnmnoTteky

« YmeeT BanuanposaTb Terraform files, Dockerfiles, Cloud configurations, Authorization requests

Policy (YAML format)

1 apiVersion: json.kyverno.io/vlalphal
2 kind: ValidatingPolicy
3 - metadata:
4 name: check-dockerfile
5~ spec:
6- rules:
7~ - name: deny-external-calls
8- assert:
all:
message: "HTTP calls are not allowed"
check:
~.(Stages[].Commands[].Args[].Value):
(contains(@, 'https://') || contains(@, 'http://')): false
message: "HTTP calls are not allowed"
check:
~.(Stages[].Commands[].CmdLine[]):
(contains(@, 'https://') || contains(®, 'http://')): false
message: "curl is not allowed"
check:
~.(Stages[].Commands[].CmdLine[]):
(contains(@, 'curl')): false
message: "wget is not allowed"
check:
~.(Stages[].Commands[].CmdLine[]):

Output

"results": [

"policy": "check-dockerfile",

"rule": "deny-external-calls",

"result": "fail",

"message": "HTTP calls are not allowed: all[@].check.~.(Stages[].Commands[].Args[].Value)[0].(contains(@, 'https://') || contains(@,
‘http://')): Invalid value: true: Expected value: false; wget is not allowed: all[3].check.~.(Stages[].Commands[].CmdLine[]) [@].(contains(@,
‘wge;‘)): Invalid value: true: Expected value: false"

1
}

@U NTRY Poccuiickoe pelueHue aas 3awmnTbl KOHTEWHEPOB U Kubernetes
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https://neonmirrors.net/
https://kyverno.io/docs/
https://github.com/kyverno/kyverno-json
https://playground.kyverno.io/
https://kyverno.github.io/kyverno-json/latest/_playground/

BbiBOAbI

Kyverno — must-have gns sawero
Kubernetes knacrtepa

OTO MOLHbIA MHCTPYMEHT, KOTOPbIN
criocobeH NOKPbITb OrPOMHOE
KOJINYECTBO CUTYaLMK
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