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« OQcHoBaTeNb N TEXHNYECKNN ONPEKTOP
 OnbiT B B bonee 10 neT

* BbIBLLMK aBTOp CTaTeun N peaaktop pyopuk B XXypHarne
“XAKEP” '

- ABTOp Telegram-kaHana
« ABTOp Kypca “Cloud Native 6e3onacHocTb B Kubernetes”

« CFP ZeroNights, DevOpsConf

- [loknaguuk: BlackHat, HITB, ZeroNights, HackIinParis,
Confidence, SAS, OFFZONE, PHDays, Kazhackstan,
DevOpsConf, KuberConf, VK Kubernetes Conference,
HighLoad++ u gp.



http://www.luntry.ru/
https://t.me/k8security
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| Disclaimer

3a 40 MMHYT HEBO3MOXHO paccMOTpeTb abConNTHO BCE, N Mbl OCTAHOBUMCS
Ha caMOM Ba)XHOM Ha MOU B3rns4. 3a pamkamMu goknaga OCTaHyTCs NpakTU4eCKn
Bce cToswme pagom ¢ Kubernetes cuctemsl (CSM, CI\CD, Image Registry n 1.4.).

bynem paccmatpuBaTtb OnPrem uHctannaumm Kubernetes. Xota 6ornbluas 4acTb
n oyget npumeHnma kK Managed Kubernetes y obnayHbix npoBanaepos,
HO C onpenefiEHHbIMU YTOYHEHNSIMM.

B noknage ueneHanpaBfieHHO HE YNIOMUHAOTCSA KOHKPETHbIE PELLEHUS
n peanmaaumu, YTobbl 6bITb MAaKCUMaribHO OO BEKTUBHBLIM.
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| K yemy Bce npuBbIKAN?

* Firewall

« IPS/IDS

- WAF

« SIEM

- DLP

- Key Management
> |[AM

- PAM

- SoD

Patch Management
Vulnerability Assessment
Antimalware

FIM

DCAP

EDR

SOAR

Deception Platform

Cyber
Camp

A KaK gena c-3Tum
B Kubernetes?
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| Kak paccmaTpuBaTtb?!

Cloud/Co-Lo/Corporate Datacenter

« Develop

eve * Cluster
» Distribute - Container
o Deplpy WHITEPAPER - Code
 Runtime '

|dentify
Protect

Detect
Respond
Recover

(2]
Deception* -

CYBERSECURITY
FRAMEWORK
VERSION 1.1

Ee)

]

2
)

[ )
D,
Rorect


https://github.com/cncf/tag-security/tree/main/security-whitepaper
https://kubernetes.io/docs/concepts/security/overview/
https://www.nist.gov/cyberframework
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| Multitenancy

. Kubernetes n3 kopobkun He obnagaeT . OTO BO3MOXXHOCTb U30JIMPOBaAHHO
/ MYNbTUTEHAHTHOCTbIO! / obcnyxnBaTtb pasHble NPOEKTHI,
. KOMaHAbl, KNMEHTOB, rpynnbl
- ) - MPUSIOXKEHNN

Single-Tenant Multi-Tenant

& & & &
App \.
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| Multitenancy: peanusauum

CYWECTBYKOLWUE CINOCOBbI:

@ / Cluster-as-a-Services @/ ControlPlane-as-a-Services
@ / Namespace-as-a-Services @ / Node-based isolation
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| PaboTa c nonb3oBaTeNnsiMn

* |dentity and Access Management (IAM)
* Privileged Access Management (PAM)

L : O)

All Kubernetes clusters have two categories of users: service accounts
managed by Kubernetes, and normal users.

It is assumed that a cluster-independent service manages normal users in
the following ways:

e an administrator distributing private keys . .
e 3 user store like Keystone or Google Accounts ‘ ) _ -

* a file with a list of usernames and passwords

In this regard, Kubernetes does not have objects which represent normal user
accounts. Normal users cannot be added to a cluster through an API call.
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| AyTeHTudurKaLus nosb3oBaTesen

o OpenlD/SAML/LDAP/LDAPS Connect Identity Provider
o Public Identity Provider

o Own Identity Provider Authentication: Mechanisms

User

l Federation

Kubernetes 0IDC SsO

®

+ Roles + Users

+ Service Accounts + Groups

+ Tokens +  Audit logs
+ Sessions

+ Password policy

Directory

©

+ Users
+ Passwords
+ Groups

X509 Client Certs

Bearer token

HTTP Basic auth

Auth ptoxy

Impersonate

CSR generated externally
and signed with the
cluster CA key

Via Kubernetes API
CertificateSigningRequest

Bootstrap token

Node authentication token
Static token file
ServiceAccount token
OIDC token

Static password file

N/A (trust proxy)

N/A (trust account)

Enterprise CA / PKI

Kubernetes cluster admin

Internal use

Internal use

Insecure

Pods, containers, applications, users
Users

Insecure

Integration

Integration and administration
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| AHanu3aTop npaB focTyna

AHarnmna npas goctyna (RBAC) k Kubernetes pecypcam Ha COOTBETCTBME MPUHLMMNY

HanMeHbLUNX I'IpI/IBI/IJ'IeFI/II7I N Ha OMNacCHbIE MNMpaBa.

Cyber
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(" Peanu3auus:
o [lNepunognyeckas nposepka B Kubernetes

o Ha atane gennosa

Authorization: Mechanisms

Mechanism
Node
ABAC
RBAC
WebHook

AlwaysDeny
AlwaysAllow

Decision Source
API Server built-in
Static file

API Objects
External services

API Server built-in

Usage
Internal use (kubelets)
Insecure, deprecated

User and administrators

Integration

Testing

RoleBinding

v
Role
verbs
resources
Pod
Pod r
Pod

&

Service
Accounts
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| KonTponb Kubernetes pecypcos

BCE, YTO ECTb B KUBERNETES, - 3TO YAML!

- 3apaum:

"@: / o MyTtaunsa — npobasneHue, oboraweHne Kubernetes pecypca nnm UCKnioYeHne HexenaTesibHOro
° /o Banupauusa — KOHTPOnb COOTBETCTBUSA B pexxumax ayanta u npeaoTBpalleHuns
o [eHepauus — aBToMaTn4Yeckoe co3gaHme gononHuTenbHbix Kubernetes pecypcos

/
/] \\

API ‘ S :
APl reques HTTP | Authentication Mutating

Authorization admission

Object
Schema
Validation

Webhook | | Webhook Webhook ,
|/

» Validating Persisted

handler admission to etcd

12
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| KoHTponb Kubernetes pecypcoB: peanusauus

PODSECURITYPOLICY (PSP)
o B deprecated ctatyce c 1.21 nyganeH B 1.25

POD SECURITY ADMISSION (PSA)
o B alpha ctagun B 1.22

VALIDATINGADMISSIONPOLICY — =
o B alpha cragum B 1.26 e W | ;_i-fl\,;ac,;g;;na
COBCTBEHHAS! PEANM3ALIUS = \ | =

o CBon Admission Controller

POLICY ENGINES
o Must have!!!
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| JlormpoBaHue

OTBEYAEM HA BOIIPOCHI:
o YT0 npounsoLwno?

o Kto coenan?

o Korpa?

o [pne?

OTAEJNIbHOE XPAHUJITULLE
BA30OBbIE NMPABUJIA KOPPENALUA

NIAH PEATUPOBAHM

CRITICAL LOG REVIEW CHECKLIST FOR
SECURITY INCIDENTS

This cheat sheet presents a checklist for reviewing
critical logs when responding to a security incident. It
can also be used for routine log review.

General Approach

Identify which log sources and automated tools
you can use durmg the analyms

Copy Iog records to a 5|ngle Iocatmn where you
will be able to rewEw them

Mlnlmlze nmse by remowng routme repetltwe
log entries from view after confirming that they
are benlgn

Determlne whether -,r:::u can rely on Iogs t|me
stamps con5|der tlme zone dlfferences

Focus on recent changes fallures errors, status
changes, access and administration events, and
other events unusual for your enwronment

Go backwards in tlme from now to reconstru::t
actions after and before the mcu:ient

Correlate actwltles across dlfferent Iogs to get a

logs to confirm or disprove them.

14
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| Kubernetes Audit Log

KUBERNETES AUDIT LOG:

o [1o ymonyaHuio BbIKIHOYEH

o TpebyeTt HacTpownku Audit Policy
o He BUOUT NMHTEPaKTUBHbLIX CECCUU

NOANOEPXWBAEMbIE BACKENDS:
o Log Backend
o Webhook Backend

COBbITUA MOXHO OTOABATD HA:
o CTOpOHHEE CPeaCcTBO 3aLUUTDI
o Otnpaenate B SIEM, syslog v 1.4.

Cyber
Camp

"kind": "Event",

"apiVersion": "audit.k8s.io/v1",

"level™: "Request",

"auditID": "bd93fded-1f5a-4046-a37c-82d8909b2a80",

"stage": "ResponseComplete”,

"requestURI": "/api/vl/namespaces/default/pods/nginx-
deployment-75ffc6d4d-nt8j4/exec?
command=%2Fbin%2Fbash&container=nginx&stdin=true&stdout=true&tty
=true"”,

"verb": "create",

“"user": {

"username”: "kubernetes-admin”,
"groups": [
"system:masters”,

"system:authenticated”

]
}s

"sourceIPs": [

"<removed>"
1,
"userAgent": "kubectl/v1.21.2 (darwin/amd64)
kubernetes/092fbfb",

15
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| KoHTponb 6e3onacHOCTU 06pa30B

MOXXHO NMPOBEPATb HA:

CooTBeTCcTBUE JydlWwnM nNpakKTukKam

N3BeCTHble yA3BUMOCTHU

BpeaoHOCHbIN KOof,

Hanuuune 4yyBCcTBUTENBHOM MHbOPMaUNn

KoppeKTHOCTb nognucu obpasa

CooTBeTcTBUE cogepxmmomy SBOM

CooTBeTCcTBUE UCMONMb3YyeMOro image registry

Cyber
Camp
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| KoHTponb 6e3onacHoOCTH 06pa30B: peann3auus

CrnieumanbHbIN UCTOSTHAEMbIN ddann UMM KOHTEMHED, NosyYarowmn Ha Bxo obpas
KOHTenHepa ans aHannsa. Moxet 6bITb 00epHYT B Kubernetes operator.

Mo TUMy AHAJIU3A: CTAOUU C'KAHI/IPOBAHI/I'FI:

CraTtuyeckue CI\CD ' .
OuHaMuyeckue Image Registry
Deploy

Runtime

17
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| YnpaBneHue cekpetamm

{/’/ LLIndppoBaHne CTOPOHHUM Key .
I\ Management Store (KMS) '

METO/bI

N
/
. / LLindppoBaHve, ynpasnsiemoe
3AI-U|MTbI' | @—' OpKECTPATOPOM
\
¢

://14
( @ be3s wndpoBaHus
i [
AN
\

Cyber
Camp
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| YnpaBneHue cekpetamu: peanusauum

Cyber
Camp

o

-

MECTO OOCTABKHU
CEKPETA:

o [lepemeHHasd
OKPY>XeHus

o ®ann

o B namaTtb nporpammbi

MOZAEJIU PABOTHI
C CEKPETAMU
NMPUNOXEHUN:

o Push mopenb
o Pull mogenb

PEAJITU3ALUN:

o Direct API

o Kubernetes
Controller/Operator

o Sidecar + -
MutatingWebhook

o Secrets Store CSI
Driver

19
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| BesonacHocTb Runtime

&)

MOXHO PA3OEINNTb
HA 2 MNMOOKIACCA:

o Host Runtime Security
o Container Runtime Security

Cyber
Camp

&

MO BO3MOXHOCTAM
MOXXHO PA3OEJIUTb HA:

YMeEHbLLUEHNE NOBEPXHOCTU aTaku
[ononHuUTenbHY N301aLmio
ObHapyxeHune

[MpenoTBpalleHne

Peakuuto

O O O O O

20
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| BesonacHocTb Runtime: peanusauun

* MexaHun3mbl Ha ypoBHe Pod 1 cMcTeMHble MeXaHn3Mbl Linux
 Linux capabilities, seccomp, AppArmor, SeLinux, PodSecurityContext &
SecurityContext

-+ Ha yposHe obpasa
/« distroless images, golden images, rootless containers

Ha ypoBHe CRI n Container Runtime
« OcTaHoBKa, naysa, Crienok KOHTenHepa

» [JononHutenbHaa nsongauus (Sandbox/MicroVM)

~ * AreHT kak DaemonSet
/  Pabota 4epes eBPF

~1 1

Ha ypoBHe user space KOMMOHEHTa
* [TponcxoanT XyK U NHXEKT KOMMOHEHTAa BO BCE NPOLECChl KOHTEUHeEPA

. AN N N
S y ~ g
[

21
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| BesonacHoOCTb XxocTa/HOAbI

3AOA4YN

@/ Vulnerability Management @/ Logging
@/ CIS Benchmarks for “Operating @/ ATUIElETE
~/  Systems”

@/ OS host machine hardening @ / File Integrity Monitoring (FIM)

22
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| BesonacHoOCTb XocTa/HOAbI: peann3aLun

OMNEPALUNOHHAA CUCTEMA HA NODE:
OC obuwero HasHa4YeHus

[ ]
"/

\:‘; .
/

EERERRONCE O O O | O O

Pa3HbIn uukn obHOBNEHUN

Bornbluas MOBEPXHOCTb aTaku

MHOro BO3MOXXHOCTEWN A9 aTaKyoLlero

MHOro wyma oT CKaHepOB YA3BUMOCTEN ,
Muoro compliance TpeboBaHuin N KOHTpPOren (4OCTYM, LLENIOCTHOETS, ...)
Configuration drift

TpebyeTca peannsoBaTtb U UCMNOMNb30BaTb BCE paHee onmoe

[TpnBOAUT K HE3PEKTUBHOMY UCMOSIb30BAHNIO BLIYUCTT HbIX pecypcoB
[TpuBOONT K 3aMeneHnto paboTbl CUCTEMBI B LIENIOM '

Container specific OS

O

[MpakTn4yecku nonHas npoTusononoxHocTb OC obuero Ha3Ha4YeHUs

23
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| CeTeBast 6e30nacHoOCTb

MOXHO PA3OEJNINTb
HA 2 YPOBHA:

O
©)

3A0AUN: NMopaxoAabl:

O

Host Network Security
Pod Network Security

CermeHTauus o Whitelist
*  MwukpocermeHTauma o Blacklist
B3anmHasa ayteHTUgmKaLuns
LLindppoBaHme

KoHTposnb Bxoasdulero (

N ncxogswero Tpaduka

IP-appec meHsieTcAA/nepexoanT OT 3arnyckKa K 3anyckKy
MUKpocepBucal

24
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| CeTeBast 6e30nacHOCTb: cerMmeHTaLuus

( 3 C[MMOCOBA )
" CNI NetworkPolicy — / : : '
(FOTICY — PORHON . Service Mesh
/ MexceTeBOU 3kpaH Kubernetes

o Ha ocHose iptables nnn eBPF Sidecar proxy (service proxy)

o Native — cbopmat nonutuk ot Kubernetes Shared proxy per node

o Custom — paclwmpeHHbIn doopmaT NONUTUK Shared pr I service account (per node)
oT paspabotumkoB CNI Shared r Xy with micro proxy

eBPF Ac Per-Node Proxy

' CobCcTBEHHas peanusauus Hybrid -
o User space Xyku ' .

o DPI
@

O O O O O O

25
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| CeTeBas 6e30nacHOCTb: KOHTPOJIb
BXoAsiLLLEero n ucxogsiLero tpadpuka

and BXOOALWENO TPADUKA: @J’Iﬂ I/ICXO,EISLIJ,EFO TPADPUKA: )

Host-Based Firewall

CNI NetworkPolicy (Native, Custom)
Service Mesh

KoHdurypaunen NAT

C nomoubto Egress Gateways

Host-Based Firewall
Ingress Gateway
AP| Gateway

O O O O O

26
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| CeTeBasi 6e3onacHoOCTb: LLindpoBaHue

( 3 C[1OCOBA )

'\ Ha yposHe CNI nnaruHos . HayposHe Service Mesh
/€ MOMOLLbIO: /€ nomowbIo:

o IPSec o mTLS
o Wireguard

Ha ypoBHe Bawmx npunoxeHuu
/€ nomoubIo:

o SSL/TLS
MNPOTOKOJIOB

Cyber
Camp

27



@U NTRY

| KoHTponb cooTBETCTBUSA

COMPLIANCE CHECKS:
o Control Plane
o Data/Workload Plane

Any orchestration system has a number of threats that impact the overall security of the
deployment and continued security at runtime. Malicious access to an orchestrator’s API,
unauthorized access and changes to the key-value store, orchestrator dashboard to control
clusters, intercept control plane traffic, APl misuse, intercepting application traffic, and so on
are all potential threat areas. Itisimportant to use best practices and configuration hardening

for any orchestrator to prevent exposure to these threats, several exist. Itisalsoimportant to
monitor and detect any changes to the initial configurations made in runtime to ensure the
continued security posture of the cluster. Other security best practices such as minimizing

administrative access to the control plane, segregation of duties and principle of least
privilege should be enforced.

CYWECTBYET BOJIbLUOE KOJIMMECTBO KAK TEXHOJIOT'MYECKUX,

TAK U UHOYCTPUATIbHbBIX CTAHOAPTOB:

O O O O O O

Cis Kubernetes Benchmark
Mitre Att&CK® Framework
PCI DSS

HIPAA

NIST Application Container Security Framework

NSA/CISA Kubernetes Hardening Guide

28
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| 3akntoyeHue

N
[MoyTtn nobytro
JYHKLNOHANBbHOCTb
MOXHO peanm3oBaTb
yepe3 COBCTBEHHbIN
Kubernetes Operator

_/

™)

OrpomHble
BO3MOXHOCTW O11A
nocTtpoeHuna ZeroTrust

OpueHTuHp Ha
DevSecOps

EcTb kak nepeceveHns
C NPUBbIYHbIMM
CpeAcTBaMu 3aLUUThI
NHOPMaLINK, TaK U

~

YHUKasbHblEe
N
YMeHbLUeHne
NOBEPXHOCTL aTaKku
J

Cyber
Camp

%\' Mark Manning
@antitree

b

Me: In kubernetes, | wonder how you could restrict...

Kubernetes: admission controllers!

Me: But shouldn't it...

Kubernetes: | SAID ADMISSION CONTROLLERS!

9:38 PM - 6 aer. 2020 . - Tw
11 oTmeTOK «HpaBuTCA»

9
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| Mones3Hble maTepuanbl

[ns rny©oKoro norpy>eHusi B Temy:
1.

© U A WN

Cyber
Camp
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https://luntry.ru/video/doklad-kubernetes-transformacziya-k-secdevsecopssec-na-devopsconf-2021
https://luntry.ru/video/doklad-networkpolicy-rodnoj-mezhsetevoj-ekran-kubernetes
https://luntry.ru/video/vystuplenie-na-devopsconf-2022
https://luntry.ru/video/doklad-bezopasnost-kubernetes-faza-deception-na-offzone-2022
https://luntry.ru/video/vystuplenie-na-kazhackstan-2022-toitarys
https://luntry.ru/video/doklad-sochetanie-nesochetaemogo-v-kubernetes-udobstvo-proizvoditelnost-bezopasnost-na-highload-2022
https://luntry.ru/video/doklad-sochetanie-nesochetaemogo-v-kubernetes-udobstvo-proizvoditelnost-bezopasnost-na-highload-2022

CIACUBO
3A BHUMAHMUE!

CONTACTS:

Email: de@luntry.ru
Twitter: @evdokimovds
Tg: @Qu3b3c
Channel: @k8security
Site: www.luntry.ru
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