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About me

« OcHOBaTeEsNb U TEXHNYECKNN ONPEKTOP
* OnbIT B B 6onee 10 netT
« CFP ZeroNights, DevOpsConf
* BbIBLULMI aBTOp cTaTen n penakTop pybpuk B >XypHane
“XAKEP”
« ABTOp Telegram-kaHana “ .
 ABTOp Kypca “Cloud Native 6e3sonacHocTb B
Kubernetes”
* He BepuT, 4TO cnMcTEMY MOXXHO caenaTb Hage>XHON U
6e3onacHoun, He NoOHMMaZda ee
+ Ooknapyuk: BlackHat, HITB, ZeroNights, HackinParis,
Confidence, SAS, OFFZONE, PHDays Kazhackstan,
DevOpsConf, KuberConf &yK I&uberne_tes Conference,
rrubight.@ad++ n gp. = 3
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http://www.luntry.ru/
https://t.me/k8security
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OBGHapy>KeHune Bbinyck natyaun QO6HoBReHue
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Bpemsa

O6Hapy>keHue
YA3BUMOCTU
pa3paboTynkom

YA3BUMbINA KOMMOHEHT
y>xe paboTtaeT B Prod
OKpPY>XeHUU
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Bbinyck naTtyamn
CVE

O6HoBnNeHne
feed

CkaHupoBaHune
obpazoB
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O6Hapy>keHue Bbinyck natyan O6HoOBRNEHue CkaHupoBaHue MNMocTtaHoBKa O6HoBneHue TecTupoBaHne
YA3BUMOCTU CVE feed obpazoB 3apayn KOMMOHEeHTa HOBOW BEpPCUMN,
pa3paboTynkom paspaboTynkam QA, pewieHue
BO3MO>XHbIX
npo6nem
ob6paTHOIN
COBMECTMMOCTWN,
TecTupoBaHue
npousBOAUTENbH

< octTuT.A.
YAa3BUMbIA KOMMNOHEHT

y>xe paboTtaeT B Prod
OKpY>XeHnu ° =
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O6Hapy>keHue Bbinyck natyan O6HoOBRNEHue CkaHupoBaHue MNMocTtaHoBKa O6HoBneHue TecTupoBaHne 3anyck Ha Test,
YA3BUMOCTU CVE feed o6paszoB 3apaun KOMMOHEHTa HOBOW BeEpcuu, Pre Prod
pa3paboTynkom paspaboTunkam QA, pelueHmne OKpPY>KeHUu
BO3MO>XHbIX

npo6nem
ob6paTHOIN

COBMECTUMOCTM,

TecTupoBaHue
npousBOAUTENbH

< octTuT.A.
YAa3BUMbIA KOMMNOHEHT

y>xe paboTtaeT B Prod
OKpY>XeHnu ° =
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O6Hapy>keHue Bbinyck natyan O6HoOBRNEHue CkaHupoBaHue MNMocTtaHoBKa O6HoBeneHne TecTuposaHue 3anyck Ha Test, PazBopauyuBaHue Ha
YA3BUMOCTM CVE feed ob6pazos 3apaun KOMMOHEHTa HOBOW Bepcuu, Pre Prod Bcex Prod
pa3paboTunkom pa3spaboTunkam QA, pewueHue OKPY>XEeHUN OKPY>XEHUAX
BO3MO>XXHbIX

npo6nem
ob6paTHOIN

cOoBMEeCTMMOCTMW,

TecTnpoBaHue
npomnssoaunTesibH

< octTuT.A.
YAa3BUMbIA KOMMNOHEHT

y>xe paboTtaeT B Prod
OKpY>XeHnu ° =
i ~AC
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Npumep: Log4shell
Log4Shell Timeline

TRUE TECH DAY

Nov 11

Issue first
reparted on
Github

Dec 09

CVE-2021-45046

First Twitter CVE-2021-44228
indication of #log4dj Announced
exploit in the #logdshell
wild Explosion
{including
exploit
examples)
Dec 13
Dec 06 Logdj 2.16.0,2.12.2
Log4j 2.15.0 released. Disabling JMDI by
released. Patching default as CVE-2021-44228

CVE-2021-44228
(yet un-announced)

NcTouHuK: ¢

was deemed still
exploitable in certain
non-default configurations

ACS
’16 (Pt =
e

Dec14

CVE-2021-4104
published. Untrusted
deserialization flaw
affecting Log4j 1.2

published as a
limited DOS
vulnerability

Dec 17

CVE-2021-45105 CVE-2021-45046
Denial of Service (DoS)  yporaded to a
Vulnerability affecting limited RCE patc

Log4j versions from vulnerabilit

2.0-betad t0 2,16.0 v

2.12.3,and 2.3.1
es released
patching
CVE-2021-45105

CVE-2021-44228
New local attack vector
identified

Apache Logdj 2.17.0,

CVE-2021-44832

limited RCE {requires

access to
configuration).
Patched with Apache
Log4j 2.17.1,2.12.4,
and 2.3.2


https://www.rezilion.com/blog/making-sense-of-the-constantly-changing-log4shell-landscape/

BpeaoHoOCHbIe

SaBMCMMOC

Yrpos3bl:

 Malware

* Protestware

 Dependency Confusion

 Supply Chain Attacks
 SolarStorm, SUNBURST

CoBpemMeHHblIe NPUNNoO>XeHUS
Ha

60-70% cocToaT n3
CTOpPOHHEro koaa!

TRUE TECH DAY

Earliest identified
modification of SolarWinds
Orion software code

10/26/2019 )
Weaponized SolarWinds Orion

software updates released
08/06/2019 3/2020 6/2020

Earliest recorded
domain registration

12/06/2019
DGA domain
avsvmcloud[.]com

acquired
212020

First SSL Certificate
acquired

NcTovHUK: “

FEYE SolarWinds
Report
12/13/2020

FEYE red team tools report
12/08/2020

12/14/2020

SolarWinds Security
Advisory released

12/15/2020

Microsoft seizes
SUNBURST C2 domain



https://unit42.paloaltonetworks.com/solarstorm-supply-chain-attack-timeline/

FlerMmTuMHbIE MHCTPYMEeHTDbI
Ha CTOPpOHEe 3NoyMbIlUNIeHHMKa

LOLBAS 31 star | 4616 GTFOBinS Y star | 7188

GTFOBIns is a curated list of Unix binaries that can be used to bypass local security restrictions

Living Off The Land Binaries, Scripts and Libraries In misconfigured systems,

The project collects legitimate functions of Unix binaries that can be abused to getthe-*k break
out restricted shells, escalate or maintain elevated privileges, transfer files, spawn bind and
reverse shells, and facilitate the other post-exploitation tasks.

For more info on the project, click on the logo.

If you want to contribute, check out our . Our sets out what
we define as a LOLBIn/Script/Lib. It is important to note that this is not a list of exploits, and the programs listed here are not vulnerable per se,
rather, GTFOBIns is a compendium about how to live off the land when you only have certain binaries available.

MITRE ATT&CK® and ATT&CK® are registered trademarks of The MITRE Corporation.

You can see the current ATT&CK® mapping of this project on the GTFOBiIns is a collaborative project created by Emilio Pinna and Andrea Cardaci where everyone can contribute

with additional binaries and techniques.

If you are looking for UNIX binaries, please visit . If you are looking for Windows binaries you should visit LOLBAS.

Attackers Abusing Legitimate Cloud Monitoring Tools
to Conduct Cyber Attacks

8 Wnitten by Nicole Fishbein - 8 September 2020
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NMpoaKkTUMBHDbLIA M peal('ruBHbm

noaxon k 6esonacHocT™

PROACTIVE | REACTIVE

Before Threat After Threat
- Detection | Detection ‘

Locates & corrects your System’s Bulks up your defenses against
potential vulnerabilities before they common attacks and defends against
can be exploited & an attack can occur attacks that have already happened

Cyber-resilient culture: "In building a cyber-resilient culture, the role of
security is not to stop all incidents. It is to prevent a security incident

from impacting the business.*

Vulnerabilities = vulnerable

TRUE TECH DAY
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KoHTemHepbl Ha cTpaXxe Mb
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* MukpocepBucbl (KOHTENHEPbI) =
« JononHuTenbHasa n3onauus

JononHuTenbHbIN CNOU 3alWnTbl T
NpocToTa

* MukpocepBuc npowe OC h MOHOINTOB
MmmyTabenbHOCTb 06pa3a KOHTeEHepa

* NMpepnckasyemMmocTb NnoBegeHnsd
PacnpeaneHHOCTb

« PaboTta MmmnkpocepBMncoOB B HECKOJTbKO KOMUK
AdemepHOCTDb

* Bbicokaa ckopocTb Mmogudmnkaunm 6e3 npocTod CUCTEMDbI

ACS

F @U NTRY



Kubernetes HacrTpaxe b «

%
*

’.

heed ®
Kubernetes:
* JeknapaTnBHOCTb ku bernetes
» Security/Policy-as-Code
* PolicyEngines —
 NMpospayHoe B3anmoaencTemne

« ZeroTlrust

* Whitelisting

* Micro segmentation
« ShiftLeftSecurity

« SecDevSecOpsSec

Applications

@ UNTRS
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NMpumep NnpoakKTUuBHOM
SaumMTbl

MukpocepBuc:
« Ha 6a3ze MmmHMmMmanbHoOro obpasa
 distroless
C dpannoBom cMuctemMmom OQOCTYNMHOM TOSNIbKO HA YTEHME
» SecurityContext.readOnlyRootFilesystem.true
Be3 NUMWHNX BO3SMO>XXHOCTEN
» SecurityContext.capabilities.drop.all _
Co cTporo onpegenéHHbIM HabopoM NcnonHAeMbIX cbal‘/’lﬁbs il
 AppArmor profile

1 Perimeter Security

@ Network Security

@® Endpoint Security

@ Application Security
Data Security

C orpaHN4eHHO aKTUBHOCTbIO MO CETU

AACE
o~ @U NTRY
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* NetworkPolicy
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1. MeHauTe/pacwmnpanTe napaanrmy noctpoeHusa Mb: oT peakTBHOU K
NPOaKTUBHOU

2. KoHTenHepbl u Kubernetes He ToNbKoO HY>XHO 3awWmwiaTb, HO 1 UCMNOJ1Ib30BaTb
X CBOUCTBA /1A noctpoeHns 3adppekTnBHON, NPOaAKTUBHON,
3LEeNIOHNPOBAHHOMN 3aLLNTbI

3. besonacHocTb go/KHa 6blITb MOHATHOU, NPO3Pa4YHON N HE TOPMO3UTb B3HecC

mnT

RCS

F @U NTRY
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* Tg: @Qu3b3c

Q
« Channel: @k8security Q o
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