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B - OcHoBaTesb M TEXHUYECKMIA anpeKTop Luntry

» OnbIT B Vb 6onee 10 net
. Cneumanmauwﬂ 6e30nacHOCTb KOHTEMHEPOB U Kubernetes
« CFP DevOpsConf, HighLoad++

. - BuiBLWINM @aBTOp CTaTen U pefakTop py6|5V|K B XypHane “"XAKEP”

. ABTOp Telegram-kaHana “k8s (in)security”

« ABTOp Kypca “Cloud Native 6e3onacHocTb B Kubernetes” -

« He BEpWT, YTO CUCTEMY MOXHO CAENaTh HAAEXHOMU 1 6e30macHoi, He
NMOHMMas ee

« OpraHu3aTop kKoHdepeHumn no 6e€30MnacHOCTN KOHTENHEPOB - beKoH

L « Noknaauunk: BlackHat, HITB, ZeroNights, HackInParis, Confidence,
SAS, OFFZONE, PHDays, Kazhackstan, DevOpsConf, DevOops,
KuberConf, VK Kubernetes Conference, HighLoad++, BEKOH n ap.

@U NTRY Poccuiickoe pelueHue ana 3awmTbl KOHTeHepoB 1 Kubernetes


http://www.luntry.ru/
https://t.me/k8security
http://www.bekon.luntry.ru/

O koMnaHuu Luntry

« Luntry — 310 KoMnnekcHasa 3alunTa Ha BceM >KM3HeHHoM | ((_ U N T R H

LIMKJ1E€ KOHTENHEPHbIX NMPUIOXXEHUN N-CPEACTB luntry.ru

opkecTpauun Ha 6a3e Kubernetes

« [lpoaykT B peectpe MnHUU®PSI

* B npouecce nony4yeHus ceptudukata PCTaIK

«  OpveHTMpOBOYHO BTOpPOU KBapTan 2024

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes


https://reestr.digital.gov.ru/reestr/1057835/

PyHKUMOHANBLHOCTb Luntry

KoHTponb cocTofHUA
Kubernetes knactepos

MNpoeepka
Kubernetes-pecypcos

YnpasneHue yasBUMOCTAMU
obpa3sos u best practices

@U NTRY Poccuiickoe pelueHue ana 3awmTbl KOHTeHepoB 1 Kubernetes

Be3onacHocTb Runtime

. /— AHanus npas gocTyna

KOHTpONb COOTBETCTBUA
——— KnacTtepa ctaHgapramM

3awura cetu




PyHKUMOHANBLHOCTb Luntry

BesonacHocTb Runtime

KoHTponb cocTofHUA
Kubernetes knacrepos

AHanus npae focTyna

lNpoeepka
Kubernetes-pecypcos

KOHTpONb COOTBETCTBUA

@ UNTRS

Knacrtepa ctaHgapram

YnpaBneHve yasBuMoCTAMU

obpasos u best practices RACCT

@U NTRY Poccuiickoe pelueHue ana 3awmTbl KOHTeHepoB 1 Kubernetes



[1naH BebuHapa

CTaHaapTbl 6€30MacHOCTU AN KOHTEMHEPHbIX Cpea

OueBugHble U He o4veHb Bewn B CIS Kubernetes Benchmark

Bo3MoxxHOCTM Open Source pelleHum

B3rnaa Luntry

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes



KpWH spoiler — 99% aBTOMaTU3aL MK

A Compliance Cluster Name
W= - \ r \
= Group by subsections 140220241300 v | Select date range | | ") Export | ||| 0 Checks: 149 Statuses: 4 Severltles: 4

62.04 %

T T T T T T T T T
13.02.24 18:00 13.02.24 20:00 13.02.24 22:00 14.02.24 00 14.02.24 02:00 14.02.24 04:00 14.02. N 14.02.24 08:00 14.02.24 10:00 14.02.2413:00

5. Policies 35 Controls (3 Pass) (29 Fail) (0 Error)

5.1. RBAC and Service Accounts 13 Controls (1 (11 Fail) (0 Error)

Severity T MName T Success rate Resources Count

HIGH Ensure that the cluster-admin role is only used where required 06.34%
Minimize access to secrets 81.71%
Minimize wildcard use in Roles and ClusterRoles 57.32%
Minimize access to create pods 80.02%
Ensure that default service accounts are not actively used 100.00 %
Ensure that Service Account Tokens are only mounted where necessary 1.60 %
Profile applicability: Level 1 -Master Node

Description: Service accounts tokens should not be mounted in pods except where the workload running in the pod explicitly needs to communicate with the API server

Rationale: Mounting service account tokens inside pods can provide an avenue for privilege escalation attacks where an attacker is able to compromise a single pod in the cluster. Avoiding mounting these tokens removes this attack avenue.

Impact: Pods mounted without service account tokens will not be able to communicate with the APl server, except where the resource is available to unauthenticated principals.

Remediation: Modify the definition of pods and service accounts which do not need to mount service account tokens to disable it.




@ UNTRS

CraHaapTbl 6€30NacHOCTY
NN KOHTEMHEPHbIX cpen,



CtaHaapTbl 6€30NacHOCTU AN KOHTEUHEPHBIX cpea

CIS Kubernetes Benchmark

NSA/CISA Kubernetes Hardening Guide

Kubernetes Security Technical Implementation Guide (STIG)

PCI Security Standards Council: Guidance for Containers and Container Orchestration Tools
NIST Special Publication 800-190 "Application Container Security Guide"

Mpukasom ®CTIK Poccmm N2118. TpebosaHust no 6e3onacHOCT MHGOPMaLNM K CpeACTBaM KOHTEMHepU3aLmm

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes


https://www.cisecurity.org/benchmark/kubernetes/
https://www.cisa.gov/news-events/alerts/2022/03/15/updated-kubernetes-hardening-guide
https://ncp.nist.gov/checklist/996
https://blog.pcisecuritystandards.org/new-information-supplement-guidance-for-containers-and-container-orchestration-tools
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-190.pdf
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-informatsii-utverzhdeny-prikazom-fstek-rossii-ot-4-iyulya-2022-g-n-118
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-informatsii-utverzhdeny-prikazom-fstek-rossii-ot-4-iyulya-2022-g-n-118

MaTepwuanbl No TeEMe

. , AHTOH ['aBpWIoB,
PHDays 2022

. , KOHCTaHTUH AkceHoB, VK
Kubernetes Conf 2023

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes


https://www.youtube.com/watch?v=w4SSMBmRuEo&ab_channel=PositiveEvents
https://www.youtube.com/watch?v=tR0qDLgggik&ab_channel=Флант

@ UNTRS

O4yeBnaHbIE U HE oquB BEeLUN
B CIS Kubernetes Benchmark



CIS Kubernetes Benchmark

. KomnoHeHTbl Control Plane
. KoHdurypaumoHHble daiinsl y3nos Control Plane
. API Server
. Controller Manager
Scheduler
Ne KaTeropua nposepok KonnuectBo* | Konnuectso
. MNpoBepka etcd
(%)
. KoHdwurypauum Control Plane
1 | KomnoHeHTbl Control Plane 60 46
AyTeHTUdMKaLMS 1 aBTOPU3aLMS
. NornposaHue/Ayant 2 | NpoBepKa etcd 7 5
y Worker Nodes 3 | KoHdurypauum Control Plane 5 4
. KoHdurypaumoHHble dainbl y3nos Worker Nodes
4 | Worker Nodes 23 18
. KoHdurypaums kubelet
. Policies 5 | Policies 35 27
. KERC [ EEmIEE HEEauiits * - 8 nocnedHeli sepcuu CIS Kubernetes Benchmark 1.8 sce2o 130 nposepok
. Pod Security Standards

Network Policies n CNI
YnpaBneHue Secrets
CropoHHuit Admission Control

. Ob6Lume NoNUTUKK

@U NTRY Poccuitckoe pelweHne ans 3awmutbl KOHTENHEPOB U Kubernetes



VIHTepeCcHbleé MOMEHTHI

« Benchmark asontiounoHupyet
« 1.7 pna 1.25, 131 npoBepka
« 1.8 ana 1.27, 130 npoBepok

 Henb3a aBTOMATU3NPOBATD:

« 1 nposepka ansg Windows cucrem
« 5.2.11 Minimize the admission of Windows HostProcess Containers

« 1 nposepka TpebyeT AaHHble 3a nNpeaenamn Kubernetes
« 5.1.7 Avoid use of system:masters group

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes
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Bo3MOXXHOCTN
Open Source pelleHnn



[TogonbITHbIE

« kube-bench - Checks whether Kubernetes is deployed according to security
best practices as defined in the CIS Kubernetes Benchmark

 trivy-operator - Kubernetes-native security toolkit

« NeuVector - Full Lifecycle Container Security Platform

« StackRox - Kubernetes Security Platform

@U NTRY Poccuiickoe pelueHune gna 3amTbl KOHTeMHepos u Ku bernetes


https://github.com/aquasecurity/kube-bench
https://github.com/aquasecurity/trivy-operator
https://github.com/neuvector/neuvector
https://github.com/stackrox/

Pe3ynbTaT paboThl

 lAcnonb3oBanucb camble nocnegHne BeEpCUn DELIJeHVIl‘/JI Ha MOMEHT TECTUPOBAHUA
- [ne-To oTAMYanucb Bepcum 6eHYMapKOB

« CKaHMpoBaHUSA NMPOXOAUIN B OAHOM Kiactepe OAHOBPEMEHHO
Bepcusa Kubernetes 1.24.17

UHCTpymeHT Bepcusa Bepcua OnucaHo BbinosnHeHO BbinosnHeHO
WHCTPYMEHTA CIS npoBepoK* NnpoBepoK | npoBepoK (% ot 130)
kube-bench 0.7.0 1.8 130 66 51
trivy-operator 0.18.0 1.8 116 108 83
StackRox 4.3.3 122 75 58
NeuVector 5.2.4-s1 88/31 ?7?7? 2?7

* - 8 nocnedHel sepcuu CIS Kubernetes Benchmark 1.8 ecezo 130 nposepokK

@U NTRY Poccuitckoe pelweHne ans 3awmutbl KOHTENHEPOB U Kubernetes



Kube-bench

Knaccuka =)

MHOIro Yto He
aBTOMaTU3NPOBAHO

kube-bench / cfg / cis-1.8 / policies.yaml (&

g mozillazg support CIS Kubernetes Benchmark v1.8.0 (#1527)

Code

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes

Blame 384 lines (27@ loc) - 11.5 KB

controls:

version: "cis-1.8"

id: 5

text: "Kubernetes Policies”

type: "policies”

groups:
- id: 5.1
text: "RBAC and Service Accounts”
checks:
- id: 5.1.1

text: "Ensure that the cluster-admin role i

ty

anua
remediation:
Identify all clusterrolebindings to the ¢
if they need this rele or if they could u
Where possible, first bind users to a low
clusterrolebinding to the cluster-admin r
kubectl delete clusterrolebinding [name]

scored: false

- id: 5.1.2
text: "Minimize access to secrets (Manual)”
type: "manual”

remediation:

Where possible, remove get, list and watc

scored: false

@ v

controls:
version: "cis-1.8"
id: 3
text: "Control Plane Configuration™
type: "controlplane”
groups:
- id: 3.1 -
text: "Authentication and Authorization”
checks:
- id: 3.1.1
text: "Client certificate authentication should not be used for users (Manual)"
remediation: |
Alternative mechanisms provided by Kubernetes such as the use of 0IDC should be
implemented in place of client certificates.
scored: false
- id: 3.1.2
text: "Service account token authentication should not be used for users (Manual)"
remediation: |
Alternative mechanisms provided by Kubernetes such as the use of 0IDC should be implemen
in place of service account tokens.
scored: false
- id: 3.1.3

text: "Bootstrap token authentication should not be used for users (Manual)

remediation: |

Alternative mechanisms provided by Kubernetes such as the use of 0IDC should be implemen



rivy-operator
 REGO npaBuna

« HeMHoro ymeet B 5 pasgen
* He BCe NpoBEpPKU
* HekoppeKkTHble npaBua

trivy-policies / kubernete anced / selector_usage_in_network_policies.rego

& simar?

Code | Blame @)
# METADATA

that network p ¢ applied

minister-cl

"create ici d e that p...>

R A K

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes

trivy-operator

Code Blame

traffic within the pod

helm / template

@ lines (

erity: MEDIUM

name: Ensure that

the nam

all h

defined

ithin the




NeuVector

J
OL‘IeH b CTpa H H bl VI aoy Kubernetes CIS Version: 1.6.0,5canned at: Jan 31 2024 07:14:20

automated,category,description level, profile,remediation,scored,tags, type,name

neuvector / agent / nvbench / kubemetes-cis-benchmark / cis-1.8.0 / master / 5_policies.yaml

Code Blame 485 lines (485 loc) - 24.3 KB

title: "5 - Policies”

type: "master”

groups:

- idr 51 Filtered: 31 Q_ Advanced Filter  Filter

title: "5.1 - RBAC and Service Accounts”

checks:
- id: 5.1.1
description: Ensure that the cluster-admin role is only used where required (Manual) Statlls Pr()file
type: master
category: kubernetes
scored: false 1.2, Leve|"]
profile: Level 1
automated: false
tags: [] Level 1
audit:
check="%id - %description”
Level 1
manual " * Run kubectl get clusterrolebindings -o=custom-columns=NAME:.metadata.nal
remediation: 'Identify 211 clusterrolebindings to the cluster-admin reole. Check if they are u
_ id: 5.1.2 LeVe|1
description: Minimize access to secrets (Manual)
type: master
category: kubernetes LE'VE" 1
scored: false
rofile: Level 1
Zutnmated: false LEVEI 1
tags: []
audit:

-

check="%id - $description”

manua

W W W
] 5

o]

manual * Review the users who have get, list or watch access to secrets cbjects in the Kubernetes API.™

@uw TRY Poccuitckoe peweHne gna 3awmtbl KoHTeHepoB U Kubernetes
\




Sta C kRO stackrox / pkg / compliance / checks / standards / cis_kubernetes.go (&

ﬁ} josephaltmaier ROX-5187 incorporate Boo's fixes (stackrox/rox#6270) 1c7917 |4 years aga | §
Code Blame 9 lines (7 loc) - 284 Bytes Raw Lg S, 7
1 package standards

Fa

3 // CISKubernetes is the string name of this standard

- const CISKubernetes =|"CIS_Kuber‘netes_\fl_S” CIS KubEI'I'IE-‘l'ES V.I.S V Standard: % CIS Kubernetes v1.5 %
5 Standard

3] J/ CISKubeChecklName takes a check ID and returns a

7 func CISKubeChecklame(checkMame string) string {

8 return Checklame(CISKubernetes, checkMame) '122 ContrOIS across 'I C|LI5‘|:EF

v @@ pkg/compliance/checks/pcidss32/check713/check.go

M Horo l—ITO He func clusterIsCompliant() *standards.CheckAndMetadata {

15 //|This is a partial check.| The evidence from this check will be folded together with evidence generated in central

16 checkAndMetadata := common.MasterAPIServerRBACConfigurationCommandLine()

a B I O M aTM3 M po Ba H O 7 checkAndMetadata.Metadata. InterpretationText = interpretationText
5.1.2 - Minimize access to secrets

3a 6 pO LU e H """ s Control guidance

- Minimize wildcard use in Roles and ClusterRoles

The following property cannot be checked

Vv ¢ 514 - Minimize access to create pods 0% automatically by StackRox, and thus must be ensured

Y RedHat ectb cBOM

manually: Minimize access to secrets

51,5 - Ensure that default service accounts are not actively used

func clusterIsCompliant() *standards.CheckAndMetadata {

15 fflThis is a partial check.l The evidence from this check will be folded together with evidence generated in central

16 checkAndMetadata := common.MasterAPIServerRBACConfigurationCommandLine()

checkAndMetadata.Metadata. InterpretationText = interpretationText

return checkfAndMetadata

@U TRY Poccuiickoe pelueHune ana 3awmTbl KOHTeHepoB n Kubernetes


https://github.com/ComplianceAsCode/compliance-operator

AXmnnnecoBa ngTa

« 5 pa3pen CIS Kubernetes benchmark cnaboe mecto Bcex
MHCTPYMEHTOB

5.1 RBAC u‘.ll'ld SETVIGE Accounts
5.1.1 Ensure that the cluster-admin role is only used where required (Manual)

* 310 27% OT BCEX NPOBEPOK

rvice P« count Tokens are nnlv m |=}ur1tn=d w'h eren
of system:mas oup (Manual)
sonate and Escal:
iste nt \-'olum

nﬂguratic:n objec s
S tn the service account token creation lManua

ission of privil
on of containers wishing to share the ho:
sion of containers wishing to share the
5 Minimize the admission of containers wishing to
1 I".-|inir the admission of containers with all
the admission of root containers (Manual) ...
Minin the admission of containers with the NET_RA!
2.9 Minimize the admission of containers with added capabilities |Manual]
mize the admission of containers with capab g
inimize the admission of Windows HostProcess Containers [I"u"lanualj -
inimize the admission of HostPath volum |I"u"IanuaIJ
3 Minimize the admission of containers which us

"

54 Secrets Management.
5.4.1 Prefer using :
5.4 2 Consider e

5.5.1 Configure Im
5.7 General Policies

5.7.2 Ensure that the seccomp profile is set to docker/default in your pod definitions (Manual)
-3 Apply Security Context to Your Pods and Containers (Manual)...................
5.7.4 The default namespace should not be used (Manual) ...

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes



Mo ntory o coctossHun OpenSource peann3aumn

1. O6pe3aHHbIM Benchmark
o He Bce MYHKTbI ONMCaHbI

2. OTcyTCcTBUE peanm3aumnm NpoBEepPOK
«  Wpet kak TODO mnn manual check

3. He nonHag peanusauunsa NpoBepokK
«  JTOT (paKT Aaxke oTMe4vaeTcd B KOMMeHTapusax (partial check)

4. HekoppeKkTHaga peanu3auma nyHKTOB
«  Jlornka npoBepKu He OTpaXkaeT UCXOAHbIN NMYHKT

5. OTcyTcTBME NOAAEPXKKN HOBbIX Bepcmn Kubernetes
« He 3abbiBanTe, uto CIS Kubernetes Benchmark obHoBnsieTcs

Kak pe3ynbTaT NnoJiyyaeM He KOPPEKTHYIO KapTUHY No cBOeun nHdpacTpykType!
He nernutecs unrars ko4 OpensSource rpoexkTos!

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes
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Live Demo

Compliance Cluster Name
= Group by subsections 140220241300 ~ | Select date range | | [ Export | |||1 Checks: 149 Statuses: 4 Severitles: 4

204%
6204 14.02.2024 11:00:05 14.02.2024 13:00:00

62.04% 61.63%

61.63 % . , . . : : :
13.02.2414:00 13.02.24 16:00 13.02.24 18:00 13 0 13.02.24 22:00 14.02.24 00:00 14.02.24 02:00 14.02.24 04:00 14.02.24 06:00 14.02.24 08:00 14.02.24 10:00 14.02.2413:00

5 n 1 Eail} 3
3. Control Plane Configuration 5 Controls (0 ) Fail) (0 Error)

4. Worker Nodes 23 Controls (0 D Fail) (0 Error)

5. Policies 35 Controls (-1 Pass) (+1 Fail) (0 Error)

5.1. RBAC and Service Accounts 13 Controls (0 ) Fail) (O Error)

5.2. Pod Security Standards 13 Controls (-1 s) (+1 Fail) (0 Error)

Status Severity T Name T Before
= HIGH Ensure that the cluster has at least one active policy control mechanism in place
HIGH Minimize the admission of privileged containers
Minimize the admission of containers wishing to share the host process ID namespace
Minimize the admission of containers wishing to share the host IPC namespace
Minimize the admission of containers wishing to share the host network namespace
Minimize the admission of containers with allowPrivilegeEscalation

Minimize the admission of root containers

@U|‘ | RS Poccuuckoe peweHmne ana 3alintbl KOHTEMHEPOB U Kubernetes




CpaBHeHue

UHCTpymeHT Bepcua OnucaHo BbinonHeHo BbinonHeHoO
CIS nposepok* npoBepokK npoBepok (% ot 130)
kube-bench 1.8 130 66 51
trivy-operator 1.8 116 108 83
StackRox 122 75 58
NeuVector 88/31 ?7?7? 7?7
Luntry 1.8 130 128 99

* - 8 nocnedHel sepcuu CIS Kubernetes Benchmark 1.8 ecezo 130 nposepok

@U NTRY Poccuitckoe pelweHne ans 3awmutbl KOHTENHEPOB U Kubernetes
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Bo3amoxxHocTu Luntry Compliance

« 99% aBToMaTu3auuu ctaHaapTa CIS Kubernetes Benchmark
«  OTcyTCTBME AOMNONHUTENBHOW Harpy3kn Ha API Server

« Co3paHue cobcTBeHHbIX WabnoHoB

« [nbkasa punbTpaums pesynbTaToB

e  JKCNopT pe3ynbTtatoB B PDF

«  CKaHuMpoBaHMe rno pacrmcaHuto

«  OTCnexwmnBaHe N3MeHeHUN/Nporpecca/perpecca

«  BO3MOXHOCTb CpaBHEHME PE3Y/IbTAaTOB CKaHMPOBAHWI

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes



[10pOXXHada KapTa pa3BUTUSA
* [IpnHATME PUCKOB N 3aKpbITUE YEpPE3 OTAEbHbIE MUTUIEULLEHDI

« B03MOXHOCTb CO3aaBaTb cObCTBEHHbIE compliance

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes



ITor

XoTs 6bl pa3 NoOHOCTbIO 03HAKOMUTbLCS
c CIS Kubernetes Benchmark

[epenpoBepsuTte nobon OpenSource ;)

CIS Kubernetes Benchmark MO»HO
NOYTU NOSTHOCTbIO aBTOMAaTU3NPOBATb!

CootBeTtcTtBue CIS Kubernetes
Benchmark mMoxeT 6bITb XOpoLnM
CTapToM Aans obecnevyeHuns
6e30nacHOCTU KacTepsl



Cnacubo 3a
BHMMaHue!
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AMnTtpun EBAOKMMOB
Founder&CTO

Email: de@Iluntry.ru

Twitter: @evdokimovds
@Qu3b3c
Channel: @k8security

Site: www.luntry.ru
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