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Linux, Kubernetes nnn Cloud?
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Linux Kubernetes Cloud
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Container OS

https://clck.ru/36Lheh
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MITRE AT T&CK Container Matrix — Data Source

B Container n Pod B kayecTtBe Data Source

Data Components

Container: Container Creation

Initial construction of a new container (ex: docker create )
Domain D Name Detects

Enterprise  T1610 Dt

Monitor for newly constructed containers that may deploy a container into an environment to facilitate execution or evade defenses.

Enterprise Monitor for the deployment of suspicious or unknown container images and pods in your environment, particularly containers running as root.

Enterprise Monitor for newly constructed containers that may abuse task scheduling functionality to facilitate initial or recurring execution of malicious code.

Container Orchestration Job Monitor for newly constructed containers

Enterprise  T1204 User Execut Manitor for newly constructed containers that may use an existing, legitimate external Web service to exfiltrate data rather than their primary command and control channel.

Track the deployment of new containers, especially from newly built images.

Container: Container Enumeration

An extracted list of containers {ex; docker ps)
Domain D Detects

Enterprise Monitor logs for actions that could be taken to gather information about container infrastructure, including the use of discovery API calls by new or unexpected users. Monitor account activity logs to see actions

performed and activity associated with the Kubermetes dashboard and other web applications.

Container: Container Start

Activation or invocation of a container (ex: docker start or docker restart)
Domain D Mame Detects

Enterprise  T1670 Deploy Container

£

Manitor for activation or invocation of a container that may deploy a container into an environment to facilitate execution or evade defenses.

Enterprise T1204 User Execution Maonitor for the activation or invocation of a container (ex: docker start or docker restart)

Malicious Image Maonitor the behavior of containers within the environment to detect anomalous behavior or maliclous activity after users deploy from malicious images.
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B Container n Pod B kayecTtBe Data Source

Data Components

Pod: Pod Creation

Initial construction of a new pod (ex: kubectl apply|run)
Domain iD Detects

Enterprise 11610 Deploy Containe Monitor for newly constructed pods that may deploy a container into an environment to facilitate execution or evade defenses.

Pod: Pod Enumeration

An extracted list of pods within a cluster (ex: kubectl get pods)
Domain iD Detects

Enterprise T1613 Container and Resource  Monitor logs for actions that could be taken to gather information about pods, including the use of discovery API calls by new or unexpected users. Monitor account activity logs to see actions performed and
activity associated with the Kubernetes dashboard and other web applications.

Pod: Pod Modification
Changes made to a pod, including its settings and/or control data (ex: kubect! set|patch|edit)

Domain iD Detects

Enterprise 11610 Deploy Containe Monitor for changes made to pods for unexpected modifications to settings and/or control data that may deploy a container into an environment to facilitate execution or evade defenses.
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Initial Access

Execution

Persistence

Privilege
Escalation

Defence
Evasion

Credential
Access

Discovery

Impact

Exploit Public-Facing
Application

Container Service

Implant Internal image
(NAME CHANGE)

Escape to Host

Build image on Host

Brute Force

Container Resource
Discovery

Endpoint Denial
of Service

External Remote

Brute Force: Password

Services Deploy Container Scheduled Task/Job Scheduled Task/Job Deploy Container Suzesing
Scheduled Task/Job: Scheduled Task/Job: Brute Force: Password
Valid Accounts Scheduled Task/Job Container Container Masquerading Soravin ’
Orchestration Job Orchestration Job praying
: , Scheduled Task/Job: Masquerading: Match . :
ville meeeuiss Lecs) Container Valid Accounts Valid Accounts Legitimate Name or Elriige lreree, CreriEnmde)

Accounts

Orchestration Job

Location

Stuffing

User Execution

Valid Accounts: Local
Accounts

Valid Accounts: Local
Accounts

Valid Accounts

Unsecured Credentials

User Execution:
Malicious Image

. Proposed new techniques and sub techniques

Valid Accounts: Local
Accounts

Unsecured Credentials:
Credentials in Files

Unsecured
Credentials:
Container API

Network Denial
of Service

Resource Hijacking
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. : : Privilege Defence Credential :
Initial Access Execution Persistence Escalation Evasion Access Discovery Impact
: : : Container : : :
ixplc?lt P.ubllc—Facmg Administration External Neleis Escape to Host Build image on Host Brute Force LonsElner anpl Endpomt DS
pplication Command Services Resources Discovery of Service

External Remote

Deploy Container

Implant Internal

Exploitation for

Deploy Container

Password
Guessing

Network Service

Network Denial
of Service

Services Image Privilege Escalation Scanning
Default Accounts Scheduled Task/Job Scheduled Task/Job Scheduled Task/Job Eneﬁ)cglr:ses I| Password Spraying Resource Hijacking
Container Container Container Disable or Modify : :
el iseeeling: Orchestration Job Orchestration Job Orchestration Job Tools reeleniel Seuilg
: : : Indicator Unsecured
User Execution Valid Accounts Valid Accounts Removal on Host Credentials

Malicious
Image

Default Accounts

Local Accounts

Default Accounts

Masquerading

Credentials i Files

Local Accounts

Match Legitimate
Name or Location

Container API

Valid Accounts

Default Accounts

Local Accounts
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Initial
Access

3 techniques

Exploit Public-
Facing
Application

External Remote
Services

Valid Accounts [2] i

Execution

4 techniques

Container
Administration
Command

Deploy Container

Scheduled
Task/Job [1] "

User
Execution [1]

Persistence

4 techniques

External Remote
Services

Implant Internal
Image

Scheduled
Task/Job [1]

Valid Accounts [2] i

Privilege
Escalation

4 techniques

Escape to Host

Exploitation
for Privilege
Escalation

Scheduled

Task/Job [1] :

Valid Accounts [2] i

Defence
Evasion

7 techniques

Building Image on
Host

Deploy Container

Impair Defenses "

(1]

Indicator Removal

Masquerading [1] |

Use Alternate
Authentication |
Material [1]

Valid Accounts [2] |

Credential
Access

3 techniques

Brute Force [3] |

Steal Application
Access Token

Unsecured "
Credentials [2]

Discovery

3 techniques

Container and
Resource
Discovery

Network Service
Discovery

Permission
Groups Discovery

Lateral
Movement

1technique

Use Alternate
Authentication [
Material [1]

Impact

3 techniques

Endpoint Denial
of Service

Network Denial
of Service

Resource
Hijacking
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Initial
Access

3 techniques

Exploit Public-
Facing
Application

External Remote
Services

Valid Accounts [2] I

Execution Persistence
4 techniques 6 techniques
Container
A i Account
Administration . .
Command Manipulation [1]

Deploy Container

Create Account [1]

Privilege Defence
Escalation Evasion
Building Image on
Account Host

Manipulation [1]

Escape to Host

Deploy Container

Impair Defenses

(1]

Credential Discovery Lateral Impact
Access Movement
Brute Force [3] I Container and Use Alternate Data Destruction
Resource Authentication
Discovery Material [1]

Steal Application
Access Token

Scheduled
Task/Job [1]

User
Execution [1]

External Remote
Services

Unsecured
Credentials [2]

Implant Internal
Image

Exploitation Indicator Removal

for Privilege

Escalation Masquerading [1]

Scheduled Use Alte.rnat.e
Authentication

Task/Job [1] Ml;teriall[1] |

Scheduled
Task/Job [1]

Valid Accounts [2]

Valid Accounts [2]

Valid Accounts [2]

Network Service
Discovery

Permission
Groups Discovery

Endpoint Denial
of Service

Endpoint Denial
of Service

Network Denial
of Service

Resource
Hijacking
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COntainer Matrix — . [NpaBKn 1 N3AMEHEHNA BHOCATCH
1OCTaTOYHO OOSIrO

HEeOOCTaTKW

- B peanbHOM Mupe 6biBaET CNOXHO
onpepenunTb, K kKakown ctagumn kill chain
OTHOCUTCS Ta UNK NHas npouenypa

» TexXHNKM JOBOMIbHO abCTPaKTHbI 1 HE
CWJIbHO NOrpPYy>XeHbl B KOHTEKCT
Kubernetes

» CaMnX TEXHUK CUIbHO MEHbLLE MO
CPaBHEHWIO C OpyrumMn MaTpuL,amMmm

» JTO CKOpEeEe NHCTPYMEHT, C MOMOLLbIO
KOTOPOro MOXHO Yy3HaTb 06
ornpenenexHHbIX npouenypax




Microsoft Threat
Matrix for Kubernetes

[lepBas Bepcus Bbilna B anpene 2020

HaBepHOe, ofHa 13 CaMbliX YO06OHbIX
MaTpuy, ana kKoHTeHepoB 1 Kubernetes

ECTb MannuHr Ha TEXHWKIN, ONnncaHHble B
MITRE

[TOHATHbIE 11 XOPOLLO OMNMUCaHHble
TEXHUKW B KOHTeKCTe Kubernetes

Mitigations Ha ypoBHe Kubernetes

News Threat trends Microsoft Defender . 12 min read

Threat matrix for Kubernetes

By Yossi Weizman, Senior Security Researcher, Microsoft Defender for Cloud

April 2, 2020
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- : : Privilege Defence Credential : Lateral :
Initial Access Execution Persistence . : Discover Collection Impact
Escalation Evasion Access y Movement P
Using Cloud , . . . : . Access the K8s API Access Cloud Images from a Private .
Credentials Exec into Container Backdoor Privileged Container Clear Container Logs List K8s Secrets Server ResSOUCES Registry Data Destruction
Compromised images Bash/CMD inside Writable HostPath ey Mount Service Container Service S
in registry o Mount Cluster-Admin Binding | Delete K8s Events Principal Access Kubelet API Account Resource Hijacking

Kubeconfig File

New Container

Kubernets CronlJob

HostPath Mount

Pod/Container Name
Similarity

Access Container
Service Account

Network Mapping

Cluster Internal
Networking

Application
vulnerability

Application Exploit
(RCE)

Malicious Admission
Controller

Access Cloud
Resources

Connect from Proxy
Server

Applications
Credentials in
Configuration Files

Access Kubernets
Dashboard

Applications
Credentials in
Configuration Files

Exposed Dashboard

SSH Server Running
inside Container

Exposed Sensitive
Interfaces

Sider Injection

. New technique

Deprecated technique

Access Managed
|dentity Credential

Instance Metadata API

Writable Volume
Mounts on the Host

Malicious Admission
Controller

Access Kubernets
Dashboard

Access Tiller Endpoint

CoreDNS Poisoning

ARP Poisoning and IP
NYelele}ilgle]

Denial of Service




Microsoft Threat Matrix for Kubernetes

lactics

)

Collecting

=

data from
Audit Log file




Microsoft Threat Matrix
fOr Ku bernetes —_— » [lpaBKn N NBMEHEHNA BHOCATCSH JOCTAaTOYHO
HegoOCTaTKI AT

» ECTb Hebonbwonm akueHT Ha Managed Kubernetes

» Kak 1 B no6on gpyron matpuue, aTakyoLwnm
BCerfa Ha war srnepegmu



MITRE AT T&CK
Container Matrix

AdBngeTca YacTbio 60bLLOV
Enterprise-maTtpuibl

OpuneHTnpoOBaHa
Ha KOHTENHePD!

MannunTcs
Ha KOHKpeTHble APT

BONbLUNHCTBO TEXHUK
3aMMCTBOBaHO
N3 «6ONbLLIOUN» MaTpPUL,bl

Microsoft Threat
Matrix for Kubernetes

OpueHTunpoBaHa Ha K8s

Ectb cB43b ¢ MITRE-
MaTpuUen

w

Mitigations
OPUNEHTUNPOBAHbI
Ha Kubernetes




PacKkJjiagblBaeMm
aTaKW
No MaTpuLLam



Mopaenn HapyLwnTend

Mopaenn HapyLwimnTens
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BHelWHWUW®

BHYTpPEeHHNN
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CKOMMNPOMETUNPOBAHHbIN
Pa3paboTuyumK
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Kubeflow Pipelines
campaign — BHELLUHNA
HapyLUTEND

Kubeflow — 21O PppennmBopK Ans 3anycka
ML-TackoB B K8s

MoxHO B3anmogencTtesoBaTtb Yepes CRD
nnmn vyepes dashboard

B HekoTopowm KoOHpUrypaunmn
Kubeflow He TpebyeT ayTeHTUGMKaLn

Ecnun dashboard TopuynT HapyXy, 3TO
NO3BOJIAET NOJIYYNTb MOSMHbIN OOCTYN
K nHTepdency Kubeflow



Kubeflow Pipelines
campaign

ITOT NPpUMEP OTHOCUTCS K BHELLHEMY
HapyLwnTento

Kubeflow — 310 dppernmBopK
ona 3anycka ML-TackoB B K8s

MOXHO B3anMogencTBoBaTb Yepes
CRD nnun depes dashboard

B HekoTOpoW KOHUIypaLnn
Kubeflow He TpebyeT ayTeHTUPUKaL M

Ecnun dashboard TopunT HapyXy, 3TO
NO3BONSET MNOYUNTb MOMHBIN OOCTYIM
K nHTepdency Kubeflow



Kubeflow Pipelines
campaign
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B mae 2021 maclutabHad KamMmnaHns 3aTPOHYNa
TopYallme HapyXy Kubeflow

310y MbILLUNEHHNKN NCNOb30Bain OTKPbITYIO
dashboard gna pennoa BpeaoHOCHOro
Kubeflow Pipeline

Kubeflow Pipeline — 3To cepBuc gnd cosgaHug
ML pipelines, ocHoBaHHbI Ha Argo Workflow

Kubeflow — 210 ppenmBopk gnd 3anycka
ML-TackoB B K8s

Mo)HO B3amogencTesoBaTb Yepe3 CRD nnn
yepes dashboard

B HekoTOpOW KOHPUrypaunm
Kubeflow He TpebyeT ayTeHTndnKaLnm

Ecnn dashboard TopunT HapyXXy, 3TO NO3BOJIAET
NONYYNTb NOSHbBIN OOCTYN K MHTEPPENCY
Kubeflow



Kubeflow Pipelines campaign

= (¥ Kubeflow

Pipelines

Fipeline name Description Uploaded on ¥
[Tutorial] DSL - Contro
[Tutorial]l Data passing |
[Demo] TFX - ins classif
o] TFX - Taxi tip pr

0] XGBoost - Train

https://clck.ru/36LxFg




Kubeflow Pipelines campaign

e llcnonb3ya Kubeflow pipelines, 3noymbllLNEeHHNKIN

3agennonsin B Knactepe BpenoHOCHbIE KOHTeMHepr

e DTN KOHTEWNHEPbI MCMNOMb30BaNnNCh 4N KPUNTOManHWHIa
B KNnactepe (¢ ncnosnbloBaHnem kak CPU, Tak n GPU)

 BpenoHocHas Harpyska 3anyckasnacb NoBepx
nerntTnmMmHoro obpasa TensorkFlow

Kubernetes cluster

Attacker

Kubeflow dashboard

Deploy a pipeline

Pipeline controller

Deploy a container




OueHnBaemM NokKpbiTHE




OueHnBaemM NokKpbiTHE




BHYTPEHHNI
HapyLwnTesnb

* 3NOYMbILLNEHHUK HaLLEST HE3aKpPbITble
NMHCTaHCbl ETCD

» YKpan Heobxognmble Secrets

- Bowen c nx nomolLubto B oaH 13 cepBCOB



OueHnBaemM NokKpbiTHE

ETCD Secrets leak
Incorrectly
configured ETCD db




CKOMMNpPOMEeTNPOBaHHbIN
Pa3pPaboTuvUK

* 3NOYMbILLIEHHUNK NONYYIN AOCTYN K aKKayHTY
pa3paboTyuKa

« EcTb BO3MOXHOCTb 3anyckaTtb TecTbl B Gitlab CI
« PaHHepbl 3anyLleHbl B K8s

» 3N0OyMbILLNEHHNK Yeped unshare() nony4vaer
nonHbin Habop Capability

« JkcnnyaTtupyda kernel exploit, 3n10ymbILLNEHHKK
nobunBaeTcsd container escape



OueHnBaemM NokKpbiTHE

Kernel Exploit

[

Weak Seccomp

profile
Compromise dev's

account




BbiBOObl

Kubernetes nocToaHHO pa3BMBaETCH.
BmecTe ¢ TeM pa3BuBaloTCH 1 Yrpo3bl

He BCe mogenn HapyLlnTend XopoLlo
HakKJlagabliBalOTCH Ha maTpuly

He cTonT uennkom v NONHOCTbIO
nonaraTtbCs Ha MaTpuLy
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Cnacmnéo!

Cepremn KaHné6op

R&D/Container Security, Luntry

Email: sk@luntry.ru
Channel: @k8security
Site: www.luntry.ru
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