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Linux-koHTenHepbl (He WIindows-KOHTENHEPHI) PORUM
2023

Byoem roBopuTb TOMbKO Npo Linux-KOHTENHEPHI.
[Moka Windows-KOHTENHEpPLI NCNOMb3YOTCA TOMbKO AN obxoaa cpeacTts 3awnTbl (antivirus, EDR) =)

DANIEL AVINOAM, DEFCON 31

Ransomware/Wiper protection bypass
DLP/Secured folders write bypass
ETW-based correlations bypass
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Linux-koHTenHepbl 101 Egggm

UTo MOXHO yBMaeTb: namespaces (pid, user, uts, ipc, net, mnt), pivot_root (+ image)
Uto MmoxxHO genatb: Capabilities, seccomp, LSMs
YT0 MOXHO ncnonb3oBatbk: Control group (npoueccop, NamMAaTb, YCTPOUCTBA...)

2966156
2966174
2966375
2966394
2966421
2966422
2988902
2988922
2989066
2989099
2989116
2989333
2989352
596808
596827
598309
598334
599854
701694

110128 5932
1020 4
108720 6356
827512 19728
4460 80
967396 16596
108720 5408
1020 4
108720 5408
31000 23956
142092 48964
110128 5404
1020 4
110128 6316
1020 L
110128 6224 ?
7236340 1832196 pts/0
7007820 427956 pts/0
4288 764 ?

containerd-shim -namespace moby -workdir /var/lib/containerd/io.containerd.runtime.
\_ /pause
containerd-shim —-namespace moby -workdir /var/lib/containerd/io.containerd.runtime.
\_ node /usr/bin/nodemon /src/index.js
\_ sh -c node /src/index. js
\_ node /src/index.js
containerd-shim —-namespace moby -workdir /var/lib/containerd/io.containerd.runtime.
\_ /pause
containerd-shim -namespace moby -workdir /var/lib/containerd/io.containerd.runtime.
\_ /usr/local/bin/python /usr/local/bin/gunicorn -b :8080 —--workers 1 —-threads 1
\_ /usr/local/bin/python /usr/local/bin/gunicorn -b :8080 --workers 1 --threads
containerd-shim —-namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
\_ /pause
containerd-shim —-namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
\_. /pause
containerd-shim -namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
\. /docker-java-home/bin/java -Djava.util.logging.config.file=/opt/atlassian/conflue
| \_ /usr/lib/jvm/java-8-openjdk-amd6u/jre/bin/java -classpath /opt/atlassian/conf
\_ /bin/sh

I
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Kubernetes 101

PLATFORM AS
A SERVICE (PaaS)
Configuration
Function POD POD
o App App App
Applications
Bin/ Library Bin/ Library Bin/ Library
Runtime Container Container Container
Containers Kubernetes Container
components Runtime
Operation Systems Operating System
Hardware Hardware

Controller’'s Concept
Concept: Control Loop (Reconciliation Loop)
Read real resources

Observe

Desired Actual
State State

Act Analyze

Change internal/external resources

PekomeHpgauus: « CovetaHve Hecodetaemoro B Kubernetes: yaobcTBO, NponsBoaANTENLHOCTE, BesonacHocTey, OMuTpun EBooknmos
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B/Lbl RUNTIME-SALLWTDI
N AITEHTOB




Buabl 3amThl FoR
FORUM
2023
Isolation Detection Prevention
[ononHUTEerNbHLIN YPOBEHb N30NAUUKN OT VipeHTndukaums HexxenaTtenbHOro HeBO3MOXHOCTb BbINOSNHEHUS
aapa xoctoson OC AEeNCTBUSA HeXxenaTenbHOro AencTeus
WASM CTOpOHHME peLleHus seccomp
WasmEdge, Wasmtime LSM
Sandbox iptables/eBPF
gVisor
MicroVM
Kata containers
Reaction
3aBepLueHmne npouecca/koHTenHepa/Pod nocTakTym nocne HexenatenbHoro cobbiTvs n/mnu gamn gannoBon CUCTEMbI U/MAN NaMATH
CRI nutepdenc (stop/remove)
Kubelet Checkpoint API
O]




BcTpoeHHble Runtime-3alunThbl SQC

FORUM
2023

BCTPOEHHbIE

Linux capability Seccomp AppArmor (LSM)
Onpepnensert, KakuMmn npaBamu Onpepnenser, kKakne cMCTeMHbIE BbI30BbI [nsa Debian-based OC
obnagaet KOHTENHepP MOTYT UCMOMHATLCH KOHTENHEPOM, OnpepgengdeT, KakoMy ganny 4TO MOXHO,
Kubernetes SecurityContext a Kakue HeT B TepMmuHax capabilities n pannosbix
npaB 4OCTYyMNa B KOHTENHEpE
SeLinux (LSM) PARSEC (LSM) NetworkPolicy
[na RedHat-based OC AstralLinux Peanuayetca CNI-nnarmHom
OnpepenserT, Kak KOHTeNHepPHble Ha TekyLMin MOMEHT He oTnn4aeT B Kubernetes (iptables, eBPF)
npoLecchl B3aMOAENCTBYHOT KOHTENHEepHble NPOLECChl OT XOCTOBbIX OnpegenseT, 4TO MOXHO, a YTO
¢ xoctoBoun OC HeT TOmnbKO Ha ypoBHe cetu (L3/L4,L7)
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Peanusaunm CTOPOHHUX CpeacTB 3aLUThbl

CTOPOHHUWE PEWEHNA

B KOHTEMHEPE

- Bubnuorteka

User mode

Moomena low-level runtime
LD_PRELOAD, dlopen, natymHr
GOT-tabnmy n T. A.

11

3A MPEOENAMU KOHTEVHEPA

* Sidecar-KoHTenHep
User mode
+ Sensor-based (o4yeHb
NPUBUNErMpoBaHHbLIN KOMMOHEHT)

Kernel module
eBPF
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Cneumanusaumd FORUM

2023

CMNEUMATTIMSNPOBAHHBIE — 3TO TE, KOTOPbLIE NMOHUMAIOT
KOHTEKCT KOHTEMHEPOB N KOHTEKCT CYLLHOCTEM

KUBERNETES
HECMNEUMNATNTM3NPOBAHHDLIE CMNeUnANnM3NPOBAHHBIE
Auditd, Sysmon for Linux, knaccudeckue EDR, ... Luntry, Falco (Ha ero 6ase Sysdig, StackRox...), Aqua Security,

PaloAlto Prisma, Tetragon, Tracee (Ha ero 6ase KubeArmor)...
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O6paboTka JaHHbIX Ha user space E§§gM

Libbpf libbpf-go libbpf-rs
CnoXHOCTK NP MHOTONOTOYHOCTH CrnoxHocTtu ¢ nproputeTamu CnoXHOCTK C NOPOrom BXOXAEHNSA
A5 MOTOKOB
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[1OAXOAbl K OBHAPYXXEHWIO
YI'PO3 NN X TTPOBJTIEMBDI




Tunbl NOrvkn obHapyXeHus 29C UM

2023
CUTHATYPHbIV MOBEOEHYECKNI
« Cnuckm cylHocTemn * He ctporun npogunb nosegeHuns
[Mpouecc, bannosas onepaums, Cnucok cywHocTen

ceTeBasd onepauus
« CTtporui npodunb noBeaeHus

* Cnucku cMCTEMHbIX BbI30B WNepapxus CyLHOCTEN
sys_execve(),
security_bprm_creds_from_file(), * HayposHe:
sys_write(), O6pasa
security_file_permission(), KoHTeliHepa
security_ mmap_file(), ... Mukpocepauca
TMBPVOHbLIN

Co4yeTaHue CUrHaTypHoro
1 NoBeOeHYecKoro aHanmsa

15



BapuaHTbl pa3smeLlieHns nornyeckoro ABmxKa EORUM

2023

Jlornka noeHTndmkauum Jlornka noeHTndmkaumm
HeXenaTenbHOro AencTBuUd HeXenaTenbHOro AencTBund
HaXoOQUTCHA Ha KOHEYHOWN TOYKe HaxoOUTCA Ha yaaneHHOM TOYKe

C poctom yucna 6a3bl 3HaHUK
pacTeT BpeEMS N KONIMYECTBO
pecypcoB, Tpebyembix Ha 06paboTKy

[locTynHa atakyoLiemy

16



IToroBaga cxema Ansa CTOPOHHUX peLLEeHUN S9C M
2023
FALCO (SYSDIG/ AQUA PALOALTO TRACEE
LUNTRY ( Q TETRAGON
STACKROX/...) SECURITY PRISMA (KUBEARMOR)
License type = Commercial OpenSource Commercial Commercial OpenSource OpenSource
Protection Detection/Reaction  Detection/Reaction Detectlo_n/React|on Detecthn/Reactlon/ Detection/Reaction  Detection/Reaction
type /Prevention Prevention
:;Steallatlon Sensor Sensor Library Library Sensor Sensor
Technology eBPF eBPF User mode User mode eBPF eBPF
Placement Server-side Client-side Client-side Client-side Client-side Client-side
Bzfctlon lNoBepeH4eckui CurHaTypHbIn CurHatypHbIn CurHaTypHbIn CurHatypHbIn CurHaTypHbIn

17



[MTPUMEPbBI OBXO0A METOLOB
OBHAPYXEHUNA




KoHurypaums TectoBoro
cTeHaa

1 MASTER NODE 1 WORKER NODE

- 4 CPU - 4 CPU

- 8 GB RAM - 8 GB RAM

- Ubuntu 22.04 - Ubuntu 22.04

- 6.2.0-34-generic - 6.2.0-34-generic

K8S VERSION FALCO VERSION

- v1.28.2 - v0.36.0
(nocnegHsist HA MOMEHT
BbICTYNMEHUNS)

- default rules set

19
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root@cert-k8si-master: /home/user# kubectl get pod -A

NAMESPACE
calico-apiserver
calico-apiserver
calico-system
calico-system
calico-system
calico-system
calico-system
calico-system
default

default

default

falco

falco
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
tigera-operator

NAME
calico-apiserver-6466bbdg89-4vhzg
calico-apiserver-6466bbd89-pkjtn
calico-kube-controllers-d84fd5767-nnbwd
calico-node-5sqgxr
calico-node-75hcd
calico-typha-5d694955b4-dkqcé
csi-node-driver-k46f6
csi-node-driver-q4nzw

dnsutils
php-apache-598b474864-dkr jw
test-pod

falco-9b199

falco-tq42z
coredns-7d794c74b7-4n79q
coredns-7d794c74b7-fglmv
etcd-cert-k8s1-master
kube-apiserver-cert-k8si-master
kube-controller-manager-cert-k8si-master
kube-proxy-d274d
kube-proxy-qjg892
kube-scheduler-cert-k8si-master
tigera-operator-94d7f7696-gfokv

root@cert-k8sl-master: /home/user#

20

STATUS

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

RESTARTS
22
24
10

DO R R R e

jury

12
15 (5d22h ago)
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HemHoro o npasunax B LEenom Egggm

B 6onee paHHux Bepcuax Falco ans syscall-npasun cyliectBoBars TOMbKO OANH ddann, KOTOPbIA BKKOYan
B cebs Bce nmeroumecs npasuna. B Kakon-to MOMEHT BpeMEHM BEHAOP pa3nenui npasvna Ha 4 naka:

[01] [02] [03] [04]
falco_rules.yaml falco-incubating_rules.yaml falco-sandbox_rules.yaml falco-deprecated_rules.yaml

FALCO EXTENDED ARCHITECTURE

gRPC

SUSPICIOUS

FILTER
EXPRESSION

FILE
ALERTING

v

STDOUT

<4----

1
User T E
1
1
1
1

SHELL

Vv oy

HTTP
SYSDIG

LIBRARIES - FALCO RULES

AUDIT LOGS &

SERVER = ——
T METADATA

MODULE/

Kernel eBPF PROBE E

21




HemHoro o npasunax B LIENOM

Mo ymonyaHuto npm yctaHoBKe Yepes helm cTaBuUTCA TOMNbKO NepBbIN (€CNU HE YKa3aHo MHOEe B SIBHOM BUAe),
KOTOpbIV BKMtoYaeT B cebs (Ha faHHbI MOMEHT) TONbKO 25 npasun.

[ononHUTenNbHbIN BaXXHbI MOMEHT — NpaBuna obpabaTtbiBaloTcAa nocrnenoBaTesibHO
(B nocnegHux penunsax gobaeneH donar , C KOTOpbIM Kaxabln syscall npoxoauT yepes Bce npasuna).

Falco Rules 2.x

Since version 2.0.0, the rules distributed from this repository have been split into three parts:

Falco rules. Those are the only ones that are bundled in the Falco by default. It is very important to have a
set of stable rules vetted by the community. To learn more about the criterias that are required for a rule to
become stable, see the

rules, which provide a certain level of robustness guarantee but have been identified by experts as

catering to more specific use cases, which may or may not be relevant for each adopter.

rules, which are more experimental.

Previously, Falco used to bundle all the community rules in its default distribution. Today you can choose which set of
rules you want to load in your distribution, depending on your preferred installation method:
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Obxoabl curHaTyp

SOC
FORUM
2023

YTeHune BaXKHbIX
CUCTEMHBbIX
drannos

3anyck HOBbIX
NCNONHAEMbIX
drannos

B KOHTENHepe

O6HapyxeHune
3anycka
no aprymeHTam

23

OuuncTka
log-channos

Sensitive container
mounts



UTeHune BaxHbIX cucteMHbix dannos [Rule] EORUM
2023

[ns ayanta obpaleHus
K BaXKHbIM CUCTEMHbIM hannam ectb
npasuno “Read sensitive file untrusted”

24



UTeHune BaxHbIX cucteMHbIx dpannos [Alert] EORUM
2023

Untaem pann B Pod (ans tecta — ), nony4yaem cpaboTky:

root@test-pod: /# cat /etc/shadow
root:*:19639:0:99999:7:::
daemon:*:19639:0:99999:7:::
bin:*:19639:8:99999:7:::
Sys:%*:19639:0:99999:7:::
SYync:*:19639:0:99999:7:
games:*:19639:0:99999:
man:*:19639:0:99999:7:
lp:*:19639:8:99999:7::
mail:*:19639:0:99999:7
news:*:19639:0:99999:7
uucp:*:19639:0:99999:7:
proxy:*:19639:0:99999:7:::
www-data:*:19639:0:99999:7:::
backup:*:19639:0:99999:7:::
1list:*:19639:0:99999:7:::
irc:*:19639:08:99999:7:::
_apt:*:19639:0:99999:7:::
nobody:*:19639:0:99999:7:::

-
#

L)
» ow

8 8 ®E

-
#

-
*

i s
: 1697621003260396300,

7

8 8 ®E

»
*
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YUTeHne BaXkHbIX CUCTEMHbIX doaiinos [Evasion] FORUM
2023

YnTaem BHMMATENbHO TEKCT NPaBuna U pasnuyHbIX UCKITFOYEHUI U NofyYaem,
4YTO NPaBUIIO CMOTPUT B ANPEKTOPUIO :
a TaKke UMeeT psg UCKITHYEHUN.

MepBbIi BapnaHT obxoga 3akntovaeTcst B TOM, YTOObl HE YMTaTb (hans HanpsMyto, a UCNoSb3oBaTb
CCbISIK/ (CMOTPUM BHUMATESNbHO Ha nNpaBuIio :
4YTOBbl HE CreHepuUTb CPaboTKy).

Bo BTOpoM NpocTo ncnonb3yem natTepH, KOTOPbIA HaxXoauTCA B UCKIToMeHusX: proc.cmdline
startswith

root@test-pod:f# ln -s fetc/fonts [lnk
root@test-pod: /#
root@test-pod: f#
root@test-pod: /# cat lnk/../shadow
root:*:19639:08:99999:7:::
daemon:*:19639:8:99999:7:::
bin:*:19639:0:99999:7:::
sys:*:19639:0:99999:7:::
SYNnc:*:19639:0:99999:7:::
games:*:19639:0:99999:7:::
man:*:19639:0:99999:7:::
lp:*:19639:8:99999:7:::
mail:*:19639:0:99999:7:::
news:*:19639:0:99999:7:::
uucp:*:19639:0:99999:7:::
proxy:*:19639:0:99999:7:::
wWww-data:*:19639:0:99999:7:::
backup:*:19639:0:99999:7:::
Llist:*:19639:0:99999:7:::
irc:*:19639:0:99999:7:::
_apt:*:19639:0:99999:7:::
nobody:*:19639:8:99999:7:::
nginx:!:19642

root@test-pod: /# mkdir -p fopt/VRTSsfmh/bin/
root@test-pod: /# mv mh_driver.pl /fopt/VRTSsfmh/bin/
root@test-pod: /# perl fopt/VRTSsfmh/bin/mh_driver.pl
root:*:19639:0:99999:7:::
daemon:*:19639:0:99999:7:::

bin:*:19639:0:99999:7:::

Sys:*:19639:0:99999:7:::

Sync:*:19639:0:99999:7:::

games:*:19639:0:99999:7:::

man:*:19639:0:99999:7:::

Lp=*:19639: 6299999z F =\

maill:*:19639:0:99999:7:::
news:*:19639:0:99999:7:::
uUucp:*:19639:0:99999:7:::
proxy:*:19639:08:99999:7:::
www-data:*:19639:0:99999:7:::
backup:*:19639:8:99999:7:::
1list:*:196329:0:99999:7:::
irc:*:19639:0:99999:7:::
_apt:*:19639:0:99999:7:::
nobody:*:19639:0:99999:7:::

26



UTeHne BaxHbIX cucTeMHbIX dainos [Mitigation] EORUM
2023

MoTeHumanbHbIM PUKC NepBon NpobnemMbl — UI3SMEHEHWE NpaBuna
Takum obpasom,

YTOObI B YCNOBUWN YYMUTbIBANNCL HE KOHKPETHbIE (hansbl U nanku,

a X BXoXaeHue: nuct N3MEHUTb

Ha MakKpocC, B KOTOPOM Y4YUTbIBAETCA BXOXAEHNE TEX Xe

anpekTopun (Unn He Bcex, a Hanbonee KPUTUYHBLIX).

AnekBaTHoro hukca anst BTopor Nnpodbnembl HET,
NoTOMY YTO B CUrHaTYpHOM nogxoae Bcerga dyayT
NPUCYTCTBOBAaTb UCKMOYEHUS. Bonpoc 3akntovaeTcs
TONbKO B TOM, HACKOJSTbKO XOPOLLO NOTEHUMANbHbIN
3M10YMbILUSIEHHUK 3HAET KOpObHOoYHbIE NpaBuna.

27



3anyck HOBbIX UCMNOSHAEMbIX pannoB B KoHTeuHepe [Rule] Eggg,\ﬂ

B nocnegHem penuse B Falco 6bino gobasneHo npaBmno, KOTopoe AOMKHO 3aKpbiTb BONPOoc 06 obHapyxeHun Initial
Access:

CyTb npaBuna 3akoyaeTcs B TOM, YTO AETEKTUPYIOTCS 3anyCKM UCMOMNHAEMbIX (hannos,
KOTOpble NepBoHa4YanbHO He Bbinu B 0bpase KoOHTENHepa:

e new binary in container

ic __always_inline bool extract exe upper layer(struct inode *inode, struct file *exe_file)}

unsigned long sb magic = BPF_CORE_READ(inode, i_sb, s_magic);

y *upper_dentry = NULL;
vfs_inode = (char *)inode;
unsigned long inode size = bpf_core_type_size(struct inode);
if(!inode_size}
I
L
return false;

h

bpf_probe -nel{&upper_dentry, f(upper_dentry), vfs_inode + inode_size);

if{!upper_dentry)
{
return false;

h

struct dentry *demtry = (struct demtry *)BPF_CORE_READ(exe_file, £ path.dentry);

unsigned int d_flags = BPF dentry, d_flags);
bool disconnected = (d_fla DISCONNECTED) ;
if(disconnected)

{

return truej

h

28



3anycK HOBbIX UCMNOJTHAEMbIX ddanioB B KOHTeNHepe [Alert]

B HOpmManbHbIX ycnoBusix npasmno cpabartbiBaeT
Ha HENOCPEeACTBEHHbIN 3arycK UCMONHSAEMOro danna,
KOTOpPOro He 6bIfio B NnepBoHavanbHoM obpase:

root@test f#
root@test :/# cp /bin/whoami /not whoami

: 1697620562236445000,
rootf@test 1 #

root@test :/# ./not_whoami bt

root
root@test D f#

’
: 1697622874605385200,

: 10374030380,

: 1697622874605385200,

29
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3anyck HOBbIX UCMNOMHAEMbIX pannoB B KOHTeUHepe [Evasion] 2O8UM

2023

MockonbKy ans paboTbl npasuna TpebyeTcs BbI3OB (makpoc ),
Hy>XHO obounTuck 6e3 Hero. [Npeanaraem asa cnocoba:

GTFObin Id.so ddexec.sh

I'Ipo6nema MCNoJib30BaHMA NepBoro MeToaa 3akKrn4yaeTcqa B TOM, YTO MNMpu 6onbLIoM pa3mepe NCrorHAemMoro daaﬁna

BCE paBHO NPOM30MAET BbI30OB , BTOPbIM METOAOM MOXXHO BbINOMNHATL hannbl noboro pasmepa
(XOTb 1 HE CUMBbHO BLICTPO)

rootftest-pod: /#
root@test-pod: f# flib64/1d-1linux-x86-64.50.2 fnot whoami

root@test-pod: /# base64 -w® fnot whoami | bash ddexec.sh not whoami

root root

root@test-pod: /#

root@test-pod: /#

FIF S EalA wif bandfrp.d
8): et 8 8);. it 8
by ¥ LTI nl e | Bl P Buaa BLET "L Tl * T"PIODF OF
"EE.n S i B B ey
.k lppnd Pt abe P ian st L
Ll ol e s Ea ¥y Fabes gry gF § HESFT
ot il P AL o, M i
alaf wlblia™ La™1%% T o™ r Tuly [Ma Tae " ™" T LA™
At e R T A
BT Bl ] T S - g Al 5L
L TR NN e e L B B Ay

Input = [con10er]
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3anycK HOBbIX UCMNOSHAEeMbIX pannoB B KOHTeUHepe [Mitigation] Eggg,\ﬂ

[MoTeHUManbHbIN OUKC NepBoro obxoaa: HanncaHme npasuna Ha KoHKpeTHbIn GTFObin
(byoeTt oTobpaxkaTbCsl Kak 3anyck npouecca Buaa ).

dukc BToporo obxoaa curHaTypHbIMM METoAaMM BbIrMAANUT NPUMEPHO Tak:

31



OGHapyxeHue 3anycka no aprymeHtam [Rule] SoC

FORUM
2023

OpgHo 13 camblx NPOBNEMHbBIX M TOHKMX MECT CUrHaTYPHOro aHanunsa — obHapy>xeHue 3anycka 4yero-nmbo nNo aprymeHTam
(Falco — He nckrntoyeHune). NpUyYnH HeCKONbKO:

ApPrymMEHTOB 1 X KOMOMHAaLMIA O4EHb MHOIO
(ocobeHHO B Linux), HY>KHO y4nTbIBaTb
KOMBUHaUUKW B perynspkax/ycnosmusx.

NcnonHsemble channbl Nierko
nepenMMeHOBbIBaOTCS (KONUPYOTCS).

PaccmoTpum gBa npaBuna cxoxen HanpasneHHocTu: “Find AWS Credentials” n “Search Private Keys or Passwords”.

= "II:'E-":J conta _ ner
;, T1552]
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ObHapyxeHune 3anycka no aprymeHtam [Rule]

Panee Cepren Kanntop (Luntry) obxop 3anycka
curl B koHTenHepe (“Launch Ingress Remote File Copy Tools in
Container”)

" or

- —output * or

NHTepecHas ocobeHHOCTb NakoB npasun ot Falco — peate Ll SR USRS S S
HEKOTOpble He camble yaadHble NpaBumna Obiny NnepemMelleHbi e
3 OCHOBHOIO Naka B A0NOMNHUTENbHbLIN (Tpebytowmnin 6onee : 55 Remote File Copy Tools in Container
TOYHOW HACTPOWKN). -
HasBaHHOE BblilLiE NPaBUO — HE UCKITIOYEHME.

and no

: NOTICE
aturity
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https://www.youtube.com/watch?v=1w_t6mOaOq4

O6HapyeHue 3anycka no aprymeHtam [Alert] EORUM

2023

MpobGnema ykasaHHbIX NpaBus B TOM,
YTO OHW CIULLKOM TOYEYHbIE.
MocMoTpUM Ha reHepupyemMble cpaboTKu:

root@test-pod: /#
root@test-pod:/# find / -wholename "*.aws/credentials” 2=/dev/null
Jtmp/.aws/credentials

root@test-pod: /#

H Fl
: 1697630785987739100,
root@test-pod: /#
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O6HapyxeHue 3arnycka no aprymeHtam [Evasion] Egggm

KoHkpeTHO aTu aBa npaswuna (kak 1 MHOrMe gpyrne ¢ noMckom aprymeHToB) 06XoasaTCcs O4eHb MPOCTO:

root@test-pod: /#

Mcnonb3yeN|*BlmweHax(paﬁnos: root@test-pod: /# find / -wholename "*.aws/cred*ntials” 2=/dev/null
JImp/.aws fcredentials
root@test-pod: /#

B npaBunax Ha Takke root@test-pod: /#

Mcnonb3yeM peryn;lpKM rDDt@tES‘t-de:f# grep -En "BEGIN PR.VATE" ;’I* EPIdEV}IﬁUll
Jtest ssh key:1:BEGIN PRIVATE
root@test-pod: /#

3abaBHas 0COGEHHOCTb
Takke o0xoanT npaBuIo: Attack Commands: Run with sh!

find #{file path} -name "credentials" -type f -path "*/.aws/*" 2:/dev/null

oy
. —— _-ﬁ.-ﬁ:
i

Sl
e AR T
v E e L
[B]rEh e LT T, "


https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1552.001/T1552.001.md#atomic-test-1---find-aws-credentials

Arguments rules

curl -LO
id_*sa

O6HapyxeHune 3anycka EORUM

no aprymeHTam [Mitigation] 2023

Cambln aiekBaTHbIN CUrHaATYPHbIA BapuaHT
domKca BbIrMAAUT crneayowmm obpasom:

* THOHUM perynspku

* [lpodunnpyem akTMBHOCTb, KOTOpad
crnyyamHo nog Hux nonapgaert (false-positive)

IMEHHO Ha 3TUX NpaBunax MOXHO
yBUAETb Hanbornee sipkme Npobnemsl
CUrHaTypHOro noaxoaa
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OuucTka log-cpannos [Rule]

Paccmotpum npaBuno “clear log activities”,
HanpaBreHHoe Ha OOHapyXXeHue nepesanucu fioros

B ycnosusax nepeyuncrieHsl gupektopumn ¢ log-thannamum:

/var/log

/dev/log

N KOHKpeTHble dhansibl C floramu:

syslog auth.log secure kern.log
cron user.log dpkg.log last.log
yum.log access _log mysql.log mysqld.log
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OuucTka log-cpannos [Alert] S0C

FORUM
2023

CpaboTka npoucxoauT, ecrin B apryMeHTax CUCTEMHOIO
Bbl30Ba ecTb cdnar

root@test-pod: /#
root@test-pod: /# echo 123 = [fvar/log/test.log

root@test-pod: /#

: 1697638352997657600,
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OuucTka log-darinos [Evasion] EORUM
2023

Obxop npocTo: root@test-pod: /# cat /var/log/test.log
B CTaHAApPTHOM Make NpaBuil HE MOHUTOPUTCS 123

npocToe yganeHve gavna.

Takke MOXHO yaanuTb MHTEpPECYoLLME 3anncu 234

Yepes UCMONb30BaHNe YTUNNTBI Sed. 345

B obounx cnyyasx npasuno He cpabaTbiBaeT: root@test-pod: /#

root@test-pod: /#

root@test-pod: /#
root@test-pod: /# sed 's/234//' [var/log/test.log
123

root@test-pod: [#

root@test-pod: /# rm fvar/log/test.log
root@test-pod: /#

345
root@test-pod: /#
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OuucTka log-dpannos [Mitigation]

OaviH n3 BapnaHToB (p1Kca AaHHOro npasuna:

npoboBaTb NOBUTb PasfUYHbIE BapyaHTbl 3anycka
MHCTPYMEHTOB ¢ NyTamu Ao log-dannos B aprymeHTax (4a,
ckopee Bcero, byaeT He npocTo).

Takxe MoxHO npobosBaTb NpodunnpoBaTtb 4OCTYN

K cbannam (6rnxe K NoBeeH4YEeCKOMY aHanmsy).
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Sensitive container mounts [Rule]

Cnepgytowee npasuno - “launch sensitive mount container”.
CyTb npaBuna 3akniyaeTcs B TOM, YTO NPOBEPSAOTCHA MAyHThI
3anyLeHHOro KOHTENHepa no 3apaHee 3agaHHOMY CIUCKY:

/proc*
/var/run/docker.sock
/var/run/crio/crio.sock
/run/containerd/containerd.sock ;o fuses Launch Sensitive Mount KSR
Ivar/lib/kubelet :
Ivarl/lib/kubelet/pki

/

/home/admin

/etc

/etc/kubernetes
/etc/kubernetes/manifests
/root*
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Sensitive container mounts [Alert] FORUM
2023

apiVersion: v1
kind: Pod
metadata:
name: test-pod-1
namespace: default
spec:
containers:
- name: centos
image: centos
command: [ .
securityContext:
privileged:
volumeMounts:
- mountPath: fcrio
name: test-volume
volumes:
- name: test-volume
hostPath:

EN Bl /var /run/crio/crio.sock

: ’
: 1697724902000662500,

’

’
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Sensitive container mounts [Evasion]

apiVersion: vi

kind: Pod

metadata:
name: test-pod-1
namespace: default

sSpec:
O60o1TM NpaBUNO B HEKOTOPbIX CRy4Yasix AOBOSIbHO containers:
npocto. CokeTbl container runtime MOXHO MOHTUPOBATb T Lt L
He HaMpsMYl0, @ MOHTMPOBAaTb ANPEKTOPUIO. lmage: centos

command: [ s
securityContext:
privileged: f
volumeMounts:
- mountPath: Jfcrio
name: test-volume
volumes:
name: test-volume
hostPath:

SEA VN /var /run/crio

Mpumep:
B Takom cnyyae npaBuno He oTpaboTaerT.
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Sensitive container mounts [Mitigation] E3RUM
2023

hacker: §
mounts /var/run/crio

[Mpobnema peluaetcsa unu bonee WMPOKNMHU
yCrnoBnaMM B Npasune (YacTUYHO U MOXET
BbI3blBaTb MHOXECTBO NOXHbIX cpabaTtbiBaHWin), Unu
npodonnMpoBaHMEM U NOBEOEHYECKUM aHaNM30oM.

behavior analysis/
profiling
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N aTo paneko He Bce... FORUM

2023
Takxe cywlecTByeT eule JOCTaTto4HOEe Konmm4yecTso MeToosB, ,D,PerE PABOTbI B ,U,AHHOM
KOTOpPbl€ NO3BONAKOT obonTK cpeacTBa 3allUThI: OBJIACTW:
[01] [02] 1. “Bypassing Falco: How to Compromise a

Cluster without Tripping the SOC”

YassumocTtn eBPF, koTopble TOCTOU (Time-of-check time-of- 2. "Falco security audit"
nepuoanYeckn nosiBnsATCS use) — HEKOTOPbIe NPOAYKTHI 3. ;TOCT?U issue that could lead to rule
ypass

B MyOMM4HOM NPOCTPAHCTBE ZZ);MHL?\;(;);?;?/ I:)rg,s.epmeHbl 4, "Default rules can be bypassed with

’ different techniques"

5. "How to hide your actions when every
[03] [04] step is being monitored”, Ivan Gavrilov,
OFFZONE 2023

Vcnonb3oBaHue eBPF maps tampering 6. "Kubernetes Pentest All-in-One: The
CUCTEMHbIX Bbl30BOB, Ultimate Toolkit", Ceprel7| KaHVI60p,

OFFZONE 2023
KOTOPbIE HAXOAATCA 3a /. "Bypassing eBPF-based Security
CKOYNOM MOHUTOPUHra Enforcement Tools"
cpencrea 3allunThbl 8. 'Tetragon: A Lesson in Security
Fundamentals"
9. '"Tetragon: case study of security
product's self-protection”
10. "A Wind of Change for Threat Detection®,
Melissa Kilby, Apple, KubeCon +
CloudNativeCon North America 2023
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https://media.defcon.org/DEF%20CON%2029/DEF%20CON%2029%20presentations/Rex%20Guo%20Junyuan%20Zeng%20-%20Phantom%20Attack%20-%20%20Evading%20System%20Call%20Monitoring.pdf
https://sysdig.com/blog/ebpf-offensive-capabilities/
https://kccnceu2022.sched.com/event/ytl7/bypassing-falco-how-to-compromise-a-cluster-without-tripping-the-soc-shay-berkovich-blackberry?iframe=no
https://github.com/falcosecurity/falco/blob/master/audits/SECURITY_AUDIT_2019_07.pdf
https://github.com/falcosecurity/falco/security/advisories/GHSA-6v9j-2vm2-ghf7
https://github.com/falcosecurity/falco/security/advisories/GHSA-rfgw-vmxp-hp5g
https://offzone.moscow/upload/iblock/e3b/g6q7ndv0uu3e2lp6ebyneakm9hhw5oyw.pdf
https://offzone.moscow/upload/iblock/3dc/46qf7j3sgvzm3cdxvidy224w044ziybf.pdf
https://www.form3.tech/engineering/content/bypassing-ebpf-tools
https://grsecurity.net/tetragone_a_lesson_in_security_fundamentals
https://hardenedvault.net/blog/2022-05-25-vspp/
https://kccncna2023.sched.com/event/1R2mX/a-wind-of-change-for-threat-detection-melissa-kilby-apple

O Opyrmx UHCTPYMeEHTax Eggg,\ﬂ

NeaH NaBspunos, OFFZONE 2023

Detection bypass summary LoRE Detection bypass summary

I0E3

Tetragon Kubearmor

1. 2.

Security monitoring tool's eBPF imitations

flaws
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https://www.youtube.com/watch?v=wkLsTr7UfgI&ab_channel=OFFZONEMOSCOW

He Hago Tak...

Technique 1

Procedure 1

TACTIC

Technique 2

Procedure 2

Technique 3

Procedure 3

Technique N

Procedure M

Detects

G
4_
4_

Detect 1

Detects

Detect 2

Detects

Detect K
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NTor pasbopa curHartyp SOC
2023

LEJIBKO BBICTYTUIEHUA HE Bbll1 PASBOP
HEOOCTATKOB FALCO KAK MHCTPYMEHTA,

A MOTbITKA NOKASATb OBLUME MNMPOBJIEMbI
NMPUMEHEHNA CUTHATYPHOIO NMOAXOOA B
KOHTENHEPHbLIX CPEOAX.

BCE MHCTPYMEHTbI (KAK N FALCO) MMEKOT
CBOV NMPENMYLLECTBA N HEOOCTATKW,
KOTOPBIE HY>KHO YUYUTbLIBATb.

Ot aygutopos Falco:

Considering all these different means of bypassing the rules, it becomes quite clear that
writing a bullet-proof ruleset is a strenuous challenge. It is recommended to rethink the
current approach of handling filter-rules and, possibly, redefine the scope and
functionality of this item.

As regards technical details, especially the undetected crash is worrisome because it
disables all of the Falco’s monitoring. This lowers the integrity of the security promise the
system intends on keeping. The current implementation of the filter-rules may need to be
reworked. Perhaps some revisions are also needed in connection with the architecture
of certain design aspects as the current strategies do not prevent a multitude of possible
rule-bypasses. Other user-space issues could be grouped together under the heading of

OT pa3paboTumkos Falco:

Additionally, users must be aware that the predefined rule sets are not intended cover all possible cases anyways. The

default rule sets provided with Falco are designed to cover the main attack vectors, For these reasons, users are advised
1o custamize or extend the rules according to their specific needs.




BblBOLb




BbiBOAbI

O6uwyto cuTyauuto ¢ 6e30nacHOCTbI0 KOHTEMHEPOB (M HE TOSLKO)
MOXXHO onucaTb uutaTton u3 odgumuymaneHoro brora Kubernetes:

"However, the year-by-year growth in cyber investments does not
result in a parallel reduction in cyber incidents. Instead, the number

of cyber incidents continues to grow annually. Evidently,

organizations are doomed to fail in this struggle - no matter how
much effort is made to detect and remove cyber weaknesses from

deployed services, it seems offenders always have the upper hand."
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BbiBOAbI

[na obecneveHust 6esonacHocTn Kubernetes-knactepos
TpebyeTca cneunanmnanpoBaHHbIN MHCTPYMEHTaPUN

KoHTeKkcT KoHTenHepoB 1 Kubernetes oueHb BaXeH

CurHaTypHbI noaxod Ansa obHapyKeHus
ManoadEeKTUBEH B KOHTEMHEPHOM OKPYXXEeHUM

Kaxgbll KOHTENHEP — 3TO CBOW YHUKAmbHbIN MarieHbKUA MUP

Nyywe BooGLLE HE A0BOAUTL A0 UHLMAEHTA

lNpenoTBpalleHne geluesre neyveHnsa

OOl B~ wWw DN

51



https://rt-solar.ru/solar-4rays/blog/
https://luntry.ru/research

de@Iluntry.ru
v.lashkin@rt-solar.ru

'K «Conap»
Luntry




