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| 3auem KoHTpONUpoBaTb?

® Hel'lpaBI/IJ'IbHO HalMCaHHaA NMNOJIMTUKa MOXXET CJZIOMaTb JIOTUKY pa6OTbI

Ballero cepBucCa



| 3auem KoHTpONUpoBaTb?

® Hel'lpaBI/IJ'IbHO HalMCaHHaA NMNOJIMTUKa MOXXET CJZIOMaTb JIOTUKY pa6OTbI
Ballero cepBucCa

e KOHTpPO/b YMeLlaeT NOBEPXHOCTb aTaku



| 3auem KoHTpONUpoBaTb?

e HenpaBunbHO HanMcaHHasa NOJIMTUKA MOXKET CNIOMaTb NTIOTMKY paboThbl
Ballero cepBuca

e KOHTpPO/b YMeLlaeT NOBEPXHOCTb aTaku

e Jla)xe ecnu Balle NPUNTOXKEHUE YA3BUMO, 3/I0YMbILLIEHHUK HE CMOXKET

NPo3aKcriyatupoBaTtb YyA3BUMOCTb

anMw*
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- WTF Kubernetes 2?17
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| Kak Mbl 0 3TOro AOKaTUAUCDH
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Bin/ Library Bin/ Library

Operation Operation
System System

Virtual Machine Virtual Machine Container Container Container dOC ker

o o

Bin/ Library|| [Bin/ Library|| |Bin/ Library

- & -
e[ e[ s container £l
TpagnumoHHoe BupTtyanuinposaHHoe KoHTenHepusnpoBsaHHoe . .
pasBepTbiBaHME . pasBepTbiBaHME pa3BepTbiBaHME -

L - .
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| Kubernetes — aapo Linux 21 Beka
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| Kubernetes == Kyya cyujHoCTe

Kubernetes Resources Map

— — 9 Creates
— References
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| EcTb HIOQHCBI

YcnoBus:

e GitOps

ﬂnu-ﬂﬁ
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| EcTb HIOQHCBI

YcnoBus:

e GitOps

m ITINIT
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| EcTb HIOQHCBI

YcnoBus:
e GitOps

[TpnnoXxeHue:

m ITINIT
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| EcTb HIOQHCBI

Ycnosus:
e GitOps
[TpnnoXxeHue:

e 2 Deployments, 2 Service, 1 Ingress

%

Ingress
Controller

\

ml'lkﬂr’
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| EcTb HIOQHCBI

Ycnosus:
e GitOps
[TpnnoXxeHue:

e 2 Deployments, 2 Service, 1 Ingress

Ingress
Controller

4T0 HY>XHO 3HaTb N Yy4YUTbIBATb:
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| EcTb HIOQHCBI

Ycnosus:
e GitOps
[TpnnoXxeHue:

e 2 Deployments, 2 Service, 1 Ingress

YT0 HY>XHO 3HAaTb U Y4YUTbIBATb.

« 3HaHue labels y B3anmogencrTByrowinx namespaces

%

Ingress
Controller

\

ml'lkﬂr’
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| EcTb HIOQHCBI

Ycnosus:
e GitOps
[TpnnoXxeHue:

e 2 Deployments, 2 Service, 1 Ingress

YTO HY)XHO 3HATb U YYUTbIBATb:
« 3HaHue labels y B3anmogencrTByrowinx namespaces

- Wcnonbayetca nu ServiceMesh?

%

Ingress
Controller

\

ml'lkﬂr’
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| EcTb HIOQHCBI

Ycnosus:
e GitOps
[TpnnoXxeHue:

e 2 Deployments, 2 Service, 1 Ingress

YTO HY)XHO 3HATb U YYUTbIBATb:
« 3HaHue labels y B3anmogencrTByrowinx namespaces
- Wcnonbayetca nu ServiceMesh?

- . Kakaa peanunsauusa Ingress?

%

Ingress
Controller

\

ml'lkﬂr’
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| EcTb HIOQHCBI

Ycnosus:
e GitOps
[TpnnoXxeHue:

e 2 Deployments, 2 Service, 1 Ingress

YTO HY)XHO 3HATb U YYUTbIBATb:

« 3HaHue labels y B3anmogencrTByrowinx namespaces
- Wcnonbayetca nu ServiceMesh?

- . Kakaa peanunsauusa Ingress?

- Kypa otaaroTca MeTpPUKK, NOru n Tpencbl?

%

Ingress
Controller

\

ml'lkﬂr’
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| Pa6oTa c HIOaHCaMm

ﬂnmw*
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| Pa6oTa c HIOaHCaMm

- B peaJibHbIX OKPY>XXEHUNAX CETEBOE B3anMOeNCTBME HAMHOIO C/IOXHEE,

YeM TO YTO JIEXXNT B OTBETCTBEHHOCTU pa3pa60TqMKa MUNKpocepBUCa

anMw*
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| Pa6oTa c HIOaHCaMm

- B peaJjibHbIX OKPY>XEeHUAX CeTEBOE B3anMOeNCTBME HAMHOIO C/IOXHEE,
YeM TO 4YTO JIEXXUT B OTBETCTBEHHOCTH pa3pa60TqV|Ka MUNKpocepBUCa

*  WToroBble NetworkPolicy — Tpya HeckonbKnx genapTaMeHTOB

anMw*
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| Pa6oTa c HIOaHCaMm

B peanbHbIX OKPY>XXEHUSX CETEBOE B3aUMOAENCTBME HAMHOIO CJTIOXHEE,
4YeM TO YTO NIEXUT B OTBETCTBEHHOCTU pa3paboTymka MUKpOCepBMUCa
NToroeblie NetworkPolicy — Tpya HECKONIbKUX AenapTaMeHToB
Pa3paboTuumk ny4ylle Bcex (A0MKeH) NOHUMAET BU3HEC-NTOTUKY

MUKpoOcepBuUca

anMw*
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Kubernetes Network 101



| Kubernetes Network 101

e Y Bcex noaos ecTb IP

VN
Yod

Ku\oe(neJ(QS A
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| Kubernetes Network 101

e Y Bcex noaos ecTb IP

e PodCIDR Ha kaxpon* Node

mnu-**
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| Kubernetes Network 101

e Y Bcex noaos ecTb IP
e PodCIDR Ha kaxpon* Node

e Service ansa load-balancing
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| Kubernetes Network 101

e Y Bcex noaos ecTb IP
e PodCIDR Ha kaxpon* Node
e Service ansa load-balancing

e DNS ansa service-discovery

TINITE
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| CeTeBoe noeeaeHune Pod'os

Mo ymonyaHuio Pods B Kubernetes moryt kKoMmmyHuLmMpoBaTtb co Bcemu Pods 6e3

OrpaHNYeHUn:

mnu-**
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| CeTeBoe noeeaeHune Pod'os

[lo ymonyaHuto Pods B Kubernetes moryt kKomMmMmyHuumnpoBaTtb co Bcemu Pods 6e3
OrpaHNYeHUn:

e North-south traffic — ¢ pecypcamu 3a npegenammn Kubernetes

mnu-**
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| CeTeBoe noeeaeHune Pod'os

[lo ymonyaHuto Pods B Kubernetes moryt kKoMmMmyHuumnpoBaTb co Bcemu Pods 6e3
orpaHuU4yeHun:
e North-south traffic — ¢ pecypcamu 3a npegenammn Kubernetes

e East-west traffic — ¢ apyrummn npunoxeHmnamm B Kubernetes

anMw*
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| CeTeBoe noeeaeHune Pod'os

[lo ymonyaHuto Pods B Kubernetes moryt kKoMmMmyHuumnpoBaTb co Bcemu Pods 6e3
OrpaHNYeHUn:

e North-south traffic — ¢ pecypcamu 3a npegenammn Kubernetes

e East-west traffic — ¢ apyrummn npunoxeHmnamm B Kubernetes

e Tpaduk He Wngppyertcs

ml'lk"”ﬁ

37



(LUNTR!
| CeTeBoe noeeaeHune Pod'os

[lo ymonyaHuto Pods B Kubernetes moryt kKomMmMmyHuumnpoBaTtb co Bcemu Pods 6e3
OrpaHNYeHnin*;

e North-south traffic — ¢ pecypcamu 3a npegenammn Kubernetes

e East-west traffic — ¢ apyrummn npunoxeHmnamm B Kubernetes

e Tpaduk He Wngppyertcs

F‘ >
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https://www.youtube.com/watch?v=ctbWwaNFUbg

| Container Networking Interface (CNI)

kubectl get all -n kube-system | egrep -i "ACl|Calico|Canal|Cilium|CNI-

Genie|Contiv|Contrail|[Flannel|Knitter|Multus|OVN-Kubernetes| OVN4NFV-K8S-Plugin|NSX-

TINuage|Romana|Weave"

| [ e || | ==
r Q?g'
. Jlalium | | comv

f la n nel T Guardicore

OvS @ caico . ‘L/’
Open vSwitch SUBMARINER MRt IG : weatve
ne

anMw*

g:.; MULTUS
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KOHTpOJ/Ib ceTU, KoHUenuus
- MMKpocerMeHTauum
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| KoHuenuus Zero Trust

“Zero Trust Networks are resilient even when
attackers manage to breach applications or
infrastructure. They make it hard for attackers to
move laterally, and reconnaissance activities easier to
spot.

Organizations that embrace the change control model
in this How-To will be able to tightly secure their
network without imposing a drag on innovation in
their applications. Security teams can be enablers of
business value, not roadblocks.”

ﬂnur*

OREILLY"

7.e10 Trust
Networks

BUILDING SECURE SYSTEMS IN UNTRUSTED NETWORKS

Evan Gilman & Doug Barth

41


https://projectcalico.docs.tigera.io/security/adopt-zero-trust

| KoHTponb ceTeBOro B3aUMoAeNCTBUS B
Kubernetes

* Ha ypoBHe NpunoXxeHunu

« Yepes 6MbnmnoTeky, ob6aBNEHHYIO Npwu
cHbopKe, UNKN Yepes NHXXEKT

* PeannsoBaHo B user space

 J[lononHUTenbHble oBepxeabl
* Tak genatb He Hado

m ITINITT

42



| KoHTponb ceTeBOro B3aUMoAeNCTBUS B
Kubernetes

- Ha ypoBHe Service Mesh (Istio, Linkerd)
* C nomoulbto sidecar-koHTenHepa
« 06bI4HO, 3TO pecypc AuthorizationPolicy
* YpoBeHb L/
* PeannsoBaHoO B user space

* MOXXHO pacCMOTpPETb KakK allbTepPHaTUBY
- Bce ellé oBepxebl |

m ITINITT
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| KoHTponb ceTeBOro B3aUMoAeNCTBUS B
Kubernetes

- Ha ypoBHe CNI
» Native nnu Custom NetworkPolicy
 YpoBeHb L3-L4 (nHorpa u L7)
- PeanunsoBaHo B kernel space

TINITE
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| YAML NetworkPolicy .

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
| name: test-network-policy | UMA NONTUTUKKA
| namespace: default | B Kakom namespace geicrayer
spec.
podSelector:
matchLabels: TO K Kakum Pods byger npumeHeHa NoNUMTHUKA
role: db

policyTlypes:
- Ingress TWNbI Nnpasun 8 noanTuke. Mo ymonuaHuio, Ingress.
- Egress
ingress.
- from: Otkyaa Tpadmk

610K ingress npasun

- ipBlock:
cidr: 172.17.0.8/16
except:
- 172.17.1.8/24
- namespaceSelector:
matchLabels: 2 MCTOUYHMK
project: myproject
- podSelector:
matchLabels: 3 UCTOYHMK
role: frontend
ports: Ha kakow nopt
- protocol: TCP
port: 6379
egress:
- to: Kyaa tpadmk
- ipBlock:
cidr: 16.0.6.8/24
ports: Ha Kakou nopt
- protocol: TCP
port: 5978

1 UcTOUYHMK

610K egress npaeun




@LonT
| policyTypes — Native

Native, Calico: ecnu Hukakom policyTypes He ykasaH, TO N0 yMOJIYaHUIO ByaeT BbICTaBMEH
Ingress.

Cilium: ecnu HuKakom policyTypes He ykasaH, TO paboTaTb He byaeT

Ingress
(not working, Cilium)

Yes Ingress, Egress

46



| Custom network policy

e [lo3BonseT orpaHMuYnBaTb AOCTYN He TONbKO K Pod

INIT
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| Custom NetworkPolicy

e [lo3BonseT orpaHMuYnBaTb AOCTYN He TONbKO K Pod

e L3,L4,L7 nonntuku

ﬂnmw*
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| Custom network policy

e [lo3BoNsieT orpaHM4YMBaTb AOCTYN HE TONbKO K Pod
e L3,L4,L7 nonntuku

e DNS-based nonntukm

ﬂ_um**
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| Custom network policy

e [lo3BoNsieT orpaHM4YMBaTb AOCTYN HE TONbKO K Pod
e L3,L4,L7 nonntuku
e DNS-based nonntukm

e Clusterwide nonutnku

ﬂ_um**
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| Custom network policy

e [lo3BoNsieT orpaHM4YMBaTb AOCTYN HE TONbKO K Pod
e L3,L4,L7 nonntuku

e DNS-based nonntuku

e Clusterwide nonntukun

e PaclumpeHHbIn hyHKLMOHAN paboTbl CENEKTOPOB

ﬂ_um**
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| Custom network policy

e [lo3BoNsieT orpaHM4YMBaTb AOCTYN HE TONbKO K Pod
e L3,L4,L7 nonntukmn

e DNS-based nonntuku

e Clusterwide nonntukun

e PacwupeHHbIn hyHKLUMOHaN paboTbl CENEKTOPOB

e [lpuBsaska K Service, ServiceAccount, ...

ﬂnmw*
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| Cilium Editor

@ Outside Cluster

Any endpoint

{ } In Namespace

Any pod

In Cluster

{ } In Namespace
E Ingress
Detault Allow

app=foo

@ Outside Cluster
Any endpoint

10.0.2125/32

{ } In Namespace

Any pod

» In Cluster

Feedback/Questions?

-." Ask on Slack

1INITE

Everything in the cluster Everything in the cluster

Kubernetes DNS Allow DNS

[N @  Kubernetes Network Policy | Cilium Network Policy v Tutorial: Allow Egress To Pod | Flows upload

Policy Rating 80877 DT

apiVersion: networking.k8s.io/vl Tutorial: Allow Egress To Pod

kind: NetworkPolicy
nietadatas If you come from a traditional Networking background, it might be tempting to use a
/32 CIDR rule to allow traffic to the IP address of a Pod as shown in the output of

name: allow-egress-to-pod kubectl describe pod. For example:

spec:
podSelector: egress:

matchLabels: = e .
- ipBlock:

cidr: 10.0.2.125/32

00 N o U e W N

app: foo
egress:

- to: However, Pod IPs are ephemeral and unpredictable, and depending on a network
plugin implementation, ipBlock rules might only allow egress traffic to destinations
outside of a cluster. Kubernetes documentation recommends using ipBlocks only
for IP addresses outside of your cluster.

- ipBlock:
cidr: 1040:2:125/32

Instead of using ipBlock, use podSelector and namespaceSelector to:
« Allow egress traffic to only certain pods

e Allow all egress traffic within same namespace




| Cilium Editor

e MOXHO Ierko HakJIMKMUBaTb HY>XHbl€ MOJIMTUKH

ﬂnm**

SH)



| Cilium Editor

e MOXHO Ierko HakJIMKMUBaTb HY>XHbl€ MOJIMTUKH

e ECTb BOBMO)XXHOCTb aBTOMaTUYECKOM reHepauumm no aoram

ﬂnm**
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| Cilium Editor

e MOXHO Nnerko HakJIMKnBaTb HY>XXHble MOJIUTUKHK
e ECTb BO3MOXHOCTb aBTOMaTM4YeCKON reHepawuum rno aoram
e hubble observe --output jsonpb --last 1000 --follow --namespace

your-namespace > your-namespace-flows.json

S7



| Cilium Editor

e MOXHO Nnerko HakJIMKnBaTb HY>XXHble MOJIUTUKHK

e ECTb BO3MOXHOCTb aBTOMaTM4YeCKON reHepawuum rno aoram

e hubble observe --output jsonpb --last 1000 --follow --namespace
your-namespace > your-namespace-flows.json

e Cepsuc Bucut B MHTepHeTe

58



| Cilium Editor

e MOXHO Nnerko HakJIMKnBaTb HY>XXHble MOJIUTUKHK

e ECTb BO3MOXHOCTb aBTOMaTM4YeCKON reHepawuum rno aoram

e hubble observe --output jsonpb --last 1000 --follow --namespace
your-namespace > your-namespace-flows.json

e Cepsuc Bucut B MHTepHeTe

® reHepaLl,I/IFI MOJIMTUK MO JZ1I0llaM B KOHerTHbIVI MOMEHT BpPpEMEHN

59



| Cilium Editor

e MOXHO Nnerko HakJIMKnBaTb HY>XXHble MOJIUTUKHK

e ECTb BO3MOXHOCTb aBTOMaTM4YeCKON reHepawuum rno aoram

e hubble observe --output jsonpb --last 1000 --follow --namespace
your-namespace > your-namespace-flows.json

e Cepsuc Bucut B MHTepHeTe

e [eHepaynsa NOAUTUK NO JioraM B KOHKPETHbIN MOMEHT BPEMEHMU

e 3aBsa3Ka Ha KOHKpeTHbIN CNI n gononHuTenbHble pecypcbl Ha cepBuc hubble

60



| Inspektor gadget

Inspired by Brendan Gregg original image

Various:

trace capabilities Aoplications

trace dns i snapshot socket

top ebpf

System Libraries trace tcpdrop
trace exec

traceloop trace open

System Call Interface -«——trace signal

trace fsslower trace tcp

trace mount Ty trace tcpconnect
> VFS Sockets Scheduler ace fopeo
top file

File Systems TCP/UDP \ Virtual
top block-io
P Volume Manager P Memory snapshot process

Block Device Ethernet Clocksource trace oomkill

profile block-io Device Drivers

trace network Firmware

: trace sni trace bind  top tcp profile ¢pu

ﬂnm**’
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| Inspektor gadget — generate network policy

e kubectl krew install gadget

mnu-**
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| Inspektor gadget — generate network policy

e kubectl krew install gadget
e kubectl gadget deploy

mnu-**
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| Inspektor gadget — generate network policy

e kubectl krew install gadget
e kubectl gadget deploy
e kubectl gadget advise network-policy monitor -n demo --output

./networktrace.log

mnu-**
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| Inspektor gadget — generate network policy

e kubectl krew install gadget

e kubectl gadget deploy

e kubectl gadget advise network-policy monitor -n demo --output
./networktrace.log

e kubectl gadget advise network-policy report --input ./networktrace.log

> network-policy.yaml
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| Inspektor gadget — generate network policy

e kubectl krew install gadget

e kubectl gadget deploy

e kubectl gadget advise network-policy monitor -n demo --output
./networktrace.log

e kubectl gadget advise network-policy report --input ./networktrace.log
> network-policy.yaml

e Hy>XHbI OMONHUTENbHbIE PECYPChI

66



| Inspektor gadget — generate network policy

e kubectl krew install gadget

e kubectl gadget deploy

e kubectl gadget advise network-policy monitor -n demo --output
./networktrace.log

e kubectl gadget advise network-policy report --input ./networktrace.log
> network-policy.yaml

e HyXHbl p,OI'IOJ'IHl/ITeJ'IbHIbIe pecypchbl

e BcA reHepauus ToNbKO B KOHKPETHbIN MOMEHT BPEMEHM

67/



| Inspektor gadget — generate network policy

e kubectl krew install gadget

e kubectl gadget deploy

e kubectl gadget advise network-policy monitor -n demo --output
./networktrace.log

e kubectl gadget advise network-policy report --input ./networktrace.log
> network-policy.yaml

e HyXHbl p,OI'IOJ'IHl/ITeJ'IbHIbIe pecypchbl

e Bca reHepauunsi TOSIbKO B KOHKPETHbI MOMEHT BpeMeHMU

e ECTb MHCTpPYMEHTbI, rae nonyvyeHue rnoaMTUK aBToMaTU3NpPOBaHO, HO KaK npaBuno

OHW MJ1aTHblE i



- KoHTponb pecypcoB

(LUNTRY



| NIcnonbayem CODEOWNERS

e EcTb B nnatHom Bepcum Gitlab

ml'lk"”ﬁ
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| NIcnonbayem CODEOWNERS

e EcTb B nnatHom Bepcum Gitlab

e PeBbloBepbl Ha3Ha4yarOTCA aBTOMaTUYECKHU

anMw*
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| NIcnonbayem CODEOWNERS

e EcTb B nnatHom Bepcum Gitlab
e PeBbloBepbl Ha3dHa4yaTCA aBTOMaTUYECKMU

e Mepa)X He NponaeT Noka Bnaaeney gannia He 0J06pUT PEKBECT

anMw*
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| NIcnonbayem CODEOWNERS

e EcTb B nnatHom Bepcum Gitlab
e PeBbloBepbl Ha3dHa4yaTCA aBTOMaTUYECKMU

e Mepa)X He NponaeT Noka Bnaaeney gannia He 0J06pUT PEKBECT

8« Requires 3 approvals from Code Owners.

Collapse
Approvers Approvals Commented by Approved by
+ All eligible users @ Optional

Code Owners

Documentation 0of 2

*.md

Ruby 0 of1
#*.rb

m IINITTE

73



| NyTb Ao aennos

Object r .
Schema Validating Persisted

admission Validation admission to etcd

API request API

HTTP Authentication

Authorization

Mutating

handler

[ l.1
Webhook Webhook Webhook I

74



| Ucnonb3ayem PolicyEngine

e B Kyverno ectb Bo3MOXHOoCTb nucatb Validation Rule, yuntbiBas Hannuume nognucu

y pecypca

anMw*
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| Ucnonb3ayem PolicyEngine

e B Kyverno ectb BO3MOXXHOCTb nucaTtb Validation Rule, yuntbiBas Hannuyme noanncu
y pecypca
e [eHepupyeM napbl KNKOYeN ana cosign

$ cosign generate-key-pair

anMw*
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| Ucnonb3ayem PolicyEngine

e B Kyverno ectb BO3BMOXHOCTb nucaTb Validation Rule, yuntbiBas Hannyme noanmcu
y pecypca

e [eHepupyeM napbl KNKOYeN ana cosign

$ cosign generate-key-pair

« C nomouwbto yTunutbl kubectl-sigstore nognucoiBaem Hall MaHUGECT 3aKpbITbIM
KJ/1FOYOM; Ha BbIXOZe NoJsly4yaeM HOBbIN MOANMUCAHHbIM MaHUPECT

$ kubectl-sigstore sign -f secret.yaml -k cosign.key --tarball no -o

networkpolicy-signed.yaml
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| Ucnonb3ayem PolicyEngine

e B Kyverno ectb BO3BMOXHOCTb nucaTb Validation Rule, yuntbiBas Hannyme noanmcu
y pecypca

e [eHepupyeM napbl KNKOYeN ana cosign

$ cosign generate-key-pair

« C nomouwbto yTunutbl kubectl-sigstore nognucoiBaem Hall MaHUGECT 3aKpbITbIM
KJ/1FOYOM; Ha BbIXOZe NoJsly4yaeM HOBbIN MOANMUCAHHbIM MaHUPECT

$ kubectl-sigstore sign -f secret.yaml -k cosign.key --tarball no -o

secret-signed.yaml

e, B nonutuke ana kyverno ykasbiBaeM OTKPbITbIN K/KOY, MOYYEHHbIN Ha NEPBOM

JTarne

mnu-**
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ALUNT!
| Ucnonb3ayem PolicyEngine

apiVersion: kyverno.io/vl
kind: ClusterPolicy
metadata:
name: validate-secrets
spec:
validationFailureAction: Enforce
background: true
rules:
- name: validate-secrets
match:
any:
- resources:
kinds:
- NetworkPolicy
validate:
manifests:
attestors:
- count: 1
entries:
. - keys: ¢
publicKeys: |-

MFkwEwYHK0ZIzj@CAQYIKoZIzj@DAQcDQQAEStoX3dPCFYFD2uPgTjZ0f1I5UFTa
1tIu7uoGoyTxJqgEg7K2aqU+vy+aK76uQ5mc1lc+TymVtcLk10kcKvb3FQ==

79



| No6aBnsiem GitOps onepaTop

e Kyverno otnn4Ho Bctpansaetca B Cl/CD

mnu-**
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| No6aBnsiem GitOps onepaTop

e Kyverno otnm4yHo BcTpauBaetca B Cl/CD
e MOXHO nognucbiBaTb pecypchbl Yepes

keyless signing

anMw*
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| No6aBnsiem GitOps onepaTop

e Kyverno otnn4Ho Bctpansaetca B Cl/CD

e MOXHO noAnucbiBaTb pecypchbl Yyepes
keyless signing

e Hactpansaem ArgoCD Takum o6pasom,
4YTOOb! AEMNTOUTNCH PeCYpPCbl TOSIbKO N3

MoANMCaHHOW BETKU

m]-u»nr*
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Demo time

(LUNTRY



org=empire
class=tiefighter

org=alliance
class=xwing

org=empire
class=deathstar

namespace=default

mplknf'
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org=empire
class=tiefighter

org=alliance
class=xwing

Ingress Network Policy:
tiefighter — deathstar
allow tcp/80

org=empire
class=deathstar

namespace=default

mplknf'
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org=empire
class=tiefighter

|

org=allidnce
class=xwing

Ingress Network Policy:
tiefighter — deathstar
allow tcp/80

http POST /v1/request-landing

http POST
/vi/request-landing

http PUT ) (

Iv1/exhaust-port

, /

org=empire
class=deathstar

mplknf'
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| BoiBoabI

- B peaJibHbIX OKPY>XXEHUNAX CETEBOE B3anMOJeNCTBME HAMHOIO C/TIOXKHEE, YEM

TO YTO NIEXUT B OTBETCTBEHHOCTU pa3paboTymMKa MUKPOCeEpBUCa

ﬂ_um**
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| BoiBoabI

* B peanibHbIX OKPY>XeHUAX CETEBOE B3aMMOAeNCTBME HAMHOIO CNIOXHEee, YeM
TO YTO NIEXUT B OTBETCTBEHHOCTU pa3paboTymMKa MUKPOCeEpBUCa

*  WTtoroBble Network Policy — Tpya HeECKONbKUX AenapTaMeHTOB

ﬂnmw*
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ﬂnmw*

| BoiBoabI

B peanbHbIX OKPY>XXEHUSX CETEBOE B3aUMOAENCTBME HAMHOIO CITIOXKHEE, YEM
TO YTO NIEXXUT B OTBETCTBEHHOCTU pa3paboTymnmka MUKpocepBMCa
NToroeblie Network Policy — Tpya HeCKONbKUX genapTaMeHToB

Pa3paboTumnk nyylue Bcex (A0/KeH) NOHMMaeT 6U3HEC-TIOrMKY MUKpOCepBuCa
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| BoiBoabI

* B peanbHbIX OKpYy)XeHUNAX CETEBOE B3aUMOENCTBNE HAMHOIO C/IOXKHEE, YEM
TO YTO NIEXXUT B OTBETCTBEHHOCTU pa3paboTymnmka MUKpocepBMCa

*  WTtoroBble Network Policy — Tpya HeECKONbKUX AenapTaMeHTOB

+  Pa3paboTumk nyyiue Bcex (A01KeH) NOHMMAaET BU3HEC-NOrMKY MUKPOCEpBUCaA

«  C nomoubto Network Policy MO)XXHO o4eHb rMbKOo orpaHM4YnBaThb CETEBOE

B3auMOoJenUCTBME BaLLnNX cepBncoB
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| BoiBoabI

* B peanbHbIX OKpYy)XeHUNAX CETEBOE B3aUMOENCTBNE HAMHOIO C/IOXKHEE, YEM
TO YTO NIEXXUT B OTBETCTBEHHOCTU pa3paboTymnmka MUKpocepBMCa

*  WTtoroBble Network Policy — Tpya HeECKONbKUX AenapTaMeHTOB

+  Pa3paboTumk nyyiue Bcex (A01KeH) NOHMMAaET BU3HEC-NOrMKY MUKPOCEpBUCaA

«  C nomoubto Network Policy MO)XXHO o4eHb rMbKOo orpaHM4YnBaThb CETEBOE
B3aMMOeNCTBUE BaLLUX CEPBUCOB

«  MuKpocermMeHTaLus — Ba)KHbI acnekT 6e30nacHOCTU U KoHuenuun ZeroTrust
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Cnacu6o 3a BHUMaHue!

Telegram: @rObinak
E-mail: sk@luntry.ru

(@LUNTDU

luntry.ru
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