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« 10+ years in Information Security

« Co-organizer of conferences ZeroNights, DEFCON Russia
(#7812)

« Ex-author and editor in “XAKEP”"
« Author of k8s (in)security Telegram channel
« Authiored“Cloud-Native Security B Kubernetes” course

 Does not believe that you can make a system secure and
reliable without understanding it.
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Containers Matrix by MITRE

Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Impact
Escalation Access Movement
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https://attack.mitre.org/matrices/enterprise/containers/

Threat matrix for Kubernetes ONE
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https://www.microsoft.com/security/blog/2021/03/23/secure-containerized-environments-with-updated-threat-matrix-for-kubernetes/
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NIST CyberSecurity Framework
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Shield Matrix by MITRE .
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https://shield.mitre.org/resources/downloads/Introduction_to_MITRE_Shield.pdf

MITRE Engage
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https://engage.mitre.org/matrix/

D3FEND Matrix by MITRE

A knowledge graph of cybersecurity countermeasures
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Deception phase

From reactive to active security

« |dea
« Decoys
 Traps
« Concept

"Detection through Deception”
"Security Through Deception®

« Benefits:

Easy to get started
No/Low false positives
Attack agnostic

Doesn't increase the attack #*
surface

Low overhead

Kubernetes security: Deception phase
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EVOLUTION OF DECEPTION TECHNOLOGY

1998

HONEYPOT

2000

HONEYNET

2003 2016

HONEYTOKEN DECEPTION PLATFORM

!"’

2012

HONEYPOT 2.0
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Cyber kill chain

« A defender only has to make one mistake to get compromised.

* An attacker only has to make one mistake to get detected.
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| | | |
I Weaponization 1 Exploitation 1 Command |
| | [ & Control I z B
| | | | i
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Recon Delivery Installation Exfiltration .
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Threat Actors

Not all adversaries are the same

« Different adversary models have
different entry points and
opportunities

« Deception phase has to be
organized considering relevant
models:

« But adversaries can switch
models

« Different decoys can help catch
different adversaries

« We need a complex approach

Kubernetes security: Deception phase
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Malicious Internal User | A user, such as an administrator or developer, who uses their
privileged position maliciously against the system, or stolen
credentials used for the same.

Internal Attacker An attacker who had transited one or more trust boundaries,
such as an attacker with container access.

External Attacker An attacker who is external to the cluster and is
unauthenticated.

Administrator An actual administrator of the system, tasked with operating
and maintaining the cluster as a whole.

Developer An application developer who is deploying an application to a
cluster, either directly or via another user (such as an
Administrator).

End User An external user of an application hosted by a cluster.

i
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https://github.com/trailofbits/audit-kubernetes/blob/master/reports/Kubernetes%20Threat%20Model.pdf
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Implementation requirements

The cloud-native way

1. Lives with GitOps
2. Does not require extra effort from development teams

3. Minimum labor resources required

Spoiler: It's easy to do in Kubernetes;)

Kubernetes security: Deception phase
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How to deploy bait and traps? {ERE
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Decoy Environment: Connected Honeynet, Integrated Honeynet, Standalone Honeynet

* |nside production microservices (Pod)

* Adversary entered a microservices and
investigates files & envs

«  MutatingAdmissionWebhook

* Next to production microservices
« Adversary studies network environment
« DaemonSet

« On all Nodes in production

* Adversary escaped the container and
studies a Node

 DaemonSet

Kubernetes security: Deception phase

« On aspecial Node in production
 Redirect adversary

 Kubernetes pod to node scheduling:
nodeSelector, Node affinity, taints and
tolerations

* |In a special Cluster
« Qutside adversary
 Multiple ingress controllers

* Multitenancy: Clusters as a Service,
Virtual cluster

‘
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What to use as decoy?

Something that has no interactions

« Kubernetes cluster
« Nodes

« Pod/Workload
 Vulnerable apps
« Known ports like 80, 44134 (Tiller)
« Consider NetworkPolicy

e Secret
« Fake sensitive information
« ServiceAccount token

« Non-used CRDs

« Their list is available (/api) throughDefault

ServiceAccount

Kubernetes security: Deception phase
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* Ingress, Services, Endpoints

Paths :

DNS records | {_
Ul: Apache NiFi,"KuE‘eﬂow, Argo’
Workflows, Weave 1"ippe, and th
Kubernetes dashboard. 3
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Prepared Clusters/Nodes/Workloads/Pods/Containers = .
Decoy Environment: . 7 -

+ Connected Honeynet,

* Integrated Honeynet,

+ Standalone Honeynet

Initial Execution Persistence Privilege Defense Credential Discovery Lateral Collection Impact ”~

access escalation evasion access movement

[P 1
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DaemonSet
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Can help place decoys on every Node and subnetwork
Great for detecting:

Adversaries inside Pods

Scan local IP ranges for open TCP and UDP
ports

bléakhat 'a
Adversaries on Nodes

UsA =z@22
[ ]

After container escape

BRIEFINGS

Kubernetes Privilege Escalation:
Steal secrets from node filesystem

Container Escape == Cluster Admin?

Yuval Avrahami & Shaul Ben Hai, Palo Alto Networks

#BHUSA @BlackHatEven

Source link’ _

L
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https://www.blackhat.com/us-22/briefings/schedule/index.html#kubernetes-privilege-escalation-container-escape--cluster-admin-26344
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Placing decoys

« Secrets resources and configs are added to a Pod/container as:
« File
* Envs

« Through DaemonSet, you can place decoy on Nodes
» Certificates, keys, ...

St ST
P et e
e ¥
.

o

=
ot

Initial Execution Persistence Privilege Defense Credential Discovery Lateral Collection Impact
access escalation evasion access movement

1P !
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MutatingAdmissionWebhook T
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Invisible/transparent modification

API reques H%FEI,'IF' !-thhen!ica!ion P;‘Iul_atu_'lg S(g:j:: n?a -l \I:quati_ng Persnstgd
Using MutatingAdmissionWebhook, without == | |
bothering the development team, you can:

« Add special IPs and DNSs into containers’ env
variables and monitor calls

Webhook || Webhook | Webhook

| S

« Add files using init container and monitor
calls to them

» like Secrets Store CSI Driver, Vault Agent kind: MutatingWebhookConfiguration
Sidecar Injector webhooks:

: : - name: my-webhook.example.com
You can use Policy Engines and create mutate ~ules Y P

policy: - operations: ["CREATE"]

) apiGroups: [""]
Kyverno apiVersions: ["v1"]

« OPA gatekeeper resources: ["pods"]
scope: "Namespaced"

apiVersion: admissionregistration.k8s.1io0/v1

Kubernetes security: Deception phase
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All around is microservices /ﬁ !
Usually, it's tightly related to the Decoy Environment. " g

Initial Execution Persistence Privilege Defense Credential Discovery Lateral Collection
access escalation  evasion access movement

[vhn 1
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Ingress, Service

Find me, catch me!

* Multiple ingress controllers
* ingressClassName
* Ingress rules & path

spec:
rules:
- host: foo.bar.com
http:
paths:
- backend:
service:
name: servicel
port:
number: 80
path: /cards
pathType: Prefix

ServiceName

/’______')\‘______‘\

- host: bar.baz.com
http:
paths:
- backend:
service:
name: service2

\____\V'___"}

port:
number: 80
path: /cards
pathType: Prefix

NameSpace

Kubernetes security: Deception phase

names & DNS

Outside K8s cluster
Node

10.0.1.0/24

&

» External entity 10.0.1.10

pod

Frontend

—

CN

« All Pods have IPs
« All Pods can talk
+ PodCIDR[s] per node

* Internal entity

Cluster Domain

/’________‘A\________‘\

(—cluster-domain)

kubernetes.default.svc.cluster.local
force.tencent.svec.cluster

Node

10.0.2.0/24

10.0.2.20

Backend

NO
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« Services for load-balancing
+ DNS for service-discovery

+ Network Policy for seg
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Decoy Session token
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Kubernetes ServiceAccount Token (SA) //,.-,-:‘.-'f
« Everything* goes through Kubernetes API server and RBAC oo e
« Everything is located at /var/run/secrets/kubernetes.io/serviceaccount/token
Initial Execution Persistence Privilege Defense Credential Discovery Lateral
access escalation  evasion access

Collection Impact
movement

i !

Kubernetes security: Deception phase
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Kubernetes Honey/Canary Token

Most searched for

You can monitor:

« Calls to API SelfSubjectAccessReview, SelfSubjectRulesReview

« Denied transactions

«  Anomalous calls to /var/run/secrets/kubernetes.io/serviceaccount/token

You can check serviceAccountName on Policy Engine as well as:

+ Block Ty
any:
« Redirect (trough mutate policy) et
- CronJob
A Alert pr:ﬁir;ditions:
- Ley: {{serviceAccountName}}"
operator: AnyIn

value: ["build-default", "build-base"]

MOYKHO TOBUTb MCMNOMb30BaHMe Peirates.
What is Peirates?

Peirates, a Kubernetes penetration tool, enables an attacker to escalate privilege and pivot through a Kubernetes
cluster] It automates known techniques to steal and collect service account tokens, secrets, fobtain further code

execution, and gain con

Kubernetes security: Deception phase * . / 26


https://github.com/inguardians/peirates

Decoy User Credential

All Kubernetes clusters have two categories of users: service accounts
managed by Kubernetes, and normal users.

User

Federation 2
S x:
"~ ~

feYoYe)

cti
Kubernetes OIDC SSO Direcltory

It is assumed that a cluster-independent service manages normal users in

the following ways:
-

e an administrator distributing private keys

+ Roles + Users + Users
» Service Accounts + Groups + Passwords
+ Tokens + Audit logs + Groups

+ Sessions

+ Password policy

e a user store like Keystone or Google Accounts

e a file with a list of usernames and passwords

In this regard, Kubernetes does not have objects which represent normal user

Initial Execution Persistence Privilege Defense Impact

access escalation evasion a
Using

cloud creds 3

Kubernetes security: Deception phase QR Code 27,
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« Containers are awesome! /
« Speed, Isolation, Portability, ...

« Containers orchestrated by Kubernetes are super awesome!

« Kubernetes makes many processes easy /

« Declarative system 55

« APIl-based approach o
« Combine and trick adversaries in new ways ;) /

* You are only limited by your imagination

« Deception phase isn't a silver bullet, but it's a cool addon!
« Defense in depth
« |dentify, Protect, Detect, Respond, Recover LB =

I‘lf'

Kubernetes security: Deception phase 29
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https://t.me/k8security/619 onga obama goknana
CoBceM HefaBHO B paMkax SANS Blue Team Summit 2021 6bin NnpeacTaBneH Aoknan
"DeTT&CT(ing) Kubernetes ATT&CK(s) with Audit Logs .
(https://www.sans.org/presentations/detecting-kubernetes-attacks-with-audit-logs/)" n y
ceyac AOCTyMHbI Kak cnanapl (https:/sansorg.egnyte.com/dl/uzWJooPORI), Tak Buaeo + ¢ .
(https://www.youtube.com/watch?v=RwKbf8wqgzpl&ab_channel=SANSCyberDefense) )"
BbICTYM/IeHUS.

4

I

Mo MHe gaHHbIM MaTepwan 6onee HarnagHo (C NpPUMepaMuy U NPWBSA3KaMU K TEXHUKaM "
n3 MITRE ATT&CK) gononHaeT paboTbl "Detection Engineering for Kubernetes clusters f -
(https://t.me/k8security/450)" 1 "Threat Hunting with Kubernetes Audit Logs 3 |
(https://t.me/k8security/393)", 0 KOTOPbLIX S NKCa paHee. (T , ’@@%_ ’

W

B KOHLLe, aBTOP eLle HEMHOIO MOKa3bIBaET, KaK CO BCEMU STUMM TIOFaMM MOXXHO paboTaTh:
B Splunk.
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Special k8s entities

Special ;)

A separate Kubernetes cluster or Node with decoys
and extra control
Pod that does not have any interactions

« Consider NetworkPolicy

Special Secret
» Secrets Store CSI Driver to add critical info types
to containers
Special DNS records
« Known names and services, like Tiller

« |Interfaces: Apache NiFi, Kubeflow, Argo
Workflows, Weave Scope, and the Kubernetes
dashboard.

Fake CRDs that can be seen with Default
ServiceAccount

Kubernetes security: Deception phase
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To K UeMy He O0/MKHO ObiTb ObpaLLeHN 1 B3a

rvices, Endpoints

« Kubernetes cluster l In
*  eCcnu K HeMy naeT obpalleHmne To

6nokuposatb IP |
« Pod/Workload N |

* YuumtbiBaTb NetworkPolicy * [loagsnbHble Bl g lf
. BCMCTeMeqTCo émul—l,ﬁcnorwomb D aulﬂ"

ServiceAccount

« Nodes

» Secret

» Secrets Store CSI Driver onga Ma
KPUTUYHOWN MHPbI B KOHTEUNHE

« CneumnanbHble PortSOTxopou_lo M3BeCTHHX |
peLeHn - I

7 P ex ety + Tiller Port TCP/44134

 3BecTHble MMeHa U cepBUChl TNa Tiller

« NHTepdencol: Apache NiFi, Kubeflow,
Argo Workflows, Weave Scope, and the
Kubernetes dashboard.

Kubernetes security: Deception phase _ . < C .‘\:Jéf
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: I. Attacker gains RCE
Production in front end pod

SOC & SIEM

Frontend Front end alerting

Audit
logs

Cryptowallet ' crvotowallet —
(honeypot) ypiow 3. Attockey

finds the

2. Attocker scans CNI network lookingl  pona ypot
o - [p— - . I P il L4
for services (perhaps nmap scannimng, | and tries an

AP AP

enumerating DNS, or from service | HTTP call
BNV vars) : This calf
m | Wiries toa
. I log, which
Deploy | triggers
| analert.
I
J
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Links

7707

« https;//github.com/stone-z/canarytokens-k8s
« https;//blog.thinkst.com/2021/11/a-kubeconfig-canarytoken.html

« https:;//app.bountysource.com/teams/canarytokens-docker/issues

Kubernetes security: Deception phase
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