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* OcHoBaTeNb U TeXHUYECKUN gupekTop Luntry

* OnbIT B B 60nee 10 net

- CoopraHusaTtop kKoHdepeHuuin ZeroNights, DEFCON Russia (#7812)

* bBbIB. aBTOp cTaTen n pegakTop pyopuk B XXypHane “XAKEP"

« ABTop Telegram-kaHana “k8s (in)security”

« ABTOp Kypca “Cloud Native 6e3onacHocTb B Kubernetes”

* He BepuT, YTO CUCTEMY MOXHO CAenaTb HafeXXHON 1 6e30nacHoOn, He NOHUMas ee.

- Joknaguuk: BlackHat, HITB, ZeroNights, HackInParis, Confidence, SAS, PHDays
DevOpsConf, KuberConf, VK Kubernetes Conference, HighLoad++ v ap.



http://luntry.ru/
https://t.me/k8security
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| Shift Left testing

Percentage i = % Defect injection
i

of defects

introduced

Coding Unit Test Functional
Test

Jones, Capers. Applied Software Measurement: Global Analysis of Productivity and Quality.

UcTouHuk: https://www.stickyminds.com/article/shift-left-approach-software-testing



https://www.stickyminds.com/article/shift-left-approach-software-testing
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| SecDevSecOpsSec

Kubernetes: =«
TpaHchopmMmaLus
K SecDevSecOpsSec

ImMmutpun EBoOKMOB ‘
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Ccbinka Ha BbICTynneHune hitps://www.youtube.com/watch?v=pfOEWAESHwWo0&ab_channel=DevOpsChannel



https://www.youtube.com/watch?v=pfOFwAE5Hwo&ab_channel=DevOpsChannel
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| Shift Everywhere

“Shift Left” is becoming “Shift Everywhere.”

Although shift left has been promoted as doing some security testing during development, that is a large
simplification of what we meant. More accurately today, some secure software development lifecycles (SSDLs) seek
to conduct an activity as quickly as possible with the highest fidelity as soon as the artifacts on which that activity
depend are made available. Sometimes, that’s to the left of where you're doing things today, but often times, it’s

to the right. In addition, technology trends naturally require shifting right to produce rapid and accurate telemetry
from modern languages, frameworks, and software orchestration.

Established practices such as secure code review are leveraging enhanced source code management features to allow
review during multiple phases. For example, shift left to initial code commits and shift right to augment metadata
offered as part of pull requests sent to repository maintainers when code is finished and tested. These options reflect a
desire to present results both where they can be achieved the soonest and where they will be most impactful.

Some organizations evaluating defect discovery tools and services are showing a growing preference for continuous
event-based security telemetry throughout a value stream rather than a sing|e point-in-time ana|ysis.

Those organizations attempting to maintain accurate software inventory data are discovering the need to align
efforts across source code content management, the build process, the deployment process, and the operations
environment, where inventory granularity and content will likely be different with each view and will also change
frequently. Such organizations are struggling to maintain the effectiveness of their existing inventory efforts while
also adapting to new software lifecycles, software architecture changes and any underlying software, deployment,
and cloud technologies changes happening in response to the engineering self-service trends and the digital
transformation sea change.

NcTouHuk: Building Security In Maturity Model (BSIMN



https://www.bsimm.com/download.html

| BesonacHocTb Runtime
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| Mopenu HapylumTenei

* BHYTpeHHUH
* BHewWwHNN

. 277
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| BMecTo 3aK/1oueHns

« besonacHocTb Runtime o4yeHb Ba)kHasi cocTaBnstowaa 6e30nacHOCTH
B Runtime naet pa6ota ¢ peanbHBIM1 faHHbIMM
* OT Runtime aBuratoTcs B SIEBYIO .CTOpOHy n peanusytoT Shift Everywhere Security
*  Hy)XXHO BMAeTb N NOHMMAaTb 4YTO NpoucxoauTt B Runtime
*  [lOMHUTe 0O MoAEeNsax HapyLINTeNS
*  BnwuseT Ha Bbléop KOHTpoJsien 6€30nacHOCTH
» CkaHupoBaHus B pipeline 3To He naHaues

* besonacHocTb Bellb KOMMJieKCHas



ITRY
Cnacunbo 3a BHMmMaHue! @LU"

luntry.ru

Email: de@luntry.ru
Twitter: @evdokimovds
Telegram: @Qu3b3c



	Слайд номер 1
	Слайд номер 2
	Слайд номер 3
	Слайд номер 4
	Слайд номер 5
	Слайд номер 6
	Слайд номер 7
	Слайд номер 8
	Слайд номер 9
	Слайд номер 10

