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Agenda

 BeepeHmne B SOAR
 Kubernetes Policy Management

» (Cluster) PolicyReport Bce TPpHOKU BbINMOAHEHDI
» SOAR B Kubernetes npogeccroHaramu |

+ Deploy-dasa Bo BpemMAa CbeMOK HUKTO

» Playbooks He nocTpapan!

* Runtime-¢pasza

* Playbooks
e 3ak/Iro4eHye
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« OcHoBaTenb 1 TexHN4Yecknn gnpektTop Luntry

« OnbiTB VIBb 60n1€e 10 neT

« Coopranuzatop koHdepeHuun ZeroNights, DEFCON Russia (#7812)
* BbbIBLWNIM aBTOp cTaTen 1 penakTop pybpuk B xxypHane “XAKEP™

« ABTop Telegram-kaHana “k8s (in)security”

 ABTOp Kypca “Cloud Native 6ezonacHocTb B Kubernetes”

* He BepWUT, YTO cUCTEMY MOXKHO caenaTb Hage>XHom 1 6e3onacHown,
He noHmmasa ee.

« [Hoknagunk: BlackHat, HITB, ZeroNights, HackInParis, Confidence,
SAS, PHDays, DevOpsConf, KuberConf, VK Kubernetes Conference,
HighlLoad++ n gp.



http://www.luntry.ru/
https://t.me/k8security
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S yacTb - 3aK/iroudnTenbHas

TyacTb
* DevOpsConf 2021
« Kubernetes: TpaHchopmauma Kk SecDevSecOpsSec
2 4acTb
« VK Kubernetes Conference 2021
3 4yacTb

« Welcome ;)



https://www.youtube.com/watch?v=pfOFwAE5Hwo&ab_channel=DevOpsChannel
https://www.youtube.com/watch?v=mVoVhlgkV_Q
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BeepeHmne B SOAR




SOAR

SIEM “ORIENT”

Analysis

Dashboards

SOAR “DECIDE”

Playbooks
Fully Automated Playbooks

Reports
Link Analysis Visualization

Correlation Engine
Cross-Log Source Correlation
User Behavior Analytics
Vulnerability Management
Cyber Threat Intelligence

v

Semi Automated Playbooks

Manual Playbooks

Types of Automation
Defensive Escalation Automation
Defensive Enrichment Automation
Defensive Mitigation Automation

Forensic Escalation Automation
Forensic Enrichment Automation

Network Model/Hierarchy ORIENT DECIDE Forensic Analysis Automation
EDR SOAR
Alerts Actions
EDR “OBSERVE”
OBSERVE ACT

Endpoint Detection
File Add/Remove/Modifications

Registry Add/Remove/Modifications
DNS & Network Connections
Shell/CMD Command Executions

Endpoint Response
Endpoint Isolation

Executable Quarantine
Remote Backdoor
File Upload & Download

Forensic Findings
Modeling New
Countermeasures

other technologies

Q&UNTRS
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Security Orchestration, Automation and Response (SOAR)

Inputs are Mapped to
Incident Categories

Incident Category A
Incident Category B
Incident Category C

Types of Context

Asset Criticality
Alert Criticality
SLA Classification

Data Classification

Network Criticality

—

Types of Playbooks

Fully Playbook #1
Automated Playbook #2
Playbook Playbook #3

Semi Playbook #4
Automated Playbook #5
Playbook Playbook #6

Playbook #7
Playbook #8
Playbook #9

Manual
Playbook

Types of Automation

- coion |

"An OODA-driven SOC Strategy using: SIEM, SOAR and EDR"

Types of Response



http://correlatedsecurity.com/an-ooda-driven-soc-strategy-using-siem-soar-edr/
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DoD Zero Trust Reference
Architecture

Dynamic Access
Control Plane

e —

—_ = -.
Client & Identity Assurance = e
— .7
- =" - -
Capabilities Palicy == -
+ Complyto Enforcement " P
Non- Connect Points .
Person j | Rremba i Data-Centric Enterprise (R
and Response
Entity Enforcement
[NPE) Points J
Authentication Authorization ’ ,, - Data
rr! T DecisionPoint [ Decision Point > Resource Application Data [ \
Authorization Authorization Authorization > Capabilities
Person Authentication | Authorization * Decision Point | Decision Point Decision Point | - Entity
Entity DecisionPoint | = Decision Point /_Iﬁ :::;‘:i‘;’
o LR T T T e et ettt —
. m Capabilities Capabilities Capabilities Capabilities
- Capahbilities « Macro + Micro Data Rights + Data
.'. +  User Activity Segmentation Segmentation Management Tagging
\, v Monitoring + Application + DevSecOps Data Loss
l + Privileged Access Application Prevention
\ \ Management I Development /

.
AT

Delivery
/ U Control (Proxy)

Enterprise Automated
Federated Identity Account Rﬂastar(:-ua; }
Provider (IDP) Provisioning (AAP) ecord

""""""""

Enterprise Identity Service

Figure 2: High-Level Operational Concept (OV-1)
“Department of Defense (DOD) - Zero Trust Refere

e

nce Architecture”



https://dodcio.defense.gov/Portals/0/Documents/Library/(U)ZT_RA_v1.1(U)_Mar21.pdf

DoD Enterprise DevSecOps A

Reference Design

Table 15: CSP Managed Service Monitoring Tools

Tool Features Benefits Baseline

Netflow Analysis Logs network traffic within as Helps to find anomalous patterns across REQUIRED
enclave environment and Platform
Network troubleshooting

Centralized Logging Stores logs from the entire Place to store logs across environment and REQUIRED
environment. Platform
Used by the SIEM @for log
analygrs==rrehincidé ction

Centralized Analysis SIEMEOAleor log analysis Helps to find anomalous patterns across RECOMMENDED
and irtet etection environment and Platform
Tier 3 CSSP tools

\&UNTRH

5.2.1 CSP Managed Services for Continuous Monitoring

The use of CSP managed services for monitoring alongside 3™ party security tools should
always be viewed through a “both/and” lens instead of an “either/or” lens. CSP managed
services can be utilized to monitor CSP resources & services, netflow, and entity behavior

analysis at a deeper level than with 3 party to

managed services to perform log analysis (SIE%ISOAR

. It may also be possible to employ CSP
). The monitoring ecosystem should rely

on curated |aC to instantiate the monitored environment to the maximum extent possible,
ensuring completeness and accelerating the A&A process.

DoD Enterprise DevSecOps Reference Design: CNCF Kubernetes



https://dodcio.defense.gov/Portals/0/Documents/Library/DevSecOpsReferenceDesign.pdf
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Kubernetes Policy Management




Kubernetes Policy Management

Paper

users or systems

PEP

Policy Enforcement Point

PDP

Policy Decision Point

PIP

Policy Information Point

policies

PAP

Policy Administration Point

administrator

@UNTRH

#SIG-SECURITY

Kubernetes Policy
Management

WHITE PAPER

GITHUB.COM/KUBERNETES/SIG-SECURITY

CLOUD NATIVE

COMPUTING FOUNDATION

“Kubernetes Policy Management Paper”


https://github.com/kubernetes/sig-security/tree/main/sig-security-docs/papers/policy
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PolicyReport & ClusterPolicyReport

- category: Best Practices

message: validation rule 'autogen-validate-image-tag' passed.
CreunanmnsnpoBaHHble K8s-peCypCbl  messase: validarion rue e

resources.:

lﬂl-,-IFI OTLIeTOB - apiVersion: apps/vl
kind: Deployment

Crnocobbl NPpUMEeHEHUS: name: adservice
namespace: boutique

. uid: 7f5febbb-76ca-4611-85d5-d57440eb4cOc
* Security-as-Code result: pass
rule: autogen-validate-image-tag
. scored: true
pO“Cy’aS’COde severity: medium
source: Kyverno
timestamp:

Compliance-as-Code

seconds:

Detection-as-Code Summary:

fail:

[ ) pass:
o skip:

warn:



https://github.com/kubernetes-sigs/wg-policy-prototypes
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[Tpnmepbl PolicyReport

apiVersion: wgpolicyk8s.io/vlalpha?2 rasults:
kind: PolicyReport - category: Vulnerability Scan
metadata: o . . . .
creationTimestamp: "2022-06-02T11:21:302" message: 'coreutils: Non-privileged session can escape
generation: to the parent session in chroot'
name: falco-policy-report-956c4l£3 policy: CVE-2016-2781
namespace: test properties:
resourceVersion: "597598" artifact.repository: src/collector
uid: cd%ad%944-7984-40fe-9301-bB8732cf4f4ch j
results: artifact.tag: latest
- category: SI - System and Information Integrity installedVersion: 8.32-4.lubuntul
message: '11:21:28.059042000: Informational Privileged container started (user=<NA> primaryLink: https://avd.aguasec.com/nvd/cve-2016-2781

user loginuid=0 command=container:0622b6d8a2a8 k8s.ns=test k8s.pod=sensor-lshhm

registry.server: registry.com
container=0622b6dBa2a8 image=registry.com/sensor:latest) k8s.ns=test

k8s.pod=sensor-1shhm container=0622bod8az2ag"’ resource: coreutils
policy: Launch Privileged Container resultID: 3569360dd965060%ebafd4d01f36a62badb62397e4
properties: score: "8.ec"

container.id: 0622ZbedB8aZas8
container.image.repository: registry.com/sensor
container.image.tag: latest

resources:
- apiVersion: apps/vl

evt.time: "1654168888059042000" kind: ReplicaSet
kB8s.ns.name: test name: collector-cdfd4d44fdc
kBs.pod.name: sensor-lshhm namespace: test
proc.cmdline: container:0622bédSa2ad uid: 4ca4723c-790e-47ee-8b9c-T7e96ec016b46
user.loginuid: "O" 1t
user.name: <nil> resu ) ¢owarn
result: fail severity: low
severity: high source: Trivy Vulnerability
source: Falco timesta.mp:
timestamp:
nanos:
nanos:

seconds: seconds:
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Pa6oTa c PolicyReports

* Policy Reporter - Monitoring and Observability Tool for the PolicyReport CRD with an
optional UT

 Kyverno - Kubernetes Native Policy Management

 Falco adapter - Falco Policy Report adapter receives Falco events and produces one or
more Policy Reports.

 kube-bench adapter - Building a prototype of Policy Report Generator. It aims to run a
CIS benchmark check like kube-bench and produce a policy report.

 kubearmor-adapter - This KubeArmor Policy Report adapter converts output received
from KubeArmor and produces a policy report based on the Policy Report Custom
Resource Definition.

* Trivy Operator PolicyReport Adapter - Creates PolicyReports based on the different
Trivy Operator CRDs like VulnerabilityReports



https://github.com/kyverno/policy-reporter
https://kyverno.io/
https://github.com/kubernetes-sigs/wg-policy-prototypes/tree/master/policy-report/falco-adapter
https://github.com/mritunjaysharma394/policy-report-prototype
https://github.com/kubernetes-sigs/wg-policy-prototypes/tree/master/policy-report/kubearmor-adapter
https://github.com/fjogeleit/trivy-operator-polr-adapter

Tool: Policy Reporter

r Al
E . eoe M- < 00 172.20.237.180 T ¢ h + £
CTb noggep>xKa: .
=  Policy Reporter ul | ®@10s ~ ‘ | Light -
.
« Grafana Loki :
[ H Dashboard
Trivy ConfigAudit Results
ﬁ Policy Reports ~
.
[
Trivy ConfigAudit Policies - Kinds - Severities -
Trivy Vulnerability
Categories - Namespaces v
. S | a( : I< ﬁ ClusterPolicy Reports A
Falco Failing Policy Results per Namespace Passing Policy Results per Namespace
M Trivy CIS Kube Bench
° ISCOYr .. e I
knfs knfs
4 Kyverno Policies . -
e M [eams - -
0 Kyverno Verifylmages mornitoring “ monitoring “
palicy-reporter m palicy-reporter
.
 Policy Reporter UL
trivy-adapter . trivy-adapter ‘
trivy-system _ trivy-system 275

o 30 60 90 120 150 180 210 240 270 300 0 38 76

114 152 180 228 266 304 342 380
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HepocTtaTtkm Policy Reports

« OTCyTCTBME YHUBEPCASIbBHOCTU
« He BCe peaynbTaThl XOPOLWO NoXaTCAa Ha OaHHbIN pecypcC
* [[poBrnemMa pasrpaHnyeHmna gocTyna K pecypcy

« Noctyn B RBAC k (Cluster) PolicyReport Tviny naeT 4ocTyn Ko
BCEeM oTyeTaMm
kubectl get polr

NAME PASS FAIL WARN ERROR SKIP AGE
falco-policy-report-2554a679 0 8 0 0 0 84m
falco-policy-report-5653071le 0 0 0 0 0 77m
trivy-audit-polr-access 19 15 0 0 0 51m
trivy-vuln-polr-everything-allowed-exec—-pod 0 0 16 0 0 51m
trivy-audit-polr-nginx-6799fc88d8 20 14 0 0 0 50m
trivy-audit-polr-ubuntu-deployment-56bb7c4678 20 14 0 0 0 51m
trivy-audit-polr-webadmin-74bb488d96 20 14 0 0 0 50m
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SOAR B Kubernetes




2 TOUKN NPUMEeHEeHNS

Deploy-¢pasza

e Admission controllers

 Policy Engines

« Kyverno, OPA Gatekeeper, JSPolicy, Kubewarden
Runtime-paza

Runtime

« Agent
* Luntry, Falco, Tracee, Tetragon, KubeArmor

« Response Engine

* Argo Events + Argo Workflow, falcosidekick



https://kyverno.io/
https://github.com/open-policy-agent/gatekeeper
https://www.jspolicy.com/
https://www.kubewarden.io/
http://www.luntry.ru/
https://falco.org/
https://github.com/aquasecurity/tracee
https://github.com/cilium/tetragon
https://github.com/kubearmor/KubeArmor
https://argoproj.github.io/events
https://argoproj.github.io/workflows
https://github.com/falcosecurity/falcosidekick
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Deploy-dpaza

API o . Object o .
Ao, i |y ArlEslon || WS || cchoms | —of VoM || e
handler Validation L 5

Policy Administration Point (PAP)
* Policy Engine

Policy Enforcement Point (PEP) weshook | wehao o

« Admissions

Policy Decision Point (PDP)
* Policy Engine

Policy Information Point (PIP)
* Jllobaa CTOpPOHHAA cucTemMa

Polic: apiserver
Template b ’
~ CRD

 Ped mgess Aghz  Admission
_Service  Deploy Webhook  Controller
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Playbook 1: SanpeT Ha exec B Pod

 CuTtyauuns:

* ATakyrum ckoMnpomMeTnpoBarl

YUYETHYIO 3arnmnchb U MNblTaeTcs
nonydnTb shell nnn BeinonHUTDL
KomMaHOy B KOHTenHepe

e BoamMmorxkHa Banimogauyma noobbix

Kubernetes resources u
subresources

« PazpewunTb

« 3anpeTtuTb

apiVersion: kyverno.io/v1l
kind: ClusterPolicy
metadata:
name: deny-exec-by-pod-and-container
annotations:
policies.kyverno.io/title: Block Pod Exec by Pod and Container
policies.kyverno.io/category: Sample
policies.kyverno.io/minversion: 1.4.2
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
The “exec’ command may be used to gain shell access, or run other commands, in a Pod's container. While this can
be useful for troubleshooting purposes, it could represent an attack vector and is discouraged.
This policy blocks Pod exec commands to containers named “nginx’ in Pods starting
with name “myapp-maintenance”.
spec:
validationFailureAction: enforce
background: false
rules:
- name: deny-nginx-exec-in-myapp-maintenance
match:
resources:
kinds:
- PodExecOptions
preconditions:
all:
- key:
operator: Equals
value: CONNECT
- key:
operator: Equals
value: myapp-maintenance*
validate:
message: Nginx containers inside myapp-maintanence Pods may not be exec'd into.
deny:
conditions:
all:
- key:
operator: Equals
value: nginx
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Playbook 2: lo6aBneHune
Secur i tyC on t eXt e e

metadata:
name: apply-pss-restricted-profile
annotations:
policies.kyverno.io/title: Apply PSS Restricted Profile
[ C VIT a I/I g ° policies.kyverno.io/category: Other
y LI| . kyverno.io/kyverno-version: 1.6.2
kyverno.io/kubernetes-version:

policies.kyverno.io/subject: Pod

[ ] p a3 8.6 O O 6 O'DI policies.kyverno.io/description: >-
p TL-l I/I K B X Pod Security Standards define the fields and their options which
M M are allowable for Pods to achieve certain security best practices. While
yCTaH O B_,-I e H H bIX p I pe | I n e I_I bITaeTC q these are typically validation policies, workloads will either be accepted or
rejected based upon what has already been defined. It is also possible to mutate
incoming Pods to achieve the desired PSS level rather than reject. This policy

BblIKATUTb HEBEe30oMmacHoe pap ittt et o o

spec:
I_Ipl/”-IO)KeHl/le rules:
- name: add-pss-fields
match:
any:
* BOo3MO>XXHO MyTupoBaThb ftobble
kinds:
- Pod
Kubernetes resources
patchStrategicMerge:
spec:
securityContext:
seccompProfile:
type: RuntimeDefault
runAsNonRoot: true
runAsUser: 1060
runAsGroup: 3008
fsGroup: 2@ee
containers:
- (name):
securityContext:
privileged: false

capabilities:

drop:
- ALL
allowPrivilegeEscalation: false
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Playbook 3: CozgaHmne ~

apiVersion: kyverno.io/vl

sanpeuwaouwein NetworkPolicy o

name: default

cpec:
. CI/ITyaLI,I/IFIZ fui:;;; deny-all-traffic
« ATakylLlVii NblITaeTca co3haTh esources:
HOBbI Nnamespace 6e3 —
orpaHmn4yeHnn n 4yepes Hero o
PasBMBaTb aTaky e

- kube-system

* Bo3aMO>XHO reHepupoBaThb

- kube-public
mobble Kubernetes resources
kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
name: deny-all-traffic
namespace:
data:
spec:

podSelector: {}
pelicyTypes:
- Ingress

- Egress
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Runtime-dasa

A\ 4

Kubernetes APT

Kubernetes Audit Log

Kubernetes Resource | Response Engine ‘ Aoont
(create/update/..) P S g
Process, Network, File events c > Git

Agent ns container nnu/u
Nodes

 Policy Administration Point (PAP) « Policy Decision Point (PDP)
« Response Engine * Response Engine

* Policy Enforcement Point (PEP) * Policy Information Point (PIP)
 Kubernetes API, Agent, Git * [ltobas CTOPOHHAR cuctemMa
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Tool: falcosidekick

Event source: CoobuieHrsa B onpenenérHHom dopmaTte (Falco, Tracee)

Triggers:

Chat: Slack, Rocketchat, Mattermost, Teams, Discord, Google Chat, Zoho Cliqg
Metrics/Observability: Datadog, Influxdb, Prometheus, Wavefront

Alerting: AlertManager, Opsgenie, PagerDuty

Logs: Elasticsearch, Loki, AWS CloudWatchlLogs, Grafana, Syslog

Object Storage: AWS S3, GCP Storage, Yandex S3 Storage

FaaS/Serverless: AWS Lambda, Kubeless, OpenFaaS, Knative, GCP Cloud Run, GCP Cloud
Functions, Fission

Message queue/Streaming: NATS, STAN lgNATS Streaming), AWS SQS, AWS SNS, AWS Kinesis,
GCP PubSub, Apache Kafka, Kafka, Rest Proxy, RabbitMQ, Azure Event Hubs

Email: SMTP

Web: Webhook, WebUL
Other: Tekton, Flux v2, Argo Events + Argo Workflow, Policy Report
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[Mpnmep: falcosidekick + Argo

| ] — | ]
| | detect | | push | |
| pwned pod | » falco | » falcosidekick |—
| | | | | | |
| A | |—| | | | nD‘ti'F]y’
| |
| |
delete | | | | | , v ,
| | | | | |
L—] deletion pod =« | argo workflow | | argo events |
| | create | | | |
| | | .l L I
| |
trigger | | push
|

|
I Y/

| bus |
| |

Kubernetes Response Engine, Part 5: Falcosidekick + Argo



https://falco.org/blog/falcosidekick-response-engine-part-5-argo/

@UNTRH

Tool: Argo Events + Argo Workflow

Event Sources: AMQP, AWS SNS, AWS SQS,

Azure Events Hub, Bitbucket, Bitbucket Server,

Calendar, Emitter, File Based Events, GCP
PubSub, Generic EventSource, GitHub, GitLab,
HDFS, K8s Resources, Kafka, Minio, NATS,
NetApp StorageGrid, MQTT, NSQ, Pulsar,
Redis, Slack, Stripe, Webhooks

Triggers: Argo Workflows, Standard K8s
Objects, HTTP Requests / Serverless

Workloads (OpenFaaS, Kubeless, KNative etc.),

AWS Lambda, NATS Messages, Kafka
Messages, Slack Notifications, Azure Event
Hubs Messages, Argo Rollouts, Custom Trigger
/ Build Your Own Trigger, Apache OpenWhisk,
Log Trigger

Argo Events - The Event-
Based Dependency
Manager for Kubernetes

EVENTS

Argo Workflows - The
workflow engine for
Kubernetes
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Incident Response Workflow

-

Workflows / teardrop-4hn5l WORKFLOW DETAILS

¥ RETRY @ RESUBMIT 11 SUSPEND P RESUME O sToP © TERMINATE W DELETE m = ;h
Tv 5" Q

teardrop-4hn5|

create-chain

Alpha
@ o
Charlie Bravo
& & &
Foxtrot Echo Delta
o @
Hotel Golf

® oapon I Il i«
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Oéwmin anropmnTtTm

Co3naem Event Source

apiVersion: argoproj.io/vlalphal v
kind: EventSource COB,EI,aeM Sensor

CozpgaeM Service Account

CknagbiBaeT cobbiTMA B
Event Bus [Hennonm Sensor

A 4

Cospaem Workflow Template

apiVersion: argoproj.io/vlalphal Coznaem Service Account®
kind: Sensor

HNennonm WorkflowTemplate

B Sensor yKasbiBaeM apiVersion: argoproj.io/vlalphal
Workflow co ccbinikom Ha kind: WorkflowTemplate

WorkflowTemplate

B WorkflowTemplate
ykasblBaeM obpas C
NOMTE3HOUN HAarpy3Kow
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Playbook 4: Nsonauuna Pod

Cutyauns:
 BHyTpn Pod o6Hapy>xeHa BpenoHocHas, aHoMaslbHasa akTMBHOCTb

« HeobxoamMo ero nsoninpoBaThb No ceTu, O/19 OCTAHOBKM CETEBOW aKTUBHOCTM
(ckaHnpoBaHu, obueHuna c CaC n T.4.)

« HeobxogmnmMmo rNnpoBeCTu I_IOC]'Ie,EI,yI-OLLI,I/IVI aHanmM3 NnHUumgeHTa
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Playbook 4: Nsonauunsa Pod (1/2)

BapunaHT 1. Ecnn NetworkPolicy
He NMPEMMMeHAKTCAH B KOMIMaHWN.

apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy

metadata:
1. CospaeM NetworkPolicy MOMNTUKY Spgj’j‘“ isolate-compromised-pod
e podSelector:
MoxHo Sapanee matchLabels:
2.CtaBM label Ha Pod status: compromised
. policyTypes:
* status: compromised - Ingress
- Egress

"NetworkPolicy — poaHon mexceteBom akpaH Kubernetes"



https://www.youtube.com/watch?v=uc-pph_z76Y

\&EUNTRH

Playbook 4: sonauua Pod (2/2)

BapuraHT 2: Ecnmn NetworkPolicy
y>Ke npuMeHsaiTes <!

apiVersion: projectcalico.org/v3
kind: GlobalNetworkPolicy

1. COB,EI,aeM deny I_IOJ'I VlTl/l KVI OT meE:ﬁZfa;solate-compromised-pod
Custom NetworkPolicy P order: 10
. . selector: status == 'compromised'’
(Calico/Cilium) ingress: p

- action: Deny

protocol: TCP
« Mo>HO 3apaHee source:
selector: all()
egress:
2.CTaBVIM label Ha POd -gaction: Deny
protocol: TCP
source:

* status: compromised selector: all()

O
%o

o050

apiVersion: "cilium.io/v2"
kind: CiliumClusterwideNetworkPolicy
metadata:
name: "isolate-compromised-pod”
spec:
endpointSelector:
matchlLabels:
status: compromised
egressDeny:
- toEntities:
- "all"
ingressDeny:
- fromEntities:
- "all"
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Playbook 5: BpemeHHOe ycunneHwme
n3onaunm container

OLLeHapl/”Z: metadata:

name: native
« BPolicyReport/VulnerabilityReport/..  rustineHsndler: runc

copoepxuntca High critical RCE yaA3BUMOCTb  kind: Runtimeclass

apiVersion: node.k8s.io/vlbetal
metadata:

e 3aHOBO BblKkaTbiBaeM AJaHHOe NMnpunioxXeHme name: gvisor apiVersion: vl
spec: : .
C YCTAHOB/EHHbIM 3HAYEHNEM runtineHandler: gvisor kind: Fod
. —— metadata:
runtimeClassName, raoe NMCnors b3yeTCH ki‘_‘-:’r’ RL_mtimeccliasig P name: mypod
. apiversion: node. S.10/V eta .
sandbox nnn microVM metadata: | spee: .
name: kata-containers runtimeClassName: gvisor
spec:

runtimeHandler: kata-containers

kind: RuntimeClass

o
apiVersion: node.k8s.io/vlibetal
metadata:

ko ‘l'a name: sandboxed

spec:
runtimeHandler: gvisor

containers




Playbook 6:
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OT13bIB Service Account token

CueHapuwn:

 ObpalleHne K
SelfSubjectAccessReview UK
SelfSubjectRulesReview APIs oT
service accounts WM nodes

 OTO 3HAYUT, YTO aTaKYLWMX NblITaeTCH
MOHATb KaKMMK NpaBamMm oH obnagaeT

e Co3gaeM HOBbIV Service Account
N nobaBaemM ero BMecTO
CKOMMPOMETNPOBAHHOIO

e Yoansgem CKOMMpoOMeTPOBaAHHbIN
Service Account

Service Account Tokens

A service account is an automatically enabled authenticator that uses signed
bearer tokens to verify requests. The plugin takes two optional flags:

® --service-account-key-file A file containing a PEM encoded key for signing
bearer tokens. If unspecified, the APl server's TLS private key will be used.

® --service-account-lookup If enabled, tokens which are deleted from the API

will be revoked.

Link

Rotating Kubernetes service account credentials

If a Kubernetes service account credential is compromised and you wish to revoke the
compromised credentials, take one of the following approaches:

« Create a new Kubernetes service account, migrate the Pod and any authorization to the new
service account, and then revoke access to the old Kubernetes service account.



https://kubernetes.io/docs/reference/access-authn-authz/authentication/#service-account-tokens
https://cloud.google.com/kubernetes-engine/docs/how-to/kubernetes-service-accounts#rotating_kubernetes_service_account_credentials

@UNTR‘J

CornacoBaHHOCTb AaHHDbIX

BaskHbIi MOMEHT, 4TO6bl He cnoMaTb Prod ;)
* HeobxoamMo NMMeTb 1 COXPaHATb edVHbI UCTOYHUK NpaBabl
BapunaHTsbl:
* [lncatb Hanpsamyto B Kubernetes API vnin komaHoa Ha Agent
« JloMaeT cornacoBaHHOCTb AaHHbIX =(
* [lncatb B Git
« GIitOps
* llcnonb3oBaTb crneunasibHbIi ObICTPbIN Security pipeline

Llnckyccus rno gaHHoMy BOrpocy.



https://t.me/k8security/583

@UNTRH

3akK/iroyeHme




UNTRSY

f

e

@

BbiBOoAabl

 OT self-healing no self-defence
 Argo Events + Argo Workflow oTnndyHo nogxogaT ans pearnmpoBaHns

« SOAR B Kubernetes no cunam nodomy




Cnacmb6o 3a BHnMmaHwve!

Emall: de@luntry.ru
(LUNTRY

luntry.ru

Twitter: @evdokimovds

Telegram: @Qudbsc
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