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Kubernetes Network 101
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CeTeBoe nosegeHne Pod'os

[To ymonyaHuio Pods B Kubernetes moryt KommyHuumpoBaTb Co BceMn Pods 6€3 orpaHUyYeHuni:
= North-south traffic — ¢ pecypcamu 3a npegenammu Kubernetes

East-west traffic — ¢ apyrummn npunoxeHunsamm B Kubernetes
=  TpaduK He WwungpyeTcs
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Container Networking Interface (CNI)

kubectl get all -n kube-system | egrep -i "ACI|Calico|Canal|Cilium|CNI-
Genie|Contiv|Contrail|Flannel|Knitter|Multus| OVN-Kubernetes| OVN4NFV-K8S-Plugin|NSX-

T|Nuage|Romana|Weave"

o
@ ~nrea | [ A aviaTriX O.. CNI-Genie 1-\..1! CUMULUS &

HE
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[Toa kanotom: iptables, nftables nnu ebpf

Host

iptables INPUT

Linux routing

iptables
conntrack Pﬁggﬂﬁm iptables Linux routing . -~
mangle conntrack iptables Usin 1EBP F, Cilium
Packetshave to PREROUTING can direct packets
networking stacks. mangle to bypass the host

networking stack.

iptables iptables

iptables
POSTROUTING g POSTROUTING
AL slin mangle nat

iptables

conntrack | Linuxrouting _ _ Ciliurm
: Linux rﬂutlng +
iptables iptables eBPF

PREROUTING g PREROUTING

NcTtouHuk: https://www.oreilly.com/library/view/what-is-ebpf/9781492097266/
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https://www.oreilly.com/library/view/what-is-ebpf/9781492097266/
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Zero Trust Networking

“Zero Trust Networks are resilient even when attackers
managqe to breach applications or infrastructure. They
make it hard for attackers to move laterally, and
reconnaissance activities easier to spot.

Organizations that embrace the change control model
in this How-To will be able to tightly secure their
network without imposing a draq on innovation in their
applications. Security teams can be enablers of
business value, not roadblocks.”

7ero Trust
Networks

BUILDING SECURE SYSTEMS IN UNTRUSTED NETWORKS
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https://projectcalico.docs.tigera.io/security/adopt-zero-trust

KOHTpOnb ceTeBOro B3anmoaencTeus B Kubernetes

- Ha ypoBHe npunoxeHum
Uepes bubnunoTteky, nobaBreHHyo npu cbopke, N Yepes UHXEKT

Peann3oBaHoO B user space

- Ha ypoBHe Service Mesh (Istio, Linkerd)
C nomoulbto sidecar-koHTenHepa
Ob6bI4HO, aTO pecypc AuthorizationPolicy
YpoBeHb L7

Peanun3oBaHo B user space

Ha yposHe CNI
Native nnn Custom NetworkPolicy
YpoBeHb L3-L4 (nHorga n L7)

Peanun3oBaHo B kernel space
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Peanusaunm Network Policy

888 cilium

PROJECT

CALICO

weave
net

KuBEE)ROUTER

]
=

47 flannel

K/'

APIGROUP NAMESPACED KIND
cilium
cilium.io false CiliumClusterwideNetworkPolicy
cilium.io true CiliumNetworkPolicy
networking.k8s.io true NetworkPolicy
calico
crd.projectcalico.org false GlobalNetworkPolicy
crd.projectcalico.org true NetworkPolicy
networking.k8s.io true NetworkPolicy
weave
networking.k8s.io true NetworkPolicy
kube-router
networking.k8s.io true NetworkPolicy
flannel
networking.k8s.io true NetworkPolicy (He ymeeT)
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PoaoHoun NetworkPolicy

- 9010 YAML

HeknapaTtuBHbIM noaxon (Policy-as-Code)

Stable, HaunHasa ¢ Kubernetes Bepcun 1.7
- [locnegHas Tekywasa sepcusa Kubernetes 1.24 ;)
-  PeannayeT cermeHTauuto cetu ‘ \

>
- ;J ’ Reply

)
Q ] x New Request

[Mo npuHumMny white list

- PaboTtaeT B Pod cetn

OrpanunyeHne Pod-to-Pod Tpaduka
YpoBeHb rpaHyndapHocty — Pod 41
- HeBaxHO, Kakon npouecc 1 Kakon KOHTENHEP
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YAML NetworkPolicy

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
| name: test-network-policy | MMA NONNTHUKK
| namespace: default |  Bkakom namespace peiicteyer
spec.
podSelector:
matchLabels: TO K Kakum Pods bypet npumeHeHa NONMTHKA
role: db
policylypes:
- Ingress TWUNbI NpaBun B nonuTuKe. Mo ymonuauumio, Ingress.
- Egress
ingress.
- from: Otkypa Tpadmk
- ipBlock:
cidr: 172.17.9.8/16
except:
- 172.17.1.8/24
- namespaceSelector:
matchLabels: 2 UCTOYHMEK
project. myproject
- podSelector:
matchLabels: 3 UCTOUYHMK
role: frontend
ports: Ha Kaxkom nopt
- protocol: TCP
port: 6379

egress: Onok egress npasmn
P Kyaa Tpadmk
- ipBlock:
cidr: 16.0.6.0/24
ports: Ha KakoW nopt
- protocol: TCP
port: 5978

610K ingress npasun

1 ncrouHmk

[
()
[
—]
— —
)
ga
[
|
[
()
=
kel
=
=
—
——
(—]
>
=
(-
(ar)
=
-
-
.
(—]
[7/]

z
28
g4
n o0
oa®
axr
[
—
T
0



Passutne NetworkPolicy

SIG Network (WG-Network Policy APl) paboTtaeTt Hag ynydweHunamu anga NetworkPolicy:

[Togaepkka gnanasoHa noptoB B v1.21 B alpha
NetworkPolicyEndPort

NetworkPolicyStatus — B 1.24 6ecnoneseH, HO xgem 1.25 ¢ nogaepxkon ot CNI

[Mopaepxka Fully Qualified Domain Names (FQDNs) B nonutukax

Ectb npoTtotun ot Google, n ero MoxxkHo yxe nonpobosaTb kak CRD FQDNNetworkPolicies.

[logaep)kka NONUTUK AN BCEro Knacrepa
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https://github.com/kubernetes/community/tree/master/sig-network
https://kubernetes.io/docs/concepts/services-networking/network-policies/
https://github.com/GoogleCloudPlatform/gke-fqdnnetworkpolicies-golang
https://docs.google.com/presentation/d/1Jk86jtS3TcGAugVSM_I4Yds5ukXFJ4F1ZCvxN5v2BaY/edit
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Network policies MoryT npumeHaTbCAa K ...

= Pods

= Host interfaces

= VM’s

= entities (k8s api, hosts, ...)

apiVersion: "cilium.io/v2"
kind: CiliumClusterwideNetworkPolicy
metadata:
name: "lock-down-ingress-worker-node
spec:
nodeSelector:
matchLabels:
type: ingress-worker
ingress:
- fromEntities:
- remote-node
- health
- toPorts:
- ports:
- port: "6443"

protocol: TCP

apiVersion: projectcalico.org/v3
kind: GlobalNetworkPolicy
metadata:
name: ingress-k8s-workers
spec:
Iselector: has (kubernetes-worker) I
ingress:
- action: Allow
destination:
nets:
- 127.0.0.0/8
- action: Allow
protocol: TCP
source:

kind: NetworkPolicy
apiVersion:
networking.k8s.io/v1
metadata:
name: frontend-egress-deny
spec:
podSelector:
matchLabels:
app: frontend
policyTypes:
- Egress

selector: has(node-role.kubernetes.io/master)

destination:
ports:

- 10250
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Selectors: Calico

Logical operators
( <expression> ) Matches if and only if <expression> matches. (Parentheses are used for grouping expressions.)

! <expression> Matches if and only if <expression= does not match. Tip: ! is a special character at the start of a YAML string, if
you need to use ! at the start of a YAML string, enclose the string in quotes.

IDENGE!IT SIIGHOIGE

<expression 1> && “And": matches if and only if both <expression 1>, and, <expression 2> matches
<expression 2>

<expression 1> || “Or”: matches if and only if either <expression 1>, or, <expression 2> matches.
<expression 2>

Match operators
all() Match all in-scope resources. To match no resources, combine this operator with ! to form !all() .

global() Match all non-namespaced resources. Useful in a namespaceSelector to select global resources such as global
network sets.

k == 'v' Matches resources with the label 'k’ and value v'.
ki i= 'v' Matches resources without label k’ or with label 'k’ and value not equal to v
has (k) Matches resources with label ‘k’, independent of value. To match pods that do not have label k, combine this operator

with ! toform !has(k)
kiin { 'wi!', 'w2" } Matches resources with label ‘k’ and value in the given set

k not in { 'vl', 'v2' } Matches resources without label 'k’ or with label 'k’ and value not in the given set
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k contains 's' Matches resources with label ‘k’ and value containing the substring ‘s’
k starts with 's' Matches resources with label 'k’ and value starting with the substring ‘s’
k ends with 's' Matches resources with label 'k’ and value ending with the substring ‘s’
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[lencteBmna B NONMUTUKaX

Calico: Allow, Deny, Log, Pass

Log nuwleT oTnago4vHyo UHQY B
syslog

Pass nponyckaeTt Tekyuiee npasumo
N nepexoauT K cneayrowemy. Ecrnn

AanbHeuvLve npasusia He yKasaHbl,

TO npumeHsietca Deny

Allow no ymon4aHuio

ingress:
r% action: Allow

protocol: TCP

Calico: Allow, Deny

Deny (beta-feature) He
nogaepxuBaetcsa B L7-nonutmkax

Allow no ymon4yaHuo

ingressDeny:
- fromEntities:

- "world"
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kel
- =)
KoHTponb goctyna: Calico S
- — —
]
(7
—
= nOprIZ HymMepOBaHHbIE, %
AnanasoH noptos, U Kubernetes s http: ()

i :
named ports & ~ction: Allow methods: ["GET", "PUT"] -
. paths: (— ]
: source: ==
= [potokonel: TCP, UDP, ICMP, - ~ exact: "/projects/calico” ==
numbers (1-255) - api-service o=
: —
- HTTP attributes (npu user-auth-service S
ncnosnb3oBaHum Istio) =
) ingress: [~
= |CMP attributes . I 0]
- action: Allow =
- IP Bepcus (IPv4, IPv6 =
p ( ’ ) egress: source: E
* [P vnn CIDR ) actlc.)n: Allow namespaceSelector: ‘'environment =="development"' E
_ destination: —
= Endpoint selectors services: 0
name: kubernetes 8
= Namespace selectors . £x
namespace: default ingress: o8
= Service account selectors - action: Deny -
rotocol: ICMP T
ports: [8080, "1234:5678", "named-port"] P E’
o




KoHTponb goctyna: Cilium

= Label-based endpointSelector:
. matchLabels:
= Service-based io.cilium.k8s.policy.serviceaccount: leia
. ingress:
= Entlty—based - fromEndpoints:
- matchLabels:
- |IP/CIDR-based io.cilium.k8s.policy.serviceaccount: luke

=  DNS-based

egress:
- toEntities:
- kube-apiserver
egress:
- toEndpoints: ingress:
- matchlabels: - fromEndpoints:
"k8s:io.kubernetes.pod.namespace”: kube-system
"k8s:k8s-app": kube-dns - matchLabels: egress:
toPorts: role: frontend - toServices:
- ports: - k8sService:
- port: "53" serviceName: myservice
protocol: ANY namespace: default
rules:
dns:
- matchPattern: "*"
- toFQDNs:

- matchName: "my-remote-service.com
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Network Set

apiVersion: projectcalico.org/v3
kind: NetworkSet
metadata:
name: external-database
namespace: staging
labels:
role: db
spec:
nets:
- 198.51.100.0/28
- 203.0.113.0/24

apiVersion: "cilium.io/v2
kind: CiliumNetworkPolicy
metadata:
name: "cidr-rule"
spec:
endpointSelector:
matchLabels:
app: myService
egress:
- toCIDR:
- 20.1.1.1/32
- toCIDRSet:
- cidr: 10.0.0.0/8
except:
- 10.96.0.0/12
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Clusterwide-nonntukm

apiVersion: crd.projectcalico.org/vl

kind: GlobalNetworkPolicy

metadata:
name: allow-coredns
spec:
types:
- Ingress
- Egress
selector: k8s-app == 'kube-dns'
egress:
- action: Allow
ingress:

- action: Allow

apiVersion: "cilium.io/v2"

kind: CiliumClusterwideNetworkPolicy

metadata:
name: "wildcard-from-endpoints"”
spec:
nodeSelector:
matchLabels:

k8s:io.kubernetes.pod.namespace:

kube-system
k8s-app: kube-dns

ingress:

- fromEndpoints:
- {}
toPorts:

- ports:
- port: "53"

protocol: UDP
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NetworkPolicy ana Host

apiVersion: projectcalico.org/v3
kind: GlobalNetworkPolicy

= ,D,a}OT BO3MOXHOCTb OrpaHI/I‘-II/ITb He
metadata:

TONbKO ceTb Pods, HO 1 caMu XOCTbl name: k8s-worker
spec.
= [lpumeHsTCca K Hogam (xocTtam) selector: "role == 'k8s-worker'"
order: ©

=  Tonbko L3/L4 ingress:

- action: Allow
protocol: TCP
source:
nets:
"<your management CIDR>"
destination:
ports: [22]
- action: Allow

protocol: ICMP

Port Protocol CIDR Direction Purpose ainer‘sion : "cilium. io/v2 "
pe — —— p— pr— kind: CiliumClusterwideNetworkPolicy
‘ metadata:
53 UbpP 0.0.0.0/0 Outbound DNS queries " . "
name: "lock-down-ingress-worker-node
67 UDP 0.0.0.0/0 Outbound DHCP access
spec.

68 UbpP 0.0.0.0/0 Inbound DHCP access nodeSeleC‘tor‘ .
179 TCP 0.0.0.0/0 Inbound & Outbound BGP access (Calico networking) matchLabels:
2379 TCP 0.0.0.0/0 Inbound & Outbound etcd access ‘type . ingr‘es s-worker
2380 TCP 0.0.0.0/0 Inbound & Outbound etcd access 1 ng ress:
6443 TCP 0.0.0.0/0 Inbound & Outbound Kubernetes API server access - -F romEntities:

- remote-node
6666 TCP 0.0.0.0/0 Inbound & Outbound etcd self-hosted service access
6667 TCP 0.0.0.0/0 Inbound & Outbound etcd self-hosted service access - h ea lt h
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L 7-NonnuTuKmn

Calico: Cilium:
. |_|O,D,,El,ep>KI/IBaFOTCF| TOJ1bKO Ingress—npasmna = |_|pl/l HapyLueva MNMOJIMTUKUN NaKeTbl

= [Monutnkn pormkHbl meTb Allow action HE AponatoTcA

= He nogaepxunBatotca B Host Policies,

= B ctagun Beta
ecnn ucnonbdyetcs Node Selector

toPorts:
http: - ports:
methods: ["GET", "PUT"] - port: "80"
paths: protocol: TCP
- exact: "/projects/calico” rules:
- prefix: "/users" http:
P . - method: "GET"

path: "/public"
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Opyxba c Service Mesh

NHTerpaums c Istio ana mTLS B L7-nonutukax

Cilium Service Mesh
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AnepTbl Npyn cpabaTbiBaHNN NOSTUTUKA

Cilium — cilium monitor / Hubble Calico — Log B action
= YBeOOMIIEHMA O OPONHYTLIX NakeTax = Ha camom pgerne He gaeTt MHbI 0 HapyLLIEHNN
= YBeOoMIeHuda 0 BepanKkTax nonanTuK = [lnwet oTnago4Hyto nHdopmaumio B syslog

= OTtnago4Hasi ntHpopmauus

3550 forwarded less than 20 seconds May 4 18:26:49 nodename kernel: [686879.577344]
calico-packet: IN=eth® OUT=azv204d2213118

5050 ppe less than 20 seconds MAC=00:22:48:44:62:15:c0:d6:82:94:e6:49:08: 00

5050 : less than 20 seconds SRC=172.16.208.33 DST=172.16.208.28 LEN=60 T0S=0x00

050 e e 3 PREC=0x00 TTL=62 ID=25858 DF PROTO=TCP SPT=33374
idbichaaiiun ess than 20 seconds DPT=8443 WINDOW=64240 RES=0x00 SYN URGP=0

6379 forwarded less than 20 seconds

B0BO forwarded less than 20 seconds

80B0 forwarded less than 20 seconds

B080 forwarded less than 20 seconds
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IToroBoe cpaBHeHME

Features Calico Cilium Native
Implementation iptables, eBPF iptables, eBPF
Supported OCI layers L3/L4, L7 L3/L4, L7 L3/L4
Can apply policies to pods/containers, VMs, and/or to host pods/containers, and/or to host interfaces, pod

interfaces

VM

Policies can define
rules for

ingress, egress, or both

ingress, egress, or both

ingress, egress, or both

Policy actions

allow, deny, log, pass

allow, deny

allow

Source and destination
match criteria

Ports, protocols, HTTP attributes, ICMP
attributes, IP version, IP or CIDR, Endpoint
selector, Namespace selector, Service
account selector.

Labels based, services based, entities
based, IP/CIDR based, DNS based
Ports, Protocol, Host Policies, Service
account

Labels, Ports, Protocols,
namespaceSelector, IP/CIDR based

Network Set NetworkSet & GlobalNetworkSet fromCIDRSet/toCIDRSet in Network Policy -
resources
Clusterwide GlobalNetworkPolicy CiliumClusterwideNetworkPolicy -
Alert - Hubble, Cilium Monitor (+/-) NetworkPolicyStatus (?77?)

Service mesh

Istio integration

Cilium Service Mesh, Istio integration
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Tips&Tricks: policyTypes

Native: ecnu Hukakon policyTypes He ykasaH, To Mo yMonyaHuto OyaeT BbicTaBneH Ingress.

Cilium: HyxHo ykasaTb Ingress, Egress unuv o6a. Ecnv Tunbl SIBHO He yKkasaHbl, TO NONUTUKA He
byoeT paboTtaTb.

Calico:

Ingress rule present? Egress rule present? Value
No No Ingress
Yes No Ingress
No Yes Egress
Yes Yes Ingress, Egress
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Tips&Tricks: Default policies

apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy
metadata:
name: default-deny-ingress
spec:
podSelector: {}
policyTypes:
- Ingress

apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy
metadata:
name: allow-all-ingress
spec:

podSelector: {}

ingress:

- {}

policyTypes:

- Ingress

apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy
metadata:
name: default-deny-all
spec:

podSelector: {}

policyTypes:

- Ingress

- Egress

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy

metadata:
name: default-deny-egress
spec:
podSelector: {}
policyTypes:
- Egress

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress
spec:

podSelector: {}

egress:

- {}

policyTypes:

- Egress
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Tips&Tricks: npnopuUTeET NONMUTUK

= YnpasnseT nopsaakom npuoputeTta
= Calico nepBoi NpMMeEHSET NONUTUKY C HAUMMEHbLLUUM 3Ha4YeHUEM order

apiVersion: crd.projectcalico.org/vl apiVersion: crd.projectcalico.org/vl
kind: NetworkPolicy kind: NetworkPolicy
metadata: metadata:
name: deny-busybox-egress name: allow-busybox-egress
namespace: advanced-policy-demo namespace: advanced-policy-demo
spec: spec:
order: 20 order: 100
selector: run == 'access' selector: run == 'access'
types: types:
- Egress - Egress
egress: egress:
- action: Deny - action: Allow
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Tips&Tricks: Allow DNS

kind: NetworkPolicy

metadata:
name: allow-dns-access
namespace: advanced-policy-demo

spec:
podSelector:
matchLabels: {}
policyTypes:
- Egress
egress:
- to:
- namespaceSelector:
matchLabels:
name: kube-system
ports:
- protocol: UDP
port: 53
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Tips&Tricks: Network Policy ana Kube-API

= Native — endpoint master node
= (Calico — Service selector
=  Cilium — Entities unu Service selector

apiVersion: crd.projectcalico.org/vl apiVersion: "cilium.io/v2"
kind: NetworkPolicy kind: CiliumNetworkPolicy
metadata: metadata:
name: allow-api-access name: "dev-to-host"
namespace: my-app spec:
spec: endpointSelector:
selector: app == “backend” matchlLabels:
egress: env: dev
- action: Allow egress:
destination: - toEntities:
services: - kube-apiserver

name: kubernetes
namespace: default

apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy
metadata:

name: egress-apiserver

spec:
podSelector: {}
policyTypes:
- Egress
egress:
- to:
- ipBlock:
cidr: 34.76.197.27/32
ports:
- protocol: TCP
port: 443

[
()
[
[ — )
— —
(——
gﬂ:
[
—
[
()
=
kel
=
=
—
——
(—]
>
=
(-
(ar)
=
-
-
.
—)

[7/]

z
28
g4
n o0
oa®
axr
[
—
T
0



Tips&Tricks: Cross nhamespace B3anmoaencrTame

for ns 1in $(kubectl get namespace -A -ojsonpath='{.items[*].metadata.name}l");
do kubectl Label namespace $ns Luntry.com/namespace=%ns; done

apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy
metadata:
name: database.postgres
namespace: database
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spec:
podselector: ABTOMAaTUYECKMI NENBNUHT ans
matchLabels:
app: postgres Nnamespace [B v1.21 beta]
ingress: ,
_ from: -  Heobxogumo n ynobHo ang inter-
- namespaceSelector: Nnamespace NnoJiInTuk
matchLabels:
luntry.com/namespaces: bookstore
podSelector: ok
matchLabels: £
app: admin 8T
policyTypes: -
- Ingress 11
L
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https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/

Tips&Tricks: NetworkPolicy 6e3 cBA3n

[MpmBsiska NonuUTUK. NonuTtruka MoXeT ObITb B hamespace, HO HUKaKoW poSin He urpaTtb

checkoutse
rvice

checkoutservice
-74b65ddfb

luntry-np-deplo
yment-boutiqu...

checkoutservice
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Tips&Tricks: Native + Custom NetworkPolicy

Mo>xxHO ogHOBpeMeHHO ucnonb3oBaTb 1 Native, n Custom nonnTmku

luntry-np-deplo checkoutse
yment-boutiqu... rvice

checkoutservice
-74b65ddfb

checkoutservice
-74b65ddfb-12...

checkoufse
rvice
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Tips&Tricks: NpoBepka ¢ nomoulbto PolicyEngine

Mo>xHo npoBepsTb ¢ nomMmoLlblo Kyverno n/unn OPA Gatekeeper!

Spec: apiVersion:
rules: constraints.gatekeeper.sh/vibeta1
- name: no-LoadBalancer kind: K8sDenyEgress
match: metadata:
any: name: deny-egress
- resources: spec:
kinds: match:
- networking.k8s.io/v1/NetworkPolicy Kinds:
- projectcalico.org/v3/NetworkPolicy - apiGroups: ["networking.k8s.i0"]

kinds: ["NetworkPolicy"]
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https://kyverno.io/policies/?policytypes=NetworkPolicy

Tips&Tricks: Xutpbin ooxon NetworkPolicy

Kubernetes 3anyckaet Pods B cBoen cobCTBEHHOMN N30NIMPOBAHHOM CETU, OOAHAKO MOXHO
caenaTtb Tak, 4Tobbl OHM paboTanu B XOCTOBOW CETU, A1 3TOro B MaHNAIECTE HYXXHO yKa3aTb:

) ) MNode
apiVersion: v1
kind: Pod P - ,
metadata: Pod's own network MNode's default network
: namespace
nNname: Nginx Pod A namespace
Spec:
hostNetwork: true 5 etho lo )
containers: - ~
- name: nginx
image: nginx Pod B
hogtNetwork: true ethi ethl doocker( 1o
. )
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Tips&Tricks: Cilium identitites

IP Interconnectivity

When thinking about base IP connectivity with Cilium, its useful to consider two different types of

connectivity:

¢ Container-to-Container Connectivity
o Container Communication with External Hosts

Container-to-Container Connectivity

over both ends of the connection. It can thus transmit state and security context information
between two container hosts by embedding the information in encapsulation headers or even

kcontmner.

" — ; Tone = m—r ™
In the case of connectivity between two containers inside the same cluster, Cilium is in full control

unused bits of the IPv6 packet header. This allows Cilium to transmit the security context of where
the packet origins from which allows tracing back which container labels are assigned to the origin

A

P

As the packet headers contain security sensitive information, it is higly recommended to either
encrypt all traffic or run Cilium in a trusted network environment.
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UTO HY>KHO 3HATb M y4YUTbIBATbL MPU CO34aHUN
NetworkPolicy

McnonbaytoTtca nn default policy

3HaTb labels y B3anmogencrTeyowmx namespaces
Mcnonb3yetca nu Service Mesh, u rae ee Control Plane

Kakaga peanusauusa Ingress ncnonb3yeTcd, 1 rae oHa HaxoguTcs

Mcnonb3yeTtca nu otaada Logs, metrics, traces B koge
NPUIOXEHNA CTOPOHHMM CepBUCaM
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Kubernetes-pecypc NetworkPolicy nossonut peanmsosaTtb
CETEBYIO CErMeHTauuno nNobon CroXHOCTH

Native n1 Custom NetworkPolicy Ha Tekywmnm MOMEHT CUSTBHO
OTNINYaKOTCS NO BO3MOXXHOCTSAM

LeknapatueHbin nogxop (Policy-as-Code) k obecneveHuto
besonacHocTu ynpowlaeT Xn3Hb Dev-, Ops- n Sec-komaHgam
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[Tonnle3Hble CcCbIfkn

"l 1. Network Policies
2. NetworkPolicy Tutorial
3. Network Special Interest Group
4. Kubernetes Network Policy Recipes
5. Network Policy Editor
6. Kubernetes Network Policies Viewer
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https://kubernetes.io/docs/concepts/services-networking/network-policies/
https://github.com/networkpolicy/tutorial
https://github.com/kubernetes/community/blob/master/sig-network/README.md
https://github.com/ahmetb/kubernetes-network-policy-recipes
https://editor.cilium.io/
https://orca.tufin.io/netpol/

@LUNTR:

Cnacnbo 3a BHUMaHue!

Email: de@luntry.rﬁ '
Twitter: @evdokimovds

Telegram: @Qu3b3c
luntry.ru
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