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Everything-as-Code (EaC) | @unTRy

EaC nepeHOCUT NPUOPUTET C PYYHbIX, MOBTOPSAIOLLMXCA 3a4a4 Ha paboyme nNpoLecch,
OCHOBaHHbIEe Ha KOHEYHbIX LieN1fX U TpebyeMbiX COCTOAHUAX.

9TO NpnbMXXaeT NpoLecc ynpaBneHnss NHPPaCcTPYKTYPOU K oTpaboTaHHbIM npoLeccam
co34aHuda NporpaMMHOro obecrneyeHus.

* Infrastructure as Code
 Configuration as Code

- Documentation as Code
» Observability as Code
 Pipeline as Code

» .Security as Code

» Policy as Code

» Compliance as Code



Kubernetes Resource Model (KRM) (LUNTRS

“Kubernetes Resource Model (KRM) — is the declarative format you use to talk
to the Kubernetes API. Often, KRM is expressed as YAML.”

"'Build a platform with KRM", Google Cloud

"Kubernetes API resource specifications are designed for humans to directly
author and read as declarative configuration data, as well as to enable
composable configuration tools and automated systems to manipulate them
programmatically.”

"Kubernetes design proposals” 6



https://cloud.google.com/blog/topics/developers-practitioners/build-platform-krm-part-1-whats-platform
https://github.com/kubernetes/community/blob/13aff0b5eaa828f6e482ea94158cc63baa4cc7dd/contributors/design-proposals/architecture/resource-management.md
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Kubernetes — ato sapo Linux XXI-ro Beka e

What is the Idea? What i1s the Kubernetes API?

To explain the simple, genius idea, let’s start with the simple, genius idea of Unix: The Kubernetes APl is /proc for distributed systems.

Everything is a file. Everything is a resource over HTTP. We can explore every Kubernetes resource
with a few HTTP GET commands.
Or to be more precise, everything is a text stream. Unix programs read and write
text streams. The filesystem is an API for finding text streams to read. Not all of

these text streams are files!
- or any small, throwaway Kubernetes cluster

To follow along, you'll need:

e ~/hello-world.txt is a text file curl - or any CLI tool for sending HTTP requests
* /dev/nullisan empty text stream jq - or any CLI tool for exploring JSON

e /proc is a set of text streams for reading about processes kubectl - to help curl authenticate

Let’s take a closer look at /proc.
You can learn about what’s running on your system by looking at /proc, like:

* How many processes are running (Ls /proc - List the processes)

e What command line started process PID (cat /proc/PID/cmdline - Get the
process specification)

e How much memory process PID is using (cat /proc/PID/status - Get the

process status)

"Kubernetes is so Simple You Can Explore it with Curl” 8



https://blog.tilt.dev/2021/03/18/kubernetes-is-so-simple.html

Kubernetes operators nu Custom resources

CNI:

Cilium (CiliumEndpoint, CiliumClusterwideNetworkPolicy,

CiliumNetworkPolicy, ...)
Calico (NetworkSet, HostEndpoint, IPPool,
GlobalNetworkPolicy, ...)

ServiceMeshs:

Istio (AuthorizationPolicy, Gateway, ServiceEntry, Sidecar, ...)
linkerd2 (Servers, ServerAuthorizations, ...)

API gateway:

Gloo (Gateway, Route, Ingress, Certificate, Proxy, ...

Policy Engines:

Kyverno (PolicyReport, ClusterPolicyReport)
Gatekeeper OPA (K8sAllowedRepos, AssignMetadata,

ConstraintPodStatus, ...)

Database:
Redis Operator (RedisCluster, Redis)

C
C
C

ick
ick
ick

ouse (ClickHouselnstallation,
ouselnstallationTemplate,
ouseOperatorConfiguration)

)

@UNTRH

Monitoring:
« Prometheus Operator (ServiceMonitor, PodMonitor,
PrometheusRule, ...)

Pipeline:
« Tekton (Task, Run, Pipeline,...)

GitOps:
ArgoCD (AppProject, Application, ...)
Flux2 (HelmReleass, ...)

Serverless:
« Knative (Broker, Trigger, EventType, ...)

Security:

« Starboard (CISKubeBenchReport, ConfigAuditReport,
KubeHunterReport, VulnerabilityReport, ...)

« Kubernetes Security Profiles Operator (AppArmorProfile,
SelinuxProfile, SeccompProfile, ProfileBinding, ..)

Infrastructure:

« ClusterAPI (KubeadmControlPlane, Cluster, Machine,
MachineSet, MachineDeployment, ...)

« Crossplane (Provider, Configuration,
ControllerConfig,Composition, ...) J



Cloud Native Landscape ‘ PNTRY

CNCF Cloud Native Landscape
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-
9pa DevSecOps » (EONTRY

« C knactepoM paboTaeT MHOIo pa3HbiX KOMaHA

» KoMaHZbl fOMKHbI BUAETb O6LLYH KapTUHY ¥ pa3roBapuBaTh APYr C
APYroM Ha 0gHOM fA3bIKE

- KomaHpAb! AO/MHKHbI MOMOraTb APYr APYry, a He MeLWaTb

11




[Mpumep: KTo cnoman ?!
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3aHuMaTeNbHble paKTbl

kubectl get all does not list all resources in a namespace #1571

@1l L I thack opened this issue on Nov 28, 2017 - 89 comments

What happened.

Need a real "get-all" command #527

st e
GIaCEL schollii opened this issue on Aug 29, 2018

- 29 comments

kubectl get all does not list all resources in a namespace.

What happened:

kubectl get all only shows a small subset of kubernetes objects in a cluster, and there does not s

dc seem to be a command to get
all objects (secrets, network policies, etc). This caused me hours of wasted time because | was trying to replicate a deployment
object from another cluster into a new cluster, and didn't see that there w
deployment.

= WK

as a networkpolicy needed for the service to expose that

a eddiezane commented on Aug 18, 2020

Following up..

Member 1":} sas

kubectl get all |s

5 y command and is actually implemented with a hardcoded server side list that is not easy to maintain
There is potential that it will be removed in the future and therefore will not be expanded upon or improved at this time.

We recommend using ketall which can be installed standalone or via krew.




Mbicnu #1 | TR

» Kubernetes 310 ®penMBOpPK
« EcTb Kubernetes operators n Custom resources Ha /10601 ciy4am >XU3HU

- Bce KoMaHAbl B 04HOW CUCTEME MOIYT onpeaensTb, HAbNAATh,
KOHTPOIMPOBATb, YNPaBNATb BCEMU aCNEKTAMN CUCTEMbI U MPUTOXKEHU.

"Extensible. Kubernetes enables you to integrate it into your environment and to
add the additional capabilities you need, by exposing the same interfaces used
by built-in functionality.”

“Kubernetes design proposals”

14


https://github.com/kubernetes/community/blob/13aff0b5eaa828f6e482ea94158cc63baa4cc7dd/contributors/design-proposals/architecture/resource-management.md

e UNTRS

YAML He TaK NpoCT, KaK Kaxetca

IWH EN.YOU HEAR THE INFRA'TEAM TALKING/ABOUT K8S:

&

"K8S IS SOEASYAIT.SJUST
ABUNCH OFYAMLTEMPLATING >

15
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Bce aoymaeTe cnuckamm ?

README.md
adservice.yaml
cartservice.yami
checkoutservice.yaml
currencyservice.yaml
emallservice.yaml
frontend.yaml
loadgenerator.yaml
paymentservice.yaml
productcatalogservice.yam|
recommendationservice.yaml|
redis.yaml

shippingservice.yami

O
O
B
O
O
O
O
O
O
B
O
O
B
O
O
O

carts-db-dep.yami
carts-db-svc.yam|
carts-dep.yami
catalogue-db-dep.yam|
catalogue-db-svcyaml
catalogue-dep.yaml
catalogue-svcyaml
front-end-dep.yam|
front-end-svc.yaml
orders-db-dep.yaml
orders-db-svcyami
orders-dep.yaml|
orders-svc.yaml
payment-dep.yamil

payment-svc.yaml

queue-master-dep.yaml

I I N = R I I I I I I N = I A ™

crds

profiles

certificate.yami

crd.yaml
kustomization.yaml
manager_deployment.yaml|
metrics_client.yaml
mutatingwebhookconfig.yam|
ns.yaml

roleyaml

role_binding.yam|
service.yam|
service_account.yamil

webhook_deployment.yaml

I I I I I I I I I I = A

addheaders-configmap.yaml
clusterrole.yami
clusterrolebinding.yaml
controller-configmap.yaml
controller-daemonset.yaml
controller-deployment.yami
controller-hpa.yami
controller-metrics-service.yami
controller-poddisruptionbudget.yami
controller-prometheusrules.yaml
controller-psp.ayaml
controller-role.yam
controller-rolebinding.yam|
controller-service-internal.yaml
controller-service.yaml
controller-serviceaccount.yaml
controller-servicemonitor.yami
controller-webhook-service.yaml
default-backend-deployment.yaml

default-backend-hpa.yaml

configmaps
Crons
deployments
hpas

[

cecrets
SErvICes

cstatefulsets




Cea3u k8s-pecypcos -

kind: Ingress
metadata:

name: exXample-lngress
spec:

rules:

- http:

paths:
- path: /test
backend.:
name: web
port:
number:

kind: Service kind: Pod

metadata: metadata:
name: web name: nginx

spec: labels:

selector: ——____——__——»»EPP: MyApp
app: MvApp spec:

ports: containers:
- protocol: TCF - name: nginx
port: image: nginx:1.19
targetPort: ports:
- containerPort:

17



Tools

KubeView ccmn- [N o= [Atsarcscon -

data-api frontend Kkubeview

mongo-storage-mongodb-0 mongodb-svc

frontend-66b5d8846-hfgbd
Pod
® Created: 24/02/2019, 17:01:58
Labels

- frontend

kubectl-graph

kubectl tree

7 &

kube-lineage
Kubect!| Pod Lens

accessrgrafana
expose-grafana-mefrics

grafana-cluster-monitoril}gﬂ_)rn isionings . | .
gratana-cluster-monitgring-d

Kubesurveyor

©)

grafana-cluster-monitorin
grang

kubectl service-tree

grafana-cluster-monitoring-nginx

Lens Resource Map

KubeView

~ $ kubectl tree deployment nginx

NAMESPACE NAME

default Deployment/nginx

default ReplicaSet/nginx-697b9dcc86
kg S X Ra default Pod/nginx-697b9dcc86-gmxfh

default Pod/nginx-697b9dcc86-gpvwh

default Pod/nginx-697b9dcc86-tm2dt

: default ReplicaSet/nginx-7c6cfbddbc

default Pod/nginx-7c6cfbddbc-4pcgs

default Pod/nginx-7c6cfbddbc-5plzd
LR defailt Pod/nginx-7cecfbddbc-m5jrd

~ $

READY REASON

True
True

True

—fll default
4 | hello-1582785780-1srtd
— & c1
—am default

L & default-token-blk62
—f default-token-blk62
4 hello-1582785840-rq8h5
— & c1
—am default

L & default-token-blk62
—f default-token-blk62
4  hello-1582785900-4zbkf
— & c1
—am default

L & default-token-blk62
—f default-token-blk62
4 jaeger-5bbc8c887-cmjj7
—am default

L & default-token-blk62
— @ default-token-blk62
—®J jaeger

[0/1]

[0/1]

[0/1]

[1/1]

> k pod-lens kfserving-controller-manager-0 -n kubeflow
[Namespace] kubeflow
kfserving-controller-manager
[Node]
kfserving—-controller-manager-0

[Container] kube-rbac—proxy

[Container] manager
[Secret] kfserving—webhook-server-secret
[Secret] default-token-tx5jq

AGE
29s
9s
Os
/s
5s
29s
AS IS
29s
29s

e UNTRS
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https://github.com/steveteuber/kubectl-graph
https://github.com/ahmetb/kubectl-tree
https://github.com/tohjustin/kube-lineage
https://pod-lens.guoxudong.io/
https://github.com/viralpoetry/kubesurveyor
https://github.com/feloy/kubectl-service-tree
https://github.com/nevalla/lens-resource-map-extension
https://github.com/benc-uk/kubeview
https://k9scli.io/

Pa3Hble CBA3U, OYeHb pa3Hble CBA3U

- ownerReference (UID)
» GarbageCollector
» Selector
- matchlLabels
* matchExpression
 targetRef
* name
*. annotations

« Marusg ..

19



Pa3Hble CBA3U, OYeHb pa3Hble CBA3U

- ownerReference (UID)

« GarbageCollector

» Selector
» matchlLabels
* matchExpression
 targetRef
* name
. annotations

 Maruga ..

ownerReferences:

uid: M"ae/48794-14b3-411le-84aa-eb8lab//e3bel”

kind: "Deployment”

name: "productpage-v1"
apiVersion: "apps/v1l"
controller: true
blockOwnerDeletion: true

20



. (GUNTRS
Pa3Hble cBSA3K, 0MEHb pa3Hble CBA3N S
. ownerReference (UD) mcorcrams  [EE————"r"—"5
kind: PodDisruptionBudget kind: NetworkPolicy
. GarbageCollector (st e e
spec: name: allow-tcp-6379
o Selector maxUnavailable: namespace: production

selector: sSpec:

matchLabels: selector: color == 'red'

' matCh Labels app: zookeeper ingress:

- action: Allow

o
¢ matCh EXpreSSIOn prgtgcgl - TCP
SOurce.
selector:

® '[arg el Ref matchLabels : selector: color == 'blue'

tier: frontend destination:

matchExpressions: .

® na me - {key: name, operator: In, values: [payroll, Pﬂrtﬁ_ C

- {key: environment, operator: NotIn, wvalues: dev - 6379

e, annotations

 Maruga ..

21



apiVersion: autoscaling/vl
kind: HorizontalPodAutoscaler

- ownerReference (UID) netadata:
® Gal’bageCO”eCTOF SP:E;IETargetREf:
apivérgicn: apps/vl
~ SeleCtOI’ kind: Deployment

name: deployment-example
minReplicas:

- matchlLabels maxReplicas:

targetCPUUti1ilizationPercentage:

» matchExpression

apiVersion: autoscaling.k8s.io/vl
kind: VerticalPodAutoscaler

= tal‘getRef metadata:
: name: my-app-vpa
* name | spec:
targetRef:
. apiVersion: "apps/vl1l"
® annOtaUOnS kind: Deployment
name: my—-app
e Marmng .. updatePolicy:

updateMode: "Auto"



Pa3Hble CBA3U, OYeHb pa3Hble CBA3U

- ownerReference (UID)

» GarbageCollector

kind: Ingress

. metadata:
Selector name: exXample-lingress
. matchLabels P

rules:
- http:
paths:
- path: /test
backend:
name: web
port:
number:

» matchExpression
 targetRef
° npame
. annotations

 Maruga ..

23



Pa3Hble CBA3U, OYeHb pa3Hble CBA3U

- ownerReference (UID)
» GarbageCollector
 Selector
- matchlLabels
» matchExpression

 targetRef

apiVersion: vl

kind: Pod
¢ name metadata:
name: hello-apparmor
° annotations:
®e an nOtatlonS container.apparmor.security.beta.kubernetes.io/hello: localhost/k8s-apparmor-example-deny-write

 Maruga ..

24



Pa3Hble CBA3U, OYeHb pa3Hble CBA3U

- ownerReference (UID)
» GarbageCollector

» Selector
- matchlLabels
* matchExpression

The following authorization policy applies to workloads containing label “version: v1”in all namespaces in the mesh. (Assuming the

= ta rg et Ref root namespace is configured to “istio-config”).

O name apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata
. name: policy
¢ » annOtatlonS namespace: 1istio-config
spec:
selector:
® Maruﬂ A matchLabels:

version: vl




[lpumep

* Deployment

« Service

* NetworkPolicy

» PV/PVC

- HPA/VPA/PDB

» Service Mesh (Istio)
 Policy Engine (Kyverno)
. Prometheus operator

« Starboard operator




[lpumep

» Workload:
* Deployment
* ReplicaSet
* Pods




[lpumep

« Storage:
 PersistentVolume

 PersistentVolumeClaim

= Cluster-wide-pecypc




[lpumep

« High availability:
« HPA
« VPA
« PDB




[lpumep

e Service

pod-disruption
budget-min-av

30
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[Ipumep

* NetworkPolicy:
e (Calico
» Native &

1

webadmin rk-poligy pe-pp n——

allow-tcp-6379

webadmin-74bb48
8d96-ngzj/

=1 aoaf-nrnd
Fasel-prod
i EE

cipege =02

webadmin-7

4bb4BEAI6 Cluster-wide-pecypc
GlobalNetworkPolicy

pod-disruption
roediuctpag budget-min-av..

L=




[lpumep

* |stio:
 (Gateway
« VirtualService
* DestinationRule
 WorkloadGroup
 WorkloadEntry
* Servicekntry
» Sidecar
« AuthorizationPolicy
» RequestAuthentication
* PeerAuthentication

* EnvoyFilter




[lpumep

 Policy Engine:

» Kyverno Policy




[lpumep

* Prometheus operator:
* PodMonitor

« ServiceMonitor




[lpumep

« Starboard operator:
* VulnerabilityReport
« ConfigReport




3aHuMaTeNbHble paKTbl

* Pecypc MOXeT yKasbiBaTb Ha CYLLHOCTb, KOTOPOU HET
[Mpumep: MouTn ntobon pecypce =)

« Pecypc MOXeT ykasblBaTb Ha CYLLHOCTb 3a npegenamm Kjacrtepa
[Tpnmep: Endpoint Ha IP 3a npegenamu knacrtepa

* Namespaced-pecypcbl MOryT ccbinaTtbes Ha Cluster-wide-pecypchbl u
HaobopoT

Npumep: PVC Ha PV.unu Cluster NetworkPolicy Ha Pod
+ Git He UICTOYHUK NpaBAbl — OH MOXET BpaTh:

[Tpumep: MutatingAdmissionWebhook nnun generate rule from Policy Engine

36



@UNTRS

Mbicnu #2

» [lpunoxxeHne B Kubernetes aTo He CNUCOK pPecypcoB, a lepeBO PECYPCOB

» Hanuuune pecypca B cMCTEME He FOBOPUT O TOM, YTO OH YTO-TO AenaeT unu
Ha YTO-TO B/IUSAET.

« (CBA3u Mexay Kubernetes pecypcamun cospatoT KOHTEKCT A1 TON MU HOWU
CYLLHOCTMU '

37



3akJiroyeHue
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BbiBOAbI '

1. KRM-noaxoa noMoXeT BbXKaTb MakcuMyM u3 Kubernetes
2. Kubernetes — aTo cucrtema gnga Bcex, a He AJid OAHOro genapramMeHTa

3. Everything-as-Code 6nunxe, 4eM MOXXeT KasaTbCH ;)

39



@UNTRH

Q&A

Cnacunbo 3a BHMMaHuel

n EBAOKMMOB
CTO

@Iuntry.com -
Twitter: @'e\;dokimovds
Telegram: @Qu3b3c

40
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